Introduction to Law for Human—Computer Interaction

Human—computer interaction (HCI) and User Experience (UX) professionals can
benefit from having a basic understanding of law and the legal system in the United
States. Technology design significantly impacts many areas of life and work, some-
times requiring regulation and other times indirectly or more directly influencing
laws and policies. Technology itself can also be designed and used to implement or
enforce regulations and policies. Laws can impose requirements on some areas of
technology design. For example, in design areas where user data and privacy might
be involved, legal compliance and regulation can easily become a necessity. Design
that impacts the securing of user information, design of health-related systems,
and design of systems that interact with government services all illustrate the value
that HCI and UX professionals can find in understanding U.S. law. This chapter
will cover the history of U.S. law, the basic constructs of the U.S. legal system, the
differences between law and policy at the federal versus state level, the use of legal
resources, and how to apply basic legal principles to HCI research. It should be noted
that new executive branch leadership, changes in court opinions, and new or revised
legislation can have a significant impact on the legal topics discussed in this chapter.

1.1 HISTORY OF THE U.S. LEGAL STRUCTURE

The U.S. legal structure was heavily influenced by the backgrounds of the immi-
grants who made up the early English and European colonial population in the
U.S., combined with the factors that motivated the original states to break away
from England.’ The Declaration of Independence was predicated by a restric-
tion of freedoms and compounded by a desire to protect what were considered
to be “natural” human rights, which are rooted in the philosophies of those
such as John Locke, St. Thomas Aquinas, and many before them.* The idea of
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2 1 Introduction to Law for Human—Computer Interaction

natural rights acquired by birth actually comes from a framework of natural law
that, ironically, would have also influenced the legal system of England. The
emergence of a new government and therefore formalized U.S. law was also
influenced by the idea of “federalism,” where there exists a national (or federal)
level of government as well as a state level of government in the U.S., carrying
with that structure a certain amount of state government power and indepen-
dence from the federal government in certain matters.> Similar tensions and
struggles between state power and federal power that were present at the time of
the original creation of the U.S. Constitution are still present today. The struc-
ture of the U.S. government in its conception also has significantly dictated the
structure of U.S. law. A core aspect of that structure is the separation of powers
through the executive (U.S. president and executive agencies), judicial (federal
court system), and legislative (Congress) branches of government.* As such, the
U.S. Constitution established the basis for legislative power for creating laws,
the executive power to veto legislation and enforce laws, and the judicial power
afforded by the creation of the U.S. Supreme Court and lower federal courts.
This government design was intended to balance out the power of the U.S.
federal government.’

1.1.1 Basis for U.S. Law

Civil law is law that is based primarily on laws that have been codified through
enacted legislation, while common law is derived primarily from prior judicial
rulings and precedent.® Many legal traditions and inherent assumptions on legal
basics come from common law tradition and precedent that has evolved over
almost 1,000 years, dating back to the early royal judges in England. By the time of
the Declaration of Independence, the traditions of English common law were well
established in various forms throughout the North American colonies.” While this
resulted in a legal tradition that in general is common law, there are a number of
aspects of U.S. law that have been codified through constitutions, statutes, inter-
national treaties, court rules, and the regulations from administrative agencies at
both the federal and state levels.®
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1.2 Statutes and Judicial Precedent 3

1.1.2 The U.S. “Adversarial” System of Law

At the international level, many countries follow an “inquisitorial” system of law,
which means that the judge can ask questions and call witnesses, rather than the
attorneys.? In the U.S,, there is an “adversarial” system of law which has as one of its
hallmarks a neutral decision-making party to passively decide the case and two oppos-
ing parties who present arguments and evidence, with equal opportunity to argue
their case before the passive party, which would be the judge and sometimes a jury.”
It is believed to be essential that the primary decision-maker (judge) does not actively
gather evidence and engage in the arguments but rather has a more passive role in
evaluating the evidence. This type of legal structure is considered to be “adversarial”
because there is an opposing clash of conflicting arguments and evidence by both
sides of the case (plaintiff and defendant). A jury is a common component of the
adversarial system because it is another passive component (like the judge) without
prior knowledge of the facts and not actively engaged in the investigation or question-
ing process." For criminal cases where the criminal charge has a potential for incar-
ceration for six months or longer, the Seventh Amendment to the U.S. Constitution
provides a right to a trial by jury.” For lesser crimes, a trial by jury is not required; how-
ever, some states (e.g., Virginia) provide the right to a trial by jury in all cases — with
the caveat that the plaintiff has to pay for the costs if they lose the case.’ Many juve-
nile courts (e.g., lllinois) view nonviolent juvenile cases as civil rather than criminal,
so there is no trial by jury," and the majority of civil cases do not have trials by jury.’s

1.2 STATUTES AND JUDICIAL PRECEDENT

At the federal level, the U.S. Congress creates and enacts a statute (law), and the
courts are left to interpret the law.*® There is often vagueness or insufficient details
from Congress as to how to interpret what they have enacted. If Congress does not
agree with how a law is being interpreted by the courts, it has the option to later
revise the law to add clarity to any ambiguity. Over time, as courts interpret laws
that have been passed, future court decisions are based on those prior court deci-
sions by applying a particular rule of law when there is similarity between a current
case and a prior ruling — this is the concept of judicial precedent, known as stare
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4 1 Introduction to Law for Human—Computer Interaction

decisis.7 Stare decisis is considered to be “horizontal” when a court is deferring to
its own decisions, while “vertical” stare decisis is a court deferring to the decisions
from higher courts. This concept of a strict judicial precedent is the approach that
holds current legal decisions to unambiguous aspects of past legal decisions, regard-
less of whether the current court agrees with the prior decision.®® The contemporary
approach of what seems to be a “relaxed” interpretation of judicial precedent allows
for flexibility in a judge’s decision in that they do consider legal precedent, but they
can override precedent if they think that the earlier decision(s) was incorrect.’ In
2022, the U.S. Supreme Court illustrated that stare decisis can quickly disappear in
a single court decision.*

1.3 CONSTITUTIONAL VERSUS STATUTORY VERSUS
ADMINISTRATIVE LAW

The various sources of U.S. law are relevant to a good understanding of how to inter-
pret and apply the law. Constitutions exist at the federal and the state levels across
the U.S. The highest source for U.S. law is the Constitution of the United States,
and adherence to constitutional content takes precedence over any other law or reg-
ulation. In fact, the structure set forth by the U.S. Constitution is what outlines the
authority given separately to the federal government and the individual states.” The
U.S. Constitution also outlines the core protection of individual rights, provides
the framework for courts to review laws that might conflict with the Constitution,
and creates the U.S. division of government that is separated as the executive, legisla-
tive, and judicial branches. Most legal cases do not directly involve constitutional law
and instead involve statutory law, administrative law, and questions regarding the res-
ulting regulations.” The first ten amendments (the Bill of Rights) that were adopted
two years after the U.S. Constitution were considered to be a condition attached to
the initial approval of the Constitution, which is why those rights are considered to be
so connected to the U.S. Constitution rather than a revision or change of direction.

A very influential level of legal authority is the administrative law level, which
refers to the regulations from and administration from federal and state agencies,
and because administrative agencies can dictate regulations and rules that directly
involve business and everyday life, administrative law can impact HCI and tech-
nology. Administrative law finds its source in both federal and state agencies and
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1.3 Constitutional versus Statutory versus Administrative Law 5

orders, and it is often more directed and narrow in focus.** At the federal level,
there is no specification in the U.S. Constitution that creates these federal admin-
istrative agencies, however, they can be created by the three branches of the U.S.
government (usually by the legislative branch — U.S. Congress).”> Administrative
law is derived from statutory law (passed by Congress at the federal level or by
various state legislative bodies). Congress creates agencies to focus on and spe-
cialize in particular aspects of U.S. statutes or areas of government that require
expertise, enforcement, review, and service to the public.?® Some agencies are pri-
marily focused on social welfare or public service (Social Security Administration,
Department of Health and Human Services, etc.), while other agencies are primar-
ily designed for regulatory purposes (Federal Trade Commission, Environmental
Protection Agency, etc.).?” The U.S. Congress often delegates its authority to spe-
cific federal agencies, not only to oversee and implement statutes but also some-
times to further act under a form of “quasi-legislative authority” to create rules or
regulations.®® One of the many examples of this would be the REAL ID Act as
established by Congress following the recommendations of the g/11 Commission,
where the Department of Homeland Security was subsequently expected to cre-
ate the standards and implement the statute.*® So, this is where administrative law
would begin. The Department of Homeland Security was created in 2002 as a
response to U.S. efforts to prevent future terrorism, following the terrorist attacks
on September 11, 2001.3° The Secretary of Homeland Security would issue pro-
posed rules (administrative law) relating to the implementation of the REAL ID
Act, and following a required comment period (where public input is requested),
a final rule would be published - essentially becoming administrative law.

If a scenario arises where the interpretation or implementation of a U.S. stat-
ute through administrative law presents the possibility for misapplying the intent
of the statute, the U.S. Supreme Court sometimes ends up hearing cases related
to administrative law. It is not uncommon for an administrative regulation to flow
from a U.S. statute that contains ambiguity.' Judicial deference refers to courts
permitting a certain level of independence in how an agency applies a statute. The
U.S. Supreme Court has used three levels of deference to administrative agencies
regarding such scenarios. Chevron deference has been the highest level since the
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6 1 Introduction to Law for Human—Computer Interaction

1980s (established with Chevron U.S.A., Inc. v. Natural Resources Defense Council,
Inc.),3* used for an agency’s interpretation of a statute relating to that agency.

However, in June 2024, the U.S. Supreme Court overturned Chevron deference,
which will have an unpredictable impact on federal agency regulations.?® In the
written decision another legal concept — stare decisis — was noted as not being rele-
vant to maintaining the Chevron precedent. This change is especially important to
laws that relate to technology because of the fast-moving pace of technology and the
frequent reliance on an agency’s interpretation of existing law. We acknowledge that
this change presents unpredictability in many areas of technology law. This is not
a minor shift, in that a plethora of regulations and court cases rely on the Cheyron
structure. In Justice Kagan’s dissent, she noted that in areas of technical expertise,
this will likely create a significant shift, with the courts and legislature now needing
to rely on more specific technical expertise in their cases and proposed legislation.

Of all the various components of the legal framework for digital accessibility, the
one that relies most heavily on agency interpretation is the legal requirement for
web accessibility under Title III (Public accommodations) of the ADA. Unlike Title
IT of the ADA, or Section 508 of the Rehabilitation Act, or the Air Carrier Access
Act, all of which have regulations that specify in detail the requirements for web
accessibility, requirements for Title III (public accommodations) of the ADA rely
on an agency interpretation. Among other things, the regulations state: “A public
accommodation shall furnish appropriate auxiliary aids and services where necessary
to ensure effective communication with individuals with disabilities. This includes
an obligation to provide effective communication to companions who are individuals
with disabilities.” However, neither the statute nor the regulations specifically men-
tion websites. Since 1996, the Department of Justice (DOJ) has stated that web-
sites of public accommodations are covered under the “effective communications”
requirement of Title III of the ADA, which exists in both the statute and the regula-
tions. Courts have generally (but with some exceptions) deferred to the DOJ inter-
pretation, applying the effective communications requirement to cover all forms
of communication, including websites. Sources of reference for this interpretation
usually include the initial letter from Assistant Attorney General for Civil Rights
Deval Patrick to Sen. Tom Harkin in 19963+ and the DO]J Statement of Interest in
the New v. Lucky Brand Jeans case in 2014 explaining the application of the “effec-
tive communications” requirement to websites.>*

3* Loper Bright Enterprises v. Raimondo (2024) 603 U.S. 369, 144 S. Ct. 2244.

33 Sherman, M. (June 28, 2024). The Supreme Court weakens federal regulators, overturning decades-
old Cheyron decision. https://apnews.com/article/supreme-court-chevron-regulations-environment-
5173bc83d3901a7aaabeqisceat8d66s.

3% Patrick, D. Letter from Assistant Attorney General for Civil Rights Deval Patrick to Sen. Tom Harkin,
United States Department of Justice (September 9, 1996), www.justice.gov/crt/foia/file/666366/
download.

35 United States Department of Justice, Statement of Interest in the New v. Lucky Brand Jeans (April 10,
2014), www.ada.gov/briefs/lucky_brand%20_soi.docx.
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1.3 Constitutional versus Statutory versus Administrative Law 7

Auer deference is the next level (established with Auer v. Robbins),3® used for an
agency’s interpretation of its own regulations.3” The lowest level is Skidmore defer-
ence (established with Skidmore v. Swift & Co.),?® which is used for agency opin-
ions, letters, manuals, and other guidelines related to administrative regulations.
The concept of these levels of deference to administrative law does not permit viola-
tion of constitutional rights, other clear statutes, or interpretations that are arbitrary
and capricious.3”

The administrative rulemaking process is guided by a law established in 1946,
called the Administrative Procedure Act (APA),* which together with separate
mandates from Congress, outlines the procedures for rulemaking, including the
requirement for posting notices of proposed rules and publishing the final rules
in the Federal Register. The APA also addresses standards for the courts to review
administrative rules if a person has been incorrectly affected by the actions of an
administrative agency. Agency rules can be categorized as being interpretive, which
essentially describes how an agency will implement a statute as written by Congress,
or legislative, which carries more weight in that an administrative agency will estab-
lish their procedures for carrying out a delegated mandate from a statute.#

The legislative rules can be further broken down into substantive versus pro-
cedural rules. While procedural rules only impact the procedures by which an
agency can enforce and implement a mandate, substantive rules are more like
actual statutes, in that they can impact the rights of individuals.#* The APA out-
lines three approaches to administrative rulemaking: exempted, formal, and infor-
mal. Exempted rulemaking is outlined in the APA and applies to things such as
rules regarding the military, foreign affairs, or government grants.#> The formal
rulemaking process is the most extensive and longest approach to rulemaking. As
such, it is only used when a statute from Congress specifies that the formal process
applies.# This extensive process follows the APA procedure with a notice to the
public (Notice of Proposed Rulemaking or NPRM), a public hearing (mini trial-
like hearing), and finally the official rule, based on a decision from an administra-
tive law judge or other official.#> The informal rulemaking process applies to any
rulemaking where the formal or exempt process does not apply. There is still the
requirement for an NPRM, typically published in the Federal Register, but after a
public comment period (now also available online through Regulations.gov), the

519 U.S. 452 (1997).

37 Loper Bright Enterprises v. Raimondo (2024) 603 U.S. 369, 144 S. Ct. 2244.

¥ 323 US. 134 (1044).

¥ 5 US.C. §§ 551559 (1947).

# 5 US.C. §§ 551-559.

# Hall, D. E. Administrative Law: Bureaucracy in a Democracy (7th ed.). Pearson, p. 164.
+# 1Ibid., pp. 164-165.

4 Ibid., p. 164.

# Ibid., pp. 165-168.

+ 1Ibid., pp. 166-167.
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8 1 Introduction to Law for Human—Computer Interaction

administrative agency can then issue its final rule. Administrative law, even after
the final rule, is not absolute.** Any administrative agency actions can face judicial
review, and an individual who believes that an agency’s action should be changed
or reversed can file a civil case in the matter, and if there is a potential constitu-
tional issue (“question”) in play, it could also be reviewed by a federal court. In
order for this to happen, it would have to be proved that a “protected” right has
been violated, which is the doctrine of “standing” (validating that federal review is
available for the matter).47

1.4 FEDERAL VERSUS STATE LAW

The U.S. legal system has a layer of complexity because of there being not only
the federal legal system but also separate legal systems for each state. The laws
of one state can be slightly or dramatically different from the laws of another
state. This can change over time, for example, there is now a dramatic increase in
state laws regarding abortion, since the U.S. Supreme Court decision in Dobbs.45
Regardless of which state becomes the venue for a legal case, federal law will
always be involved whenever there is a constitutional question, a question of
individual freedom that is protected by the Bill of Rights, a federal statute (federal
tax law, for example), or the regulations of a particular federal agency involved
(such as the FDA). Any of the above automatically makes the legal question a
federal legal question.

Because of the way that the federal government has limited itself under the U.S.
Constitution,* states have significant latitude for issues that do not involve federal
questions. States are able to create whatever laws they determine are necessary for
their citizenry, and they are only limited by the restrictions of the U.S. Constitution
and federal law — in other words, if a particular law is not prohibited by the U.S.
Constitution or federal statutes, states are able to create their own statutes in areas
such as contract law, tort law, family law, and criminal law. Likewise, state agencies
are able to create their own regulations based on state laws, as long as there is no
conflict with federal law.

1.5 U.S. COURT SYSTEM

A broad way to consider the court structure in the U.S. is by classifying courts as
trial courts (where most cases are initiated) or appellate courts (where cases from

S

% Tbid., pp. 168-171.

7 Burnham, W. (2010). Introduction to the Law and Legal System of the United States. West, pp.
376-377.

Dobbs v. Jackson Women’s Health Org., 597 U.S. 215,142 S. Ct. 2228, 213 L. Ed. 2d 545 (2022).

4 Burnham, W. (2010). Introduction to the Law and Legal System of the United States. West, pp. 31-39.
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1.6 The Appellate Process 9

trial courts are “appealed” and reviewed for validity). Just as there are federal and
state laws, there are federal and state court systems. The origin and structure of
the federal court system is traced back to the U.S. Constitution.>® The federal
court system receives its authority from the U.S. Constitution, which established
the U.S. Supreme Court and the Congressional authority to create the lower
federal court system. At the federal level in the U.S., the District (trial) courts
and Courts of Appeals are organized by thirteen regions (circuits), and each one
of those circuits has a Court of Appeals. One of those circuits is considered to
be the Federal Circuit, which has federal jurisdiction over international trade,
International Property (IP) law (refer to Chapter 6), federal contracts, and simi-
lar case topics.>* There are g4 district courts spread across those circuits, with at
least one district court in every U.S. state, the District of Columbia, Puerto Rico,
the U.S. Virgin Islands, Guam, and the Northern Mariana Islands. The distribu-
tion of these g4 district courts is determined by state populations. Most federal
cases and lawsuits begin at the district court level, where a single judge reaches
a decision (ruling) or the suit is settled between the two parties.”* The second
federal court level is the appellate level (discussed in Section 1.6). The final (and
highest) level of the federal court system is the U.S. Supreme Court, which has
discretion to choose a limited number of cases from the U.S. Courts of Appeals.
It also has the power to consider decisions from state courts whenever there is a
question about the U.S. Constitution or federal law.> It is said that 95 percent
of all legal activity occurs within state courts.>* The state court system structure
can vary from one state to another. However, there are general similarities across
state court systems within the U.S. they generally have a trial court level (the
names of the courts can vary by state), an appellate court level, and a final appel-
late court (often called the state supreme court). Figure 1.1 provides a general
depiction of the U.S. court system.

1.6 THE APPELLATE PROCESS

When a legal issue is appealed, the appellate process is used, and the primary argu-
ments are in the form of written briefs that are submitted to an appellate court5

5 Kaplan, D. S. (2015). An Introduction to the American Legal System, Government, and Constitutional
Law. Aspen, pp. 80-83.

' Kaplan, D. S. (2015). An Introduction to the American Legal System, Government, and Constitutional
Law. Aspen, pp. 80-82.

5> Ibid., pp. 80-82.

53 Ibid., pp. 82-84.

54 American Bar Association. (September g, 2019). How Courts Work. www.americanbar.org/groups/

public_education/resources/law_related_education_network/how_courts_work/court_role/.

Kaplan, D. S. (2015). An Introduction to the American Legal System, Government, and Constitutional

Law. Aspen, p. 168.
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related to state or
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FIGURE 1.1 Diagram of the U.S. court system

(at the state level, there can be different names used for the appellate courts — for
example, it is called the Court of Appeals in Virginia, 5 but in Pennsylvania, there
are two intermediate appellate courts, one called the Commonwealth Court — for
administrative and civil public law — and another called the Superior court — for
criminal and private civil law).5” Appellate courts only address legal issues, not facts
(which need to be remanded to trial courts). At the federal level, there are thirteen

50 Virginia’s Judicial System. Courts of Appeals of Virginia. Retrieved February 4, 2023, from www
.vacourts.gov/courts/cav/home.html.
57 Available at: www.pacourts.us/courts/commonwealth-court.
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1.7 U.S. Circuits and Their Impact on U.S. Law 11

Circuit Courts of Appeals across the U.S. Unlike the lower trial court level, where
arguments and evidence may be presented, the appellate courts focus on the writ-
ten briefs and then typically a short time of oral arguments, with a much smaller
audience (attorneys and their assistants, rarely clients).5® Generally, there is a right
to have your case appealed at a mid-level appellate court. However, the top-level
federal and state-level appeals courts in the U.S. also have what is known as discre-
tionary jurisdiction, which means that they can decide whether or not to accept an
appeal of a lower court’s decision. In fact, very few cases are taken up by the top-level
appellate courts. It is important to understand that an appeal is not a second trial of
a case with evidence and witnesses. At the mid-level appeals courts, there is often a
three-judge panel to review the proceedings of the lower court to evaluate whether
or not the decision of the lower court was correct.’ After a review of the case, an
appellate court will either affirm or reject the decision of the lower court. If an
appellate court finds that the law was incorrectly decided by the lower court, it may
reject and remand (return) the case to the lower court, which then must follow the

guidance of the appellate court’s decision.*

1.7 U.S. CIRCUITS AND THEIR IMPACT ON U.S. LAW

Because the Circuit Courts of Appeals in the U.S. hear cases based on geographic
jurisdiction and not collectively,” there can be different decisions that have been
reached in cases in separate Circuits that may share a common legal question.
Essentially this means that there could emerge a difference of opinion on a partic-
ular legal issue, and when this occurs, this is referred to as a “circuit split.” A circuit
split can eventually result in the U.S. Supreme Court ultimately reviewing a partic-
ular case.> Another unique aspect of the U.S. federal court system is that there is
an impact on precedent (recall the prior mention of stare decisis) and the order in
which decisions are binding to lower courts. The result is that a decision by the U.S.
Supreme Court is binding to all lower courts. On the other hand, because of the
Circuit structure, Court of Appeals and District Courts in one Circuit are not bound
by a decision of a Court of Appeals in a different Circuit, even though they are all
U.S. federal courts. Lower courts within that particular Circuit would, however,
be bound by that decision. So, the practical result is that a particular legal decision
could only impact a particular geographic area within the U.S. Figure 1.2 depicts a
map of the U.S. Appeals Courts districts, as provided by uscourts.gov.

58 Burnham, W. (2016). Introduction to the Law and Legal System of the United States. West, pp. 178-181.
59 Ibid., p. 178.

6 Ibid., p. 181.

0 Rosen, D., Aronson, B., Litt, D. G., McAlinn, G. P., & Stern, J. P. (2017). Introduction to American
Law (3rd ed.). Caroline Academic Press, pp. 133-134.

Legal Information Institute. Circuit Split. Retrieved February 3, 2023, from www.law.cornell.edu/wex/
circuit_split.
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FIGURE 1.2 U.S. Appeals Courts districts, Source: uscourts.gov

The concept of jurisdiction involves whether a particular court has the legal
authority to hear a particular case.®> Courts also cannot hear cases related to
events or actions that are in the future (have not yet occurred). For a case to be
heard in a federal court, there generally must be a federal statute, treaty, or consti-
tutional question involved. Federal courts have jurisdiction over cases that involve
a dispute between two or more states, a case involving U.S. ambassadors or similar
public officials, or a dispute between the U.S. federal government and a state.
Federal courts also have jurisdiction over cases where the dispute involves an
amount greater than $75,000 USD. If the defendant and plaintiff are from differ-
ent states and the dispute in a case exceeds that threshold, it is considered to be a
diversity of citizenship case, where federal jurisdiction can apply.® Once general
jurisdiction is determined, the decision between several courts that could have
jurisdiction is often based on the geographic nature of the case.% For example,
if an incident occurred closer to a District Court in a particular state, that court
may be selected to hear the case. “Subject matter jurisdiction” means that a court
is legally permitted to hear the case based on the case type (such as a federal con-
tract issue falling under the jurisdiction of a federal court). “Personal jurisdiction”

8 Currier, K. A, Eimermann, T. E., & Campbell, M. S. (2020). The Study of Law: A Critical Thinking
Approach. Wolters Kluwer, p. 84.

% Tbid., pp. 98-99.

5 Ibid., pp. g9-100.
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1.8 Substantive versus Procedural Criminal Law 13

means that a particular court has the legal power over a defendant in the case
(such as a state court not being able to force a defendant from another state to
appear in court).®® At the federal level, the U.S. Supreme Court only receives
cases that have already proceeded through the District Court and appellate court
levels. The U.S. Supreme Court then has significant latitude over which cases it
elects to hear, and it selects from thousands of cases that are submitted each year,
typically through a writ of certiorari, which means that the requestor is asking the
U.S. Supreme Court to review the case record from the lower court.%7 At least four
of the nine Supreme Court Justices must agree to review the case for it to reach
the docket (agenda) of the Supreme Court.?® A refusal to review the case (denial
of cert) does not mean that the Supreme Court is validating a decision from the
lower court but rather that it will not be reviewed. At the state level, a state’s high-
est appeals court (often called a state supreme court) is the final stop for most
cases, unless there is a federal issue involved.

1.8 SUBSTANTIVE VERSUS PROCEDURAL CRIMINAL LAW

Criminal law differs from civil law in the U.S,, in that its focus is on defining what
is considered to be criminal activity and the related penalties for conviction of those
activities (such as theft, assault, etc.).% Civil law, by contrast, is focused on the rights
of individuals in their dealings with other individuals or organizations.” As a result,
most HCI and technology topics tend to be related to civil rather than criminal law,
where the focus is on civil liability rather than criminal guilt and conviction. The
resulting remedies (based on the court decision) are related to financial damages
and/or an injunction (order from a court) that mandates an action or mandates an
action to cease.” Most criminal law in the U.S. has its roots in federal- and state-level
statutes as well as common law for defining the basics of crimes such as murder and
theft. Criminal law carries with it the penalty of fines, imprisonment, or both. And in
the U.S.,, criminal law has evolved to reflect the views of society, by creating or mod-
ifying federal and state level statutes.” For the U.S. federal government, criminal
statutes are confined by the powers explicitly given in the U.S. Constitution. States
in the U.S. can also create their own criminal laws, as long as they do not violate

 Tbid., Pp- 125-129.

7 1bid., pp. 92-93.

8 Ibid., pp. 92-93.

% Rosen, D., Aronson, B., Litt, D. G., McAlinn, G. P., & Stern, J. P. (2017). Introduction to American
Law (3rd ed.). Caroline Academic Press, pp. 139-141.

Currier, K. A., Eimermann, T. E., & Campbell, M. S. (2020). The Study of Law: A Critical Thinking
Approach. Wolters Kluwer, pp. 65-67.

Currier, K. A., Eimermann, T. E., & Campbell, M. S. (2020). The Study of Law: A Critical Thinking
Approach. Wolters Kluwer, pp. 70-71.

7 Rosen, D., Aronson, B., Litt, D. G., McAlinn, G. P., & Stern, J. P. (2017). Introduction to American
Law (3rd ed.). Caroline Academic Press, pp. 112-141.
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14 1 Introduction to Law for Human—Computer Interaction

any of the individual rights provided in the U.S. Constitution. Where things get a
bit more complicated and controversial is when both the U.S. federal government
and individual states make the same activity a crime by statute, both with prescribed
repercussions (the term “overcriminalization” is often used). This ultimately results
in a “stacking” of violations where someone can be prosecuted for both federal and
state crimes for the same offense. A core common law requirement for something
to be considered criminal was based on a knowledgeable intent to commit a crime,
using the idea of a criminal act (known as actus reus) and a guilty mind (known as
mens rea), and under this framework, a simple unknowing mistake was not catego-
rized as a crime.” With the volume of new statutes covering various aspects of what
is determined to be criminal activity, there is the ongoing question of whether each
new statute is thoroughly vetted for intent and the necessity of the statute.

1.9 EXECUTIVE ORDERS IN THE U.S.

In the U.S., executive orders and memorandums from the President (at the fed-
eral level) or from governors (at the state level) are related to the discussion of
administrative law. The orders should be based on delegated authority from U.S.
federal statutes.” These orders and memos are used to provide specific direction
to agencies and government employees regarding either something within the
scope of constitutionally provisioned executive power or related to statutes or regu-
lations and how they should be implemented. One example of such an execu-
tive order was the 2021 Executive Order on Protecting Americans’ Sensitive Data
from Foreign Adversaries, which was released as being supported by 50 U.S.C.
1701 (International Emergency Economic Powers Act), so U.S.C. 1601 (National
Emergencies Act), and 3 U.S.C. § 301 (relating to the delegation of government
functions).” It is important to note that executive orders are prioritized by courts at
a lower level than statutes or regulations, and an executive order cannot overrule a
statute or regulation or case law, despite what leaders may sometimes claim.

1.10 SOVEREIGN IMMUNITY AND U.S. LAW

Another concept that the U.S. inherited from English Common Law is the doctrine
of “sovereign immunity” for the U.S. federal government and state governments.
This was rooted in a tradition of the courts being prevented from suing the king,
and it has continued in the U.S. under a structure that requires the U.S. federal
government or individual states to permit themselves to be sued for various reasons,

7 Ibid., pp. 112-141.

7 Currier, K. A, Eimermann, T. E., & Campbell, M. S. (2020). The Study of Law: A Critical Thinking
Approach. Wolters Kluwer, p. 41.

75 The White House. (June 9, 2021). Executive Order on Protecting Americans’ Sensitive Data
from  Foreign  Adversaries. www.whitchouse.gov/briefing-room/presidential-actions/2021/06/0g/
executive-order-on-protecting-americans-sensitive-data-from-foreign-adversaries/.
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1.11 Understanding Court Opinions 15

yet they have control over what those reasons might be.”® For example, during the
COVID-19 pandemic, many states in the U.S. limited their liability for decisions
related to the pandemic by relying on this legal tradition of sovereign immunity.

1.11 UNDERSTANDING COURT OPINIONS AND CASE
AND STATUTORY CITATIONS

When your research into legal frameworks leads to a court opinion, the first step in
understanding the implications of that opinion is to determine the date of the decision
and whether it was decided by a U.S. federal court or a state court. This is important
to determine because the date can help determine whether the decision is valid and
holds authority today or whether it has been nullified or modified by a more recent
decision. Legal databases are mentioned later in this chapter, and many of those data-
bases will provide a notification regarding decisions that are “overturned” (meaning
nullified or amended). Determining the type of court is valuable for understanding
whether the decision of that court has authority in a particular situation (whether it’s
“good law”) or whether it has been reversed by a higher court. After determining the
authority of the court opinion, the next step is to review the facts of the case, which
can be found in the first part of the court opinion.”” The facts of a case begin with the
parties in the dispute, the details of the conflict, and what the parties have requested of
the court. This is followed by any procedural facts of the case, particularly if the case
was already reviewed by lower courts or administrative agencies.”® Finally, there will
be the decision that has been reached by the judge or the majority of the judges on the
panel for that court (known as the “holding”). This provides insight into how any laws
in question should be interpreted or what the next steps for the case will be. If applica-
ble, it will also detail whether there was a new legal rule created or whether an existing
legal rule was modified. Sometimes the decision process means it is remanded (sent
back) to a lower court or agency. Sometimes the opinion is that the court agrees with
(affirms) a decision made by a lower court or agency. There are also instances where a
court will reverse a decision from a lower court or administrative agency.”

The case citation itself reveals a little bit about the case. The format of case cita-
tions can at first seem a bit cryptic. It is very common for anything that can be abbre-
viated or shortened to be abbreviated. Behind that format is a way to determine the
court that decided the case, the date of the decision for the case, the name of the case,
and where it can be located. For example, with Nat'l Fed'n of the Blind v. Target

7 Rosen, D., Aronson, B., Litt, D. G., McAlinn, G. P., & Stern, J. P. (2017). Introduction to American
Law (3rd ed.). Caroline Academic Press, pp. 112-113.

Currier, K. A., Eimermann, T. E., & Campbell, M. S. (2020). The Study of Law: A Critical Thinking
Approach. Wolters Kluwer, pp. 10-11.

7 Currier, K. A, Eimermann, T. E., & Campbell, M. S. (2020). The Study of Law: A Critical Thinking
Approach. Wolters Kluwer, p. 14.

Burnham, W. (2016). Introduction to the Law and Legal System of the United States. West, p. 6.
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16 1 Introduction to Law for Human—Computer Interaction

Corp., 582 F. Supp. 2d 1185 (N.D. Cal. 2007), the plaintiff (party filing the case) is
the National Federation of the Blind, and the defendant named in the case is Target
Corporation. The 582 F. Supp. 2d is the reporter volume number and abbreviation
(in this case, it is referring to Volume 582 of the Federal Supplement, 2nd series), the
185 is the first page, and the 2007 is the date the case was decided in the Northern
District of California. As another example, a U.S. Supreme Court decision from
1973 might look like this: Chicago Mercantile Exchange v. Deaktor, 410 U.S. 113, 93
S.Ct. 705, 35 L.Ed. 2d 147 (1973). This citation would mean that the plaintiff was
Chicago Mercantile Exchange, the defendant was Deaktor, the U.S. Reports volume
was 410, with the first page being 113. For this citation, it is also noted that this was pub-
lished elsewhere (as is usually the case with U.S. Supreme Court cases), including the
Supreme Court Reporter and the Lawyer’s Edition. Note that state cases are published
in “regional” reporters based on the geographic location of the state. For example,
Massachusetts and New York state cases are published in the North Eastern Reporter,
which would be abbreviated as N.E. Figure 1.3 shows an illustrated diagram of a fed-
eral court case citation (even though states are not always in the geographic reporter
that you would expect).

When locating and reading a case or ruling (decision) through a database or online
legal reference, the decision begins with the heading area, listing the plaintiff(s) and
defendant(s), followed by the case number and court where the case was heard. This
is followed by information regarding the particular reporters where the case is pub-
lished and dates specifying when the case was argued and decided (if it has been
decided). If this case has already been heard by prior courts, the next section will list
the decisions by those prior courts as well as where those decisions can be found (the
citations). The next portion of the case is the “disposition,” which describes the final
determination (action) by the court. This could be granting or denying a request or
(if it is a higher court) it could be affirming or reversing the decision of a lower court
or sending the case back (remanding it) to a lower court. Next will be a case summary
which provides background information regarding the case, followed by a summary
of the court’s opinion and a summary of the facts, history, and holding of the court.

Case Name, Plaintiff 9™ Circuit Court,

versus Defendant Decided in 2019

Robles v. Domino’s Pizza, LLC, 913 F.3d 898, 905-06 (9th Cir. 2019)

Official legal publication (law
reporter). In this case, volume
913 of the Federal Reporter, 3
series, starting on page 898)

FIGURE 1.3 Diagram of a federal court citation
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1.12 How to Find Legal Sources 17

Title 24 of the Code of

Federal Regulations

24 CFR § 100.304

This would be section and
paragraph within the section

This symbol stands

for “section”

FIGURE 1.4 Diagram of a federal regulation citation

In the court reporters or other databases, there may also be a “syllabus” before the
core information from the court, which is another summary of the opinion as added by
the court reporter or database. This is supplemental and not part of a court’s decision.

Following this will be the information regarding the counsel (attorneys) who repre-
sented the parties in the case. Finally, there will be a lengthier opinion, starting with the
judge who wrote the opinion, and this portion is where the finer details are included,
such as the history of the case facts, relevant legal issues, relevant statutes, and any
relevant past decisions (precedent) that can be applied to the current case. The opin-
ion then details the court’s analysis and their ruling based on that analysis. For U.S.
Supreme Court cases (and sometimes appellate court cases), there will be a majority
opinion of the Court, followed by any dissenting opinions of the court for the case
(judge(s) who disagree with the majority opinion). Note that the order of the above
structure might be slightly rearranged or different based on the court (federal versus
state) and the level of the court (District Court versus Supreme Court, for example).

To better understand the parts of a U.S. or state-level Code citation, when exam-
ining a citation such as 47 U.S.C. § 618 (2012), the statute is found in Title 47 of the
U.S. Code, the symbol represents the word “Section,” which is Section 618, in this
case, and the 2012 is the year of that particular U.S. code. Things can be even more
specific than just the section, and a subsection and paragraph can even be specified
with this citation format. For a federal regulation, it would be listed in the Code of
Federal Regulations and might look like 47 C.F.R. § 216.1. For that regulation, it
would be referring to Title 47 in the Code of Federal Regulations and section 216.1.
Figure 1.4 depicts a diagram of a federal regulation.

For a state-level example, Cal. Civ. Code § 55.61 would be referring to California
state civil code, section 55.61.

1.12 HOW TO FIND LEGAL SOURCES

There are some key things to consider when doing research that involves legal
sources or trying to find legal sources related to an HCI topic. The first approach to
legal research should involve determining jurisdiction as introduced earlier. After

Downloaded from https://www.cambridge.org/core. UNIVERSIDAD AUTONOMA METROPOLITANA, on 16 Nov 2026 at 13:00:51, subject to the
Cambridge Core terms of use, available at https://www.cambridge.org/core/terms. https://doi.org/10.1017/9781009093989.003


https://www.cambridge.org/core/terms
https://doi.org/10.1017/9781009093989.003
https://www.cambridge.org/core

18 1 Introduction to Law for Human—Computer Interaction

identifying statutes or regulations that may apply to a technology or situation, it must
be determined whether it is a federal statute/regulation or a state statute/regulation,
and whether it can be applied to the specific topic at hand. As previously noted
regarding the parts of a court case or a statute, it is important to also know the date
of the statute or the court decision. It is possible that the decision is no longer appli-
cable because of a more recent decision.

The next step in legal research is locating the sources for the particular topic. If rel-
evant, a good starting point would be federal or state statutes, as those are the primary
source for many laws. The second source for research would be cases that are related
to those statutes as well as the technology topic itself. A third source for legal research
would be administrative regulations or rulings that relate to your topic. Because of
the rapidly changing nature of HCI and technology, this may be the most likely place
to find regulations related to a more novel technology, as older statutes and rulings
may not address it. Often statutes do not keep up with the pace of technology, and
as a result, regulations are the best place to search for legal relevance. Finally, law
reviews and other scholarly publications can help point the way to other primary and
secondary sources for legal research. While a number of printed sources still exist,
most recent (and many older) sources are now available in electronic format.

One thing that becomes evident when reading law reviews is that the citation
format looks very different from other formats such as APA® and MLA.* Most legal
citations follow a format known as “Bluebook” format, which is based on a regularly
updated handbook called The Bluebook: A Uniform System of Citation.** Citations
from relevant law review articles can often lead to other good sources (both pri-
mary and secondary), and popular tools such as Google Scholar can assist you as
you uncover legal resources. However, electronic databases such as Westlaw®3 (for
secondary sources and copies of primary sources), Lexis/Nexis** (for secondary
sources and copies of primary sources), or EBSCO Legal Collection® (for second-
ary sources) provide a wealth of legal resources. Unless there is existing access to
a library which has subscribed to those resources, a subscription fee is involved to
access those resources. The CFR, USC, and other state codes are available free of
charge. The “eCFR” provides electronic access to the Code of Federal Regulations
as offered by the U.S. National Archives.%® This tool can be used to casily search by

80 American Psychological Association. APA Style: Paper Format. Retrieved February 3, 2023, from

https://apastyle.apa.org/style-grammar-guidelines/paper-format.

MLA Style Center. Using MLA Format. Retrieved February 4, 2023, from https://style.mla.org/
mla-format/.

The Bluebook. The Bluebook Online. Retrieved February 4, 2023, from www.legalbluebook.com/.
Thompson Reuters. Westlaw Sign In. Retrieved February 1, 2023, from https:/1.next.westlaw.com/.

84 LexisNexis. Lexis: Online Legal Research. Retrieved January 29, 2023, from www.lexisnexis.com/

81

82
83

en-us/products/lexis.page.

EBSCO. Full-Text Database Legal Collection. Retrieved January 29, 2023, from www.cbsco.com/
products/research-databases/legal-collection.

National Archives. Code of Federal Regulations. Retrieved January 29, 2023, from www.ecfr.gov/.

85

86
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CFR reference or expand/search through various federal regulations. U.S. Code can
also be accessed indirectly online through websites such as the Legal Information
Institute website managed by Cornell Law School.®” Another alternative portal is
the Justia.com portal for federal and state codes and statutes.”® An example at the
state level of a primary source, is the Maryland legal code, which can be found
online through the Thurgood Marshall State Law Library.%

Another good way to continue legal research is to use a relevant case or statute
and find other cases or statutes that might be citing that particular case or statute,
helping with the expansion of the legal research. A favorite tool for this is Shepherd’s
United States Citations, which is a feature within LexisNexis that may also be
available at select libraries. This resource shows other court decisions that cite the
particular case or statute that has already been located (in the legal field, it is referred
to as “Shephardizing”). Westlaw provides similar functionality using “flagging” (a
red flag on a case means that the case is no longer considered “good law”).

1.13 APPLYING U.S. LEGAL BASICS TO HCI RESEARCH

Legal research often follows the “CREAC” (Conclusion, Rule, Explanation, Analysis,
Conclusion) approach? and in law review articles, there is a noticeable difference in
approach as well as citation procedure and format (using the Bluebook format previ-
ously mentioned). There is a focus on identifying the laws that apply and the source
of those rulings. There is an examination of the history of the law and its current
state — is it still undecided, and as noted before about the federal court system, is there
a “circuit split” that impacts the law in the U.S.? The legal jurisdiction for the topic
is examined, and the distinction between state and federal law is noted, particularly
where there may be a conflict between the two. History and historical precedents (if
they are good law) have value in law to a certain degree, and on the other hand, com-
puter developments in 1978 have little relevance today. And, as emphasized before,
the concept of stare decisis is critical to determining the legal answer.

When conducting HCI research that involves legal questions or an aspect of
technology that might have an impact on law or public policy, it is good to begin
with the question of where the research or technology would be used in the U.S.
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to determine what legal jurisdiction might apply. Once there is a better sense of
jurisdiction, the U.S. federal laws and (if relevant) state laws can be examined that
might intersect with the research or be impacted by the technology. When explor-
ing potential legal sources, it is good to remember that some sources (e.g., secondary
sources such as law reviews) are theoretical versus other sources (court rulings, for
example). Court rulings can also be classified as binding precedent (depending on
the jurisdiction) versus persuasive precedent (a court opinion that may be consid-
ered but is not binding — an opinion on a matter of definition not directly related
to the case question, for example). It is also essential to remember that federal law
always takes precedence over state law. As discussed previously, on the federal level,
a Court of Appeals can overrule a District Court, and the U.S. Supreme Court can
overrule a Court of Appeals. At the state level, a mid-level appeals court can overrule
a lower-level trial court, and the state’s highest-level court of appeals can overrule
the mid-level courts. Unlike HCI research, there is no wiggle room in determining
whether the source of the information (legal rulings for this discussion) is of lower
or higher quality. With law, a strict priority of weighting is based on the source: con-
stitutions (which have the highest priority), statutes, regulations, case law (which has
higher priority but is lower than a constitution and can counteract each other), and
executive orders (which have lower priority). Refer to Chapter 11 for information on
treaties and laws of other countries.

As noted in Section 1.12, it is then essential to identify additional primary and sec-
ondary sources of law that relate to the topic. Are there any statutes or court decisions
that directly apply to the research or technology? If there are no clear laws or rele-
vant decisions, the next step would be to determine where there might be similarity
from other statutes or case law. Because of the novel and evolving nature of HCI
and technology, it is likely that this scenario might occur. Laws may easily predate
current and emerging technology, and therefore a framework or relevance for the
legal question might be developed based on a similar situation, which may not even
be technology related. Recent law review articles might be helpful, as there may be
similar topics that are being explored from a legal perspective. However, these case
materials and other scholarly resources are theories or research but are not the law.
Also note that legal theory tends to be a discussion of legal approaches or novel legal
arguments, unlike the type of theories encountered in HCI with hypotheses and rig-
orous methodologies. Court rulings provide the framework for the legal rules, not
quantitative research like might be expected with HCL
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