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Cross Sector Data Sharing: 
Necessity, Challenge, and Hope
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Introduction 
Data is collected and used in all sectors. However, 
leveraging data for public health purposes remains a 
significant challenge for many health departments. 
Although abundant data exists, persistent barriers 
limit the use of this data to promote population health, 
and legal data protection frameworks remain one of 
the most significant barriers.

Whether data is collected for education, hous-
ing, healthcare, social services, research, or popula-
tion statistics, there are justifiably important reasons 
to protect data. For example, when individuals pro-
vide information in confidence when seeking services 
(e.g., healthcare, behavioral health) or to gain access 
to needed programs (e.g., social services), inappropri-
ate or harmful uses and disclosures risk undermining 
individuals’ trust, violating privacy rights, and may dis-
courage the use of needed services. Nevertheless, there 
are strong ethical arguments for sharing and using 
data to promote public health.1

Necessity
Public health agencies require timely, local, and fre-
quent data on urgent problems facing their communi-
ties. Data make it possible for local and state health 
departments to identify problems early, react quickly, 
and assess interventions in a timely manner. Though 
public health has access to some data sources through 
mandatory reporting laws and voluntary data shar-
ing initiatives, increased access to a greater variety of 
data sources, including data on social determinants 
of health, would significantly improve public health 
capacity. 

Many sectors collect data of public health importance. 
Healthcare systems regularly collect relevant data at the 
patient level. This includes data on potentially avoid-
able utilization for asthma, nonfatal overdose, inju-
ries, low birth weight, and other important outcomes 
data. Environmental health agencies collect data on 
environmental exposures, childhood lead screenings, 
and septic systems. Education and social service agen-
cies collect data related to many social determinants of 
health. Given the plethora of data sources, there is an 
abundance of existing cross-sector data ready to be lev-
eraged to promote population health.

Strengthening cross-sectoral data sharing for pub-
lic health programs and activities is central to the 
continued improvement of population health. Unfor-
tunately, the compelling practical and ethical justifi-
cations for the public health use of cross-sector data 
are not universally understood. Accordingly, there are 
many real and perceived barriers to sharing data for 
public health purposes. 

Challenge
There are a variety of data sharing barriers (e.g., 
data consistency, interoperability), but legal barriers 
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are among the most significant. Laws pose a signifi-
cant barrier to cross-sectoral data sharing primarily 
because the US data protection framework consists 
of a patchwork of laws that protect data differently 
depending on the type of data (e.g., protected health 
information, individually identifiable non-health 
data), who has it, why it was initially collected, and 
what they intend to do with it. Moreover, legal varia-
tions exist at both the state and federal levels, frustrat-
ing efforts to understand how laws apply to proposed 
data sharing activities.2

Inconsistency between laws contributes significant 
upfront transaction costs to any cross-sectoral data 
sharing initiative.3 Data sharing partners must iden-
tify whether one or more federal and state laws apply 
to a proposed data sharing activity and how to struc-
ture the activity to comply with differing requirements. 

For example, many federal and state legal protec-
tions attach to identifiable data only, so legal defi-
nitions of identifiable information are critical to 
understanding whether a legal restriction applies. 
Unfortunately, legal definitions for identifiable infor-
mation vary wildly, and some laws fail to provide clear 
definitions at all. 

An analysis of 22 federal laws, funded by the Net-
work for Public Health Law, highlights this inconsis-
tency.4 Federal laws define identifiable information 
differently, typically including one or more of the fol-
lowing definitional elements: direct identifiers (e.g., 
names, social security numbers), indirect identifiers 
(e.g., date of birth, zip codes), unspecified information 
about individuals, and information that can be logi-
cally or reasonably connected to an individual. 

Unfortunately, most of these definitions are diffi-
cult to apply. Laws that define identifiable informa-
tion using direct and indirect identifiers are the easi-
est to apply. However, laws rarely provide exhaustive 
lists of identifiers, so organizations frequently engage 
in hyper-conservative data stripping to ensure disclo-
sures are compliant. Given that many indirect identi-
fiers are also significant social determinants of health 
(e.g., zip codes, age, race), removing more indirect 
identifiers than legally necessary needlessly reduces 
the utility of data to understand public health issues. 
Legal definitions that protect unspecified informa-
tion about individuals are even more difficult to 
apply (e.g., “Disclosure means reveal or use individual 
children’s program eligibility information”).5 In the 
absence of more specific guidance, these vague defini-
tions could reasonably apply to all non-aggregated, 
person-level data. 

Definitions of identifiable information that include 
all information that can be reasonably connected to 
an individual are the most impractical to apply. In law, 

reasonableness standards are considered objective 
standards and issues of fact. In legal practice, issues 
of fact are decided by a fact-finder (i.e., jury or judge) 
after an adversarial process involving evidence, testi-
mony and cross-examination. Of course, it is ridicu-
lous to expect regulated entities to hold an adversarial 
process, complete with a jury, to decide whether or not 
data is “identifiable” and thus subject to legal protec-
tion. In this context, the over-reliance on the often-
derided HIPAA safe harbor de-identification standard 
(i.e., removal of 18 identifiers) should be no surprise, 
given its ease of use and application. 

The absence of specific authorizations to use data 
for public health or research purposes is another sig-
nificant legal obstacle to cross-sectoral data use. Of the 
22 federal legal frameworks analyzed, only four had 
exceptions for public health use of data (HIPAA and 3 
laws pertaining to military and veterans’ data), and 13 
legal frameworks permit at least limited research use. 
As long as laws contain different exceptions for data 
used for research and public health, cross-sectoral data 
sharing in these areas will continue to face challenges.

These varying, and sometimes conflicting, local, 
state, and federal laws create both real and perceived 
barriers to cross-sectoral data sharing and prevent 
efficient and effective data use for important public 
health challenges. A comprehensive legal framework 
for cross-sector data sharing could dramatically sup-
port public health’s mission of improving population 
health and ensuring health equity.

Hope 
Despite these challenges, meaningful cross-sectoral 
data sharing is possible. In 2016, the Peoria, Taze-
well and Woodford County health departments part-
nered to develop a data and community-driven Health 
Improvement Plan in Illinois. Relying on survey data, 
a community taskforce identified behavioral health as 
a priority area, and aimed to reduce substance abuse 
and improve mental health. Accordingly, the taskforce 
formed committees to focus on three distinct sectors 
in which behavioral health is a priority concern: edu-
cation, health, and justice. Only the role of the Justice 
Committee will be discussed here.

The Justice Committee benefited from the diverse 
perspectives of its members, including first respond-
ers, two hospital emergency departments, a judge, 
law enforcement agencies, a public health agency, and 
homeless services. The Committee used the Sequen-
tial Intercept Model as a guide to walk through both 
the behavioral health and criminal justice systems and 
identify ways to improve individual outcomes at each 
“intercept” point, or place at which an individual with 
a behavioral health need may enter or interact with 
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the criminal justice system. 6 The Committee deter-
mined that it needed better and more targeted infor-
mation to evaluate and potentially improve the system 
as a whole.

One of the first Committee initiatives was to under-
stand the scope of the behavioral health issues in the 
criminal justice system. Accordingly, the medical staff 
in the Peoria County Jail manually reviewed files and 
added a “flag” in the records of individuals with behav-
ioral health needs. This flag was incredibly useful. It 
enabled the Justice Committee to understand the 
prevalence of behavioral health issues in the jail, the 
association between behavioral health and recidivism 
rates, charges associated with the arrests, and other 
trends. 

Unfortunately, when the Justice Committee 
attempted to expand this analysis, and identify high 
utilizers of behavioral health services of the other 
stakeholder agencies, it faced a host of new barriers, 
including trust, developing a shared vision, common 
language/definitions, and both real and perceived 
legal obstacles. However, the urgency of the behav-
ioral health crisis in our community drove the Justice 
Committee to overcome each barrier. 

Federal laws protecting mental health and sub-
stance use data (e.g., HIPAA and 42 C.F.R. Part 2) 
were significant barriers to data sharing. Legal bar-
riers were compounded by a lack of trust between 
the participating agencies on the Committee. To 
overcome these barriers, the Committee relied on 
the position and influence of the Peoria City/County 
Health Department, and an epidemiologist became 
the trusted data recipient. In the end, the Committee 
placed restrictions on the specific data elements that 

could be shared, and who could receive and analyze 
them. Data providers limited what was sent to first 
name, last name, age, zip code (if known), and num-
ber of contacts with their agency (i.e., jail bookings, 
dispatches, etc.). Additional data points such as the 
type of criminal charge, gender, age and zip code were 
auxiliary, and helped to paint the picture of the identi-
fied population.

Variable privacy protections applicable to the differ-
ent agencies were another major challenge. For exam-
ple, arrests are public records, while substance use 
treatment information is strictly protected by various 
laws. To address the real and perceived privacy barri-
ers, the Peoria County Jail, the Emergency Response 
agency, the ambulance service, and Fire/EMS each 

sent their data first to the Peoria City/
County Health Department. The Health 
Department merged the lists and identi-
fied the top utilizers based on number of 
contacts with two or more agencies. This 
more specific list of the top utilizers was 
then sent to the participating hospital 
emergency departments, who shared an 
aggregate count of the number of admis-
sions of those individuals in 2017. 

After two years of work, the Justice 
Committee produced its first “High Uti-
lizer Matrix,” a table listing the (de-iden-
tified) individuals who had contact with 
two or more agencies, and the number 
of contacts with each. This Matrix con-
firmed a long-standing hypothesis: that 
a few high utilizers were responsible for 
most of the time, energy, and money 
spent by the participating stakeholders. 

More importantly, the Matrix contained actionable 
information. First, the Matrix allowed for targeted, 
individual treatment and case management. In the 
program’s first iteration, the Justice Committee iden-
tified 17 individuals who used two or more services in 
2017. With this data, the Justice Committee decided to 
focus its resources and develop care plans for the top 
five utilizers, using the agency with the most contacts 
as the care coordinator to obtain consent. 

Second, the Matrix ignites political will by demon-
strating the financial and community impact of the 
broken criminal justice and behavioral health systems 
that have not effectively addressed the needs of vul-
nerable individuals. Using estimated per-contact costs 
by each participating agency (e.g., cost per night at the 
jail is $80), the Justice Committee used the Matrix to 
calculate the cost of providing services to this popula-
tion. In aggregate, the 17 high utilizers cost the Peoria 
community over $3 million in 2017.

The implications of this data-sharing 
initiative are staggering. The cross-sectoral 
data enable a more comprehensive and 
tangible measurement of the behavioral 
health problem, by targeting specific 
individuals for coordinated care. Moreover, 
the financial cost data provide motivation 
for stakeholders to invest and implement a 
package of evidence-based strategies to help 
reduce cost and to improve criminal justice 
and behavioral health system outcomes. 

https://doi.org/10.1177/1073110519857325 Published online by Cambridge University Press

https://doi.org/10.1177/1073110519857325


86	 journal of law, medicine & ethics

JLME SUPPLEMENT

The Journal of Law, Medicine & Ethics, 47 S2 (2019): 83-86. © 2019 The Author(s)

The implications of this data-sharing initiative are 
staggering. The cross-sectoral data enable a more 
comprehensive and tangible measurement of the 
behavioral health problem, by targeting specific indi-
viduals for coordinated care. Moreover, the financial 
cost data provide motivation for stakeholders to invest 
and implement a package of evidence-based strategies 
to help reduce cost and to improve criminal justice 
and behavioral health system outcomes. 

Conclusion
The Illinois cross-sectoral data example demonstrates 
that data can be effectively leveraged for public health 
purposes despite real and perceived legal barriers. It 
is a story of perseverance and determination to work 
through the many barriers to cross-sector data-shar-
ing and to support public health activities and inter-
ventions. The Illinois data-sharing initiative serves as 
a beacon of hope to communities frustrated by barri-
ers to leverage data systems to better understand the 
factors and causes of morbidity and mortality. How-
ever, it also should serve as a call to action for a more 
supportive legal framework for cross-sectoral public 
health data use. 

Note
The authors have nothing to disclose.

References
1.	 World Health Organization, WHO Guidelines on Ethical Issues 

in Public Health Surveillance, 2017, available at <http://apps.
who.int/iris/bitstream/10665/255721/1/9789241512657-eng.
pdf> (last visited February 20, 2019).

2.	 C. Schmit, G. Sunshine, D. Pepin, T. Ramanathan, A. Menon, 
and M. Penn, “Transitioning from Paper to Digital: State 
Statutory and Regulatory Frameworks for Health Informa-
tion Technology,” Public Health Reports 132, no. 5 (August 16, 
2017): 585-592.

3.	 Id.
4.	 See 42 C.F.R. Part 2; 42 U.S.C. §1758(b)(6); 7 C.F.R. §§226.2, 

226.23; 7 C.F.R. §§245.2, 245.6; 7 C.F.R. §§225.2, 225.15; 7 
C.F.R. §§ 215.2, 215.13a, 245.6; 44 U.S.C. §3501 Note Sec. 501, 
et al.; 38 C.F.R. §§1.460-1.499; 38 C.F.R. §§17.500-17.511; 34 
C.F.R. Part 99; 42 U.S.C. §9801, et seq.; 45 C.F.R. §1303 Sub-
part C; 45 C.F.R. Part 5b; 34 C.F.R. Part 5b; 45 C.F.R. Parts 
160 and 164; 42 U.S.C. §11360a; 24 C.F.R. §§578.7, 578.57, 
578.103; 34 C.F.R. Parts 300 and 303; 42 C.F.R. Part 431, 
Subpart F; 34 C.F.R. Part 98.; 7 U.S.C. Ch. 51; 7 C.F.R. §272.1; 
42 C.F.R Part 59, Subpart A; 38 C.F.R. §§1.500-1.527; 7 U.S.C. 
§2018; 7 C.F.R. §246.26.

5.	 7 C.F.R. §245.2.
6.	 M. R. Munetz, and P. A. Griffin, “Use of the Sequential Inter-

cept Model as an Approach to Decriminalization of People 
With Serious Mental Illness,” Psychiatric Services 57, no. 4 
(April 2006): 544-549. 

https://doi.org/10.1177/1073110519857325 Published online by Cambridge University Press

https://doi.org/10.1177/1073110519857325



