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OPENNESS VERSUS SECRECY IN SCIENTIFIC RESEARCH

“By academic freedom I understand the right 
to search for the truth and to publish and 
teach what one holds to be true. This right 
also implies a duty; one must not conceal any 
part of what one has recognized to be true. 
It is evident that any restriction of academic 
freedom serves to restrain the dissemination of 
knowledge, thereby impeding rational judg-
ment and action.”
Albert Einstein, quotation inscribed on his 
statue in front of the National Academy of 
 Sciences, Washington, DC. 

Introduction

Openness is one of the most important principles 
of scientifi c research. It is necessary for achieving 
the goals of science and for enabling society to 
benefi t from the results of research. It plays a key 
role in confi rmation and collaboration, and it 
promotes innovation and discovery. Additionally, 
openness is important for holding scientists 
publicly accountable and for developing well-
informed public policy. Even though openness 
is an essential part of the scientifi c ethos, it is 
not an absolute rule, because there are many 
good reasons for maintaining secrecy in scientifi c 
research, ranging from the desire to protect 
priority, credit, and intellectual property, to the 
need to minimize threats to national or international 
security. Thus, openness often confl icts with the 
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demand for secrecy in science. This confl ict is as 
old as science itself and will probably never end 
(Shamoo and Resnik 2003). This article examines 
the clash between openness and secrecy in 
science in light of some recent developments in 
information technology, business, and politics, 
and makes some practical suggestions for 
resolving confl icts between openness and secrecy 
in science. 

A Very Brief History of Openness and Secrecy 
in Scientifi c Research

To have a better understanding of the confl ict 
between openness and secrecy in science, it 
will be useful to review some history. Although 
openness currently enjoys an esteemed place in 
academic science, it has often stood on shaky 
ground. Moreover, while some important social 
institutions have supported openness, others have 
worked against it. Openness has been a part 
of the scientifi c attitude since ancient times. The 
sharing of information and ideas was important 
in ancient Greek philosophy and science, which 
emphasized free, open, and rational debate. 
Openness was also a key pillar in the emergence 
of the fi rst universities during the 12th century. 
Universities were formed to translate, share, and 
contemplate ancient texts discovered in Islamic 
libraries during the Crusades (Burke 1995).

Although free and open inquiry became part 
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of university life, other sectors of the knowledge 
economy did not have as much of an appreciation 
for openness. Since antiquity, artisans and 
craftsmen have guarded secrets concerning 
their methods and materials. To share in those 
secrets, one needed to serve as an apprentice 
for many years to learn the tricks of the trade. 
During the 1400s, many people in England were 
concerned about the negative effects of trade 
secrecy on commerce and industry. In 1449, 
King Henry VI issued the fi rst known patent to 
John of Utynam for a method for making stained 
glass (Resnik 2003). In 1641, the Massachusetts 
Bay Colony issued the fi rst Colonial patent for 
a method for making salt. The idea behind a 
patent—the “patent bargain”—is that government 
allows inventors to control the commercialization 
and use of their inventions for a limited time in 
exchange for showing other people how to make 
those inventions. 

By the end of the 1700s, Thomas Jefferson, 
Benjamin Franklin, and other founding fathers of 
the United States (U.S.) understood the importance 
of patents in promoting scientifi c and technical 
innovation. Accordingly, they included a clause in 
the United States Constitution that gives Congress 
the authority to grant patents: “Congress shall have 
the power … to promote the Progress of Science 
and useful Arts, by securing for limited Times to 
Authors and Inventors the exclusive Right to their 
respective Writings and Discoveries (United States 
Constitution 1787, Article 1, Section 8, Clause 
8).” In 1790, the U.S. adopted the patent act, 
which established rules for patenting and a patent 
offi ce. Most of the countries in the world now 
have some type of patent system (Resnik 2003). 
Patents are privileges granted by the government 
to provide incentives for inventors and investors 
and encourage disclosure of scientifi c and 
technical information. Patents, which last for 20 
years in most countries, apply to inventions that 
are original, non-obvious, and useful. The patent 
application is disclosed to the public when the 
patent is awarded (Resnik 2003).1

Scientifi c journals are other social institutions 
that help to promote openness in science. 
Throughout history, scientists have been concerned 
that their ideas would be stolen. Leonardo da 
Vinci wrote his notes in mirror-writing to prevent 
intellectual theft. Isaac Newton, Tycho Brahe, 

Johannes Kepler, Galileo, Charles Darwin and 
other great scientists were also concerned with 
protecting their work. In 1665, the Royal Society 
of London established the fi rst scientifi c journal, 
the Philosophical Transactions of the Royal 
Society of London. The journal was established 
to encourage the rapid and free exchange of 
ideas among scientists. Publication in the journal 
could also help to establish credit for scientifi c 
discoveries. Prior to the advent of journals, 
scientists could publish their ideas in books, 
but journals were a more convenient method of 
publication. Soon, journals also started using 
scientifi c peers to review submitted manuscripts, 
to ensure the quality and reliability of published 
research. Today, there are thousands of different 
scientifi c journals pertaining to many different 
disciplines and specialties. Credit for scientifi c 
discoveries is usually based on publication in a 
peer reviewed journal: the fi rst person to publish 
an idea in a peer reviewed journal is usually the 
person who receives credit for the idea (Shamoo 
and Resnik 2003).

Although patents and scientifi c journals have 
promoted openness, other institutions have had 
the opposite effect. Prior to the 1800s, private 
corporations had very little involvement with 
scientifi c research. Although the collaboration 
between James Watt and Matthew Bolton in the 
refi nement and production of the steam engine 
stands out as a salient example of what can be 
accomplished when scientists and entrepreneurs 
work together, industrial science did not emerge 
until the 1850s, when German companies hired 
chemists to develop synthetic dyes. By the early 
1900s, many different industries employed 
scientists and engineers. In the U.S., private 
industry supported more research than the federal 
government. After World War II, the government 
funding caught up with private funding, but 
that has changed since the 1980s, due to 
heavy private investment in pharmaceuticals, 
biotechnology, electronics and computers, and, 
recently, nanotechnology. Today, private industry 
funds approximately 60% of all research and 
development in the U.S. (Shamoo and Resnik 
2003).2 

Although openness has considerable infl uence 
over academic research, secrecy rules industrial 
research. Companies treat scientifi c research 
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as a trade secret, and usually share data and 
results only to meet legal requirements or achieve 
fi nancial goals. For example, a company will 
disclose research to obtain approval for its 
product from a regulatory agency, or to market its 
product to the public. Companies use knowledge 
for competitive advantage, and treat information 
as proprietary. If a scientist works for a company, 
he or she usually signs a non-disclosure agreement 
(NDA), which obligates him or her not to disclose 
any information obtained during employment 
without the company’s permission. Companies 
also assert control over intellectual property 
generated during research, such as inventions, 
manuscripts, graphics, and computer programs. 
Academic researchers who receive contracts or 
grants from private companies usually also must 
sign NDAs. Some academic researchers have 
signed agreements that allow companies to 
prevent the publication of results (Resnik In Press; 
Krimsky 2003). 

The military is another social institution that 
practices secret scientifi c research.3 Scientists 
have provided advice and assistance to military 
leaders for many years. For example, the Greek 
scientist Archimedes invented machines and 
developed strategies that helped the citizens 
of Syracuse defend against the Roman army, 
and Isaac Newton provided advice to English 
generals. Although military leaders have long 
recognized the value of scientifi c and technical 
knowledge, scientifi c discoveries did not have a 
great infl uence over warfare until the 20th century. 
During World War I, propeller airplanes, mustard 
gas, gas masks, and other inventions played a key 
role in tactics. During World War II, radar, large 
airplanes, missiles, secret codes, computers, and 
the atomic bomb helped to decide the outcome 
of the confl ict. Today, technological superiority is 
probably the most important asset for achieving 
military victory. The U.S. government spends 
more on military and national security research 
than all other types of research combined (Kintish 
and Mervis 2006). 

Secrecy is important in military research to 
promote national security and achieve tactical 
and strategic advantages. Research that is 
funded by the military or conducted in military 
laboratories is usually classifi ed. To gain access 
to classifi ed information, one must undergo a 

comprehensive background check and accept 
restrictions on privacy and freedom of expression 
and association. Classifi ed information is not 
made available to the public but is distributed on 
a need-to-know basis. Classifi ed information can 
be declassifi ed when an appropriate authority 
determines that secrecy is no longer needed, and 
the government can request that non-classifi ed 
research that poses a threat to national security 
be classifi ed (Resnik and Shamoo 2005). The 
government generally controls all intellectual 
property related to military research. 

Ethical and legal protections for human 
research subjects are a more recent development 
with important implications for openness and 
secrecy in scientifi c research. Prior to World War 
II, there were no laws or widely accepted ethical 
guidelines concerning research on human subjects. 
As a result of the atrocities committed by Nazi 
scientists and physicians, the world community 
adopted an international standard for research 
with human subjects known as the Nuremberg 
Code (Shamoo and Resnik 2003). Although the 
Code did not mention the obligation to protect the 
confi dentiality of research subjects, other codes, 
such as the Declaration of Helsinki, as well as 
research regulations, such as The Common Rule 
(45 C.F.R. 46), make protection of confi dentiality 
a fundamental requirement for research with 
human subjects. Protection of confi dentiality during 
medical research is also required by the Privacy 
Rule of the Healthcare Information Portability and 
Accountability Act (HIPAA) (Shamoo and Resnik 
2003). Taken together, these rules and guidelines 
imply that researchers have an obligation not to 
disclose information that can be used to identify 
research subjects, unless they have permission 
from the subjects. 

Justifying Openness and Secrecy in Science

From this brief sketch of the history of openness 
and secrecy in research one can see that these 
two norms have coexisted since the dawn of 
science and have often clashed. To decide 
how to resolve confl icts between openness and 
secrecy in research, it will be useful to examine 
their philosophical foundations. What justifi es 
openness in science? What justifi es secrecy? To 
answer these questions, it will be worth refl ecting 
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on the nature of these norms. Openness is a norm 
(or more precisely, a rule) for sharing information. 
Information sharing can take place in many 
different contexts, such as government, business, 
and litigation. Open-government rules, such as 
the Freedom of Information Act (FOIA) and open 
meeting laws, mandate the sharing of information. 
Financial disclosure laws pertaining to the trade 
of stocks and bonds also require the sharing 
of information. In scientifi c research, openness 
entails not only the sharing of information but 
also the sharing of some of the means needed to 
understand, validate, and apply information, such 
as data, results, methods, and tools. In the U.S., 
federal granting agencies, such as the National 
Institutes of Health (NIH) and National Science 
Foundation (NSF), have adopted regulations that 
require grantees to share data, results, methods, 
and tools (Shamoo and Resnik 2003). 

To have a better understanding of the 
justifi cation of openness in science, it will be 
useful to consider information sharing as an 
aspect of social epistemology. Traditional (or 
individual) epistemology studies concepts and 
principles of knowledge, such as justifi cation, 
belief, evidence, warrant, and so on, from 
the perspective of an individual inquirer. The 
problem of skepticism and the problem of 
defi ning ‘knowledge’ are two of the key issues 
associated with traditional epistemology. Social 
epistemology studies concepts and principles of 
knowledge from the perspective of a community of 
inquirers. Social epistemology examines concepts 
and principles governing the social interactions 
among people who share common epistemic 
goals, such as the pursuit of truth, the avoidance 
of error, explanation, and understanding. Some 
of the topics of social epistemology include the 
reliability of testimony, the division of cognitive 
labor, restrictions on speech, publication and peer 
review, rules of evidence in the law, and public 
education (Goldman 1999, Kitcher 2001). One 
of the important insights of social epistemology is 
that rules governing a community of inquirers are 
subject to practical, ethical, legal and political 
constraints and qualifi cations. That is, there are 
often trade-offs among epistemic values and 
non-epistemic ones. For example, rules of legal 
evidence are a compromise among the epistemic 
goal of seeking the truth about a particular legal 

matter, and other goals of the legal system, such 
as protecting the defendant’s rights to avoid self-
incrimination and unreasonable searches and 
seizures, and the practical goal of effi ciency 
(Goldman 1999). Debates about how society 
should allocate funding for scientifi c research 
usually involve compromises among many different 
values, including the quest for knowledge for its 
own sake, promoting public health, and other 
political or social goals (Kitcher 2001, Dresser 
2001). Government agencies set their funding 
priorities based on the scientifi c and practical 
signifi cance of research proposals.   

Openness can be understood in terms of 
the social epistemology of scientifi c research 
(Resnik 1996). The principle instructs inquirers 
to share information, which helps to promote the 
epistemological goals of the group, such as truth, 
avoidance of error, knowledge, and explanation. 
There are several ways that openness promotes 
the goals of science. First, openness enhances the 
productivity and effi ciency of research, since it 
allows people to rely on the work of others and 
saves people from needing to repeat scientifi c 
studies (Munthe and Welin 1996). A scientist 
who reads about a study in a journal can use the 
data, results, and methods from the study in his or 
her own work. As Newton once said, “If I have 
seen further, it is by standing on the shoulders 
of giants (Newton 1676).” Second, openness 
is essential to the confi rmation (or validation or 
corroboration) of hypotheses, theories, data, and 
results. Scientifi c knowledge is public knowledge: 
before a theory, hypothesis, or concept is 
accepted, it must be examined, critiqued, tested, 
or reviewed by other scientists. If a result is not 
reproducible, then it is usually rejected. Without 
a strong commitment to openness in science, 
publication and peer review would be ineffective 
(Merton 1973). Third, openness helps to promote 
trust among scientists by fostering cooperation 
and collaboration. Since science is a social 
activity, trust is very important. Most scientifi c 
activities could not take place without a high 
degree of trust among scientists. Fourth, openness 
can promote creativity and innovation in science 
by exposing scientists to different ideas, theories, 
and concepts. New ideas are the fuel that 
stimulates intellectual growth and development 
(Shamoo and Resnik 2003). 
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Openness is also important for non-epistemic 
reasons. First, openness helps to secure the 
public’s trust and support. Most scientifi c 
disciplines would lack the resources needed to 
achieve their goals without strong public support. 
By sharing information with the public, scientists 
can demonstrate that their work deserves public 
support. Second, openness is important in holding 
scientists accountable for their use of public funds. 
Secrecy is often used to hide corruption, abuse of 
power, and misconduct. Openness can expose 
unethical and illegal activities to outside scrutiny. 
Third, by sharing information with the public, 
scientists can fulfi ll their moral responsibilities to 
society. Scientists have considerable knowledge, 
expertise, authority, and autonomy in society. 
With that power comes responsibility: scientists 
have a moral obligation to use their talents and 
abilities to prevent harmful consequences and 
promote good ones (Shamoo and Resnik 2003). 
One way that scientists can fulfi ll this obligation 
is to share their knowledge and expertise with 
the public, which can be valuable in informing 
public policy and public opinion.

Although openness helps to promote the goals 
of science, secrecy is also sometimes important in 
scientifi c research. First, secrecy is important for 
helping scientists to receive proper credit for their 
work. Scientists want—and deserve—proper 
credit for their work, so that they can receive the 
rewards of research, such as respect, prestige, 
money, and intellectual property. Secrecy is 
necessary in research to enable scientists to 
prepare scientifi c presentations, publications, 
or patent applications. Although science is 
a social activity that requires cooperation 
and collaboration, science is conducted by 
individuals with their own interests. Scientifi c 
norms must maintain the proper balance between 
cooperation and self-interest in research (Hull 
1988). When a scientist submits his or her work 
for publication, editors and reviewers have an 
ethical obligation to maintain confi dentiality and 
to protect the scientist’s interests. Second, secrecy 
is important when confi dentiality is needed to 
protect scientists (or future scientists) from harm, 
stigma, harassment, or embarrassment related 
to their work. For example, educational records, 
personnel records, disciplinary hearings, 
grievance proceedings, misconduct investigations, 

and other matters concerning sensitive personal 
and professional relationships among scientists 
should be kept secret. Additionally, secrecy is 
important for non-epistemic reasons, which were 
mentioned earlier, such as protecting the rights 
and welfare of human research subjects, trade 
secrets and proprietary business information, and 
national and international security (Shamoo and 
Resnik 2003).

Resolving Confl icts between Openness and 
Secrecy

Given the preceding account of the justifi cation 
for openness and secrecy, we can understand 
confl icts between these principles in two ways: 
a confl ict may be internal to science or it may 
be external to science. If a confl ict is internal 
to science, then the best way to resolve it is to 
determine which policy (openness or secrecy) best 
serves the aims of science in a given situation. 
For example, one of the current controversies 
in the ethics of publication is whether reviewers 
should be anonymous (Rennie 2003). Openness 
favors unmasking reviewers, while secrecy favors 
the opposite tactic. Those in favor of unmasking 
argue that this will make reviewers more careful, 
responsible, and ethical, because authors will know 
who they are. Openness can make reviewers more 
accountable. Those in favor of masking argue that 
reviewer anonymity is necessary to avoid bias, 
since it allows reviewers to give honest, critical 
feedback without the fear of repercussion. How 
should scientists resolve this question? Since this is 
largely a question concerning the most effective 
way to review scientifi c articles, empirical 
research into this issue would be very useful in 
settling the debate. It would be useful to know 
whether there is a difference between open and 
anonymous peer review, whether people would 
refuse to serve as reviewers unless they could be 
guaranteed anonymity, etc. Some journals have 
begun to conduct research that addresses these 
and other issues, and some have experimented 
with open peer review and compared it to 
anonymous review in controlled trials (Godlee 
2002). Empirical research has limitations, of 
course. For example, studies may yield results that 
are inconclusive and different studies may support 
opposing hypotheses. Moreover, different policy 
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options may be supported by different scientifi c 
goals, which may confl ict. Nevertheless, empirical 
research should be sought and considered in 
deciding how to best promote the aims of science 
(Laudan 1984).

For another example of a dispute mostly internal 
to science, consider database access policies.4 
A great deal of contemporary scientifi c research 
involves the development of large electronic 
databases for analysis and interpretation. The 
internet, increases in computing speed and 
power, and the development of sophisticated 
statistical software have made it possible to search 
for patterns in large databases and to compare 
databases. Genomics, proteomics, epidemiology, 
astrophysics, geology, neuroscience, and other 
disciplines fi t this new “data-driven” model. 
However, the development of these electronic 
databases has created a potential confl ict 
between those who gather data and those who 
analyze and interpret it. To promote openness in 
science, many government agencies that support 
research have required scientists to deposit their 
data in publicly available archives, even before 
they have published any articles related to 
the data. Also, many journals now require that 
authors make their data available to the public as 
a condition of publication (Marshall 2002). These 
two requirements have, at times, interfered with 
scientists’ ability to receive proper credit for their 
work. Sometimes scientists have been scooped 
by researchers outside their group who have 
published articles that analyze and interpret data 
available on public databases. In some instances, 
outside researchers have published articles before 
the researchers who gathered the data have 
been able to publish any articles pertaining to the 
data. In other instances, scientists have published 
an article or two from a database, expecting to 
publish several more, only to watch other scientists 
publish articles from that database on topics that 
they were planning to cover in their work. Many 
scientists have protested these policies and have 
argued that outside researchers should have to 
obtain permission before publishing articles from 
databases that they have made available to the 
public. Empirical research into specifi c questions 
relating to this dispute could be useful in deciding 
the best policy concerning access to databases. It 
would be important to know how many scientists 

are concerned about getting scooped by someone 
using their data, how this might affect their research 
practices, how rules pertaining to access to data 
would affect the conduct of research, and so on.

 If the confl ict is a quarrel external to 
science, it may be much more diffi cult to resolve 
than simply determining which policy best serves 
the aims of science in a given situation, since the 
confl ict may involve a trade-off among epistemic 
values and non-epistemic ones. Many different 
moral and political issues involve confl icts among 
competing values (goals, rights, or principles). For 
example, in the abortion debate, the woman’s right 
to control her own body confl icts with the value 
of protecting the life of the fetus; in controversies 
relating to land use, the goal of economic 
development confl icts with the goal of preserving 
the natural environment, and so on. While there 
are usually no easy solutions to these problems, 
philosophers and ethicists have developed 
methods of moral reasoning for making personal 
and social choices. Most of these methods involve 
a series of steps, such as defi ning the problem, 
gathering relevant information, identifying 
options, and weighing and balancing competing 
values (Fox and DeMarco 2000, Beauchamp 
and Childress 2001). Empirical research can 
help to address moral dilemmas, but it cannot 
solve them, since moral dilemmas involve confl icts 
among competing values.5

Secrecy vs. Openness: Three Case Studies

The remainder of this article will consider three 
contemporary problems involving confl icts 
between openness and secrecy in science. 

Research Involving Human Subjects. The 
fi rst case pertains to research involving human 
subjects. Ethical and legal rules require that 
researchers refrain from disclosing confi dential 
information about human subjects, unless 
they obtain permission from the subject or the 
subject’s representative (Coleman et al 2006). 
Scientists usually do not ask research subjects for 
permission to disclose confi dential information 
in publications or reports. Instead, they usually 
remove information that can be used to identify 
research subjects from the data that is published or 
otherwise disseminated, such as name, address, 
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social security number, and so on. Most of the 
time, de-identifi cation of data has virtually no 
effect on scientifi c utility. However, sometimes it 
may be necessary to remove useful demographic 
information, such as sex, age, income, and race 
or ethnicity, to avoid identifi cation of subjects, 
since an outside party might be able to use this 
information to identify individuals by searching and 
analyzing different databases (Kaiser 2002). But 
removing demographic information can decrease 
the value of the data to researchers, since it 
may be useful to study relationships between 
demographic variables and mortality, disease 
incidence, and so on. So, the de-identifi cation 
of data pertaining to research involving human 
subjects can generate a confl ict between scientifi c 
goals, which favor openness, and non-scientifi c 
ones, which favor secrecy. Or, to put the matter in 
slightly different terms, it exemplifi es the perennial 
confl ict in research on human subjects between 
producing socially valuable results and protecting 
human rights (Levine 1988). 

How should society resolve this confl ict 
between openness and secrecy? Those who 
value the protection of human rights more than 
the advancement of research would argue that 
demographic information should not be released 
without permission if there is any chance that 
someone could identify research subjects, 
while those who value research more than the 
protection of rights would argue for releasing 
all demographic information. Can one forge a 
reasonable compromise between these opposing 
views? More information concerning this dilemma 
would be helpful. It would be useful to know if it is 
practical to ask the subjects for their permission to 
release data that could identify them. If contacting 
the subjects is not practical, this would rule out 
this option. Even if subjects can be contacted, 
if most of them do not give their permission, this 
could bias the research results, which would also 
eliminate this option. Furthermore, it would be 
useful to know how easy it would be for someone 
to use some of the demographic information to 
identify research subjects. An expert in statistics 
and electronic database analysis could determine 
if different types of demographic information have 
different risks for human subjects if disclosed. 
It might be the case that some demographic 
information could be released without placing the 

confi dentiality of research subjects at a signifi cant 
risk. Information could be released only if there is 
a very small chance (e.g. 5% or less) that it could 
be used to identify an individual (Department of 
Health and Human Services 2004). This option 
would help to advance scientifi c research without 
compromising the rights of research subjects. 

Trade Secrets in Biomedical Research. 
The second case concerns trade secrets in 
biomedical research. In the U.S., pharmaceutical 
and biotechnology companies that want to 
obtain approval for a new drug, biologic, or 
medical device must submit data from clinical 
trials on human subjects to the Food and Drug 
Administration (FDA). The FDA will approve the 
new product if it determines that the benefi ts 
of the product outweigh its risks. The FDA also 
requires companies to submit data from clinical 
studies conducted after their products have been 
approved (Angell 2004). Companies treat all 
aspects of their research including the protocol, 
informed consent documents, investigator’s 
brochure, data, interim analyses, and results as 
trade secrets (Krimsky 2003). Trade secrecy law 
protects business information that is 1) not public; 
2) protected by efforts made by the company; and 
3) has business value. Trade secrets encourage 
investment in research and product development 
and promote competition and economic growth 
(Foster and Shook 1993). When companies 
submit their data to the FDA, the FDA treats the 
data as a trade secret and does not disclose it 
without permission. Although companies are not 
required to publish their research, they often do, 
to generate support for their products. 

Because companies are not required to publish 
their research, it is possible for a company to 
keep important information about its product from 
the public. Since companies are in the business 
of selling their biomedical products, they often 
seek to avoid the publication of information that 
portrays their products in a negative light. In some 
cases, companies have prevented (or have tried to 
prevent) researchers from disclosing or publishing 
information about the risks of their products (Angell 
2004). For example, in 1998, Apotex took legal 
action against University of Toronto researcher 
Nancy Olivieri and tried to have her employment 
at the university terminated for warning patients 
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and doctors about risks associated with its drug 
deferiprone, which she had been studying under 
a contract with Apotex. In 1995, Microfi bres 
tried to stop occupational health physician David 
Kern from publishing his research on the causes of 
respiratory problems among workers at its factory 
(Resnik In Press). The company had hired Kern to 
prepare a report on these problems. 

Some companies have known about problems 
with their products for several years without 
disclosing them to the public. In May 1999, 
the FDA approved Vioxx as a treatment for 
pain. Vioxx’s manufacturer, Merck, sponsored a 
post-marketing study of the drug, known under 
the acronym VIGOR, which compared Vioxx 
to several other analgesics. In 2000, Merck 
reported the results of the study to the FDA. The 
data showed that Vioxx users had fi ve times more 
heart attacks than users of the other medications. 
Merck also published an article on the VIGOR 
that reported the gastrointestinal benefi ts of Vioxx 
but did not report its cardiovascular risks (Angell 
2004). The FDA sent a warning letter to Merck 
in 2001 stating that the company misrepresented 
Vioxx’s safety profi le. The following year, the FDA 
required Merck to change the warning label 
on Vioxx to include cardiovascular risks. Vioxx’s 
worldwide sales soared to $2.5 billion, despite 
the warnings. In 2004, Merck took Vioxx off the 
market after another study showed that Vioxx 
doubled the risk of a stroke or heart attack if taken 
for more than 18 months. In 2005, Merck began 
defending itself against thousands of lawsuits from 
Vioxx users and their families (Resnik In Press). 

How should society resolve the confl ict 
between openness and secrecy that occurs in 
privately funded biomedical research? Openness 
favors full disclosure of data and results, while 
secrecy opposes disclosure. Is it possible to 
reach some satisfactory compromise here? One 
way toward a satisfactory solution is to recognize 
the importance of trade secrecy but to forbid 
secrecy in some situations. Individual rights—and 
by extension corporate rights—do not include 
the right to harm others. The right to free speech 
does not include a right to yell “fi re” in a crowded 
movie theater, since this could cause great harm 
to others (Feinberg 1987). Likewise, the right to 
secrecy does not include the right to harm others 
with one’s secrets. So, companies should not be 

allowed to keep secrets that harm others, and 
employees or agents of companies that keep 
secrets should not be penalized for divulging 
secrets to promote public health and safety. But 
how can one know whether a particular secret 
kept by a company is likely to harm other people? 
Determining the risk profi le of a particular drug 
usually requires time and careful analysis, since 
one must ensure that the results are statistically 
signifi cant. If 10 people have taken a new drug 
and 1 person has suffered a stroke, it may not be 
immediately apparent whether the drug caused 
the stroke, since 10 cases is a small sample. 
One may not know whether a drug signifi cantly 
increases the risk of stroke until hundreds of people 
have taken the drug. 

One proposal that may make it more diffi cult for 
private companies to keep secrets that are harmful 
to human health is to require that all clinical trials 
be registered in a publicly accessible database 
(Angell 2004). The International Committee of 
Medical Journal Editors (ICMJE) now requires that 
clinical trials be entered into a publicly accessible 
registry as a condition of publication (DeAngelis et 
al 2004). The clinical trial registry should contain 
data concerning the clinical trial, including, “a 
statement of the intervention (or interventions) 
and comparison (or comparisons) studied, a 
statement of the study hypothesis, defi nitions of 
the primary and secondary outcome measures, 
eligibility criteria, key trial dates (registration date, 
anticipated or actual start date, anticipated or 
actual date of last follow-up, planned or actual 
date of closure to data entry, and date trial data 
considered complete), target number of subjects, 
funding source, and contact information for the 
principal investigator (DeAngelis et al 2004, p. 
1250).” The U.S.’s National Library of Medicine 
has established a registration site, www.
clinicaltrials.gov, which includes over 22,000 
clinical trials (Zarin et al 2005).

Although clinical trial registration as a 
condition of publication can certainly provide 
some valuable information to health researchers 
and the public, it does not completely solve the 
problem of secret biomedical research. The most 
important shortcoming of this policy is that is does 
not apply to research that companies do not plan 
to publish. Companies do not always publish the 
results of their clinical trials. Although they eagerly 
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publish favorable results, they often do not publish 
papers with unfavorable or inconclusive results 
(Giles 2006). The clinical trial registration system 
will help researcher track down unpublished data 
only when companies publish some of the data. 
If a company does not plan to publish any of its 
data or results, its research will be under the radar. 
A second problem with clinical trial registration is 
that it only covers the journals that belong to the 
ICMJE. Although the ICMJE includes hundreds of 
the world’s most prestigious biomedical journals, 
there are many journals that do not belong to 
that organization. A company would still be able 
to use a paper published in an obscure journal 
for marketing purposes, since most patients and 
many physicians will not know whether a journal 
is prestigious or belongs to the ICMJE. A third 
shortcoming of this system is it does not include 
outcome data from clinical trials. The registry 
provides data on what types of outcomes are 
being measured, but not information about the 
actual health outcomes. This is a very serious 
defi ciency, since there is no way to determine 
whether a new treatment is safe or effective if one 
does not know how it affects the patient’s health. 
To obtain outcome data, a health researcher (or 
clinician) would need to ask the company to 
provide him or her with the data, but the company 
would have no obligation to do this.

So what solution would work? To put an end 
to secret clinical trials involving human subjects, 
the following policies should be adopted: 
1. All clinical trials should be registered in a 

clinical trial registry, regardless of the source 
of funding or any plans to publish the data. 

2. Clinical trials registries should include outcome 
data, so that health researchers and clinicians 
can analyze and interpret them. Outcome 
data should be submitted to the registry within 
three months after the completion of the trial, 
to give the sponsor of the trial a chance to 
conduct its own analysis and interpretation 
and correct any problems with the data. The 
sponsor may avoid submitting data (or request 
that data be withdrawn) if the trial is found 
to have fl aws in its design, methodology, or 
implementation.

3. Clinical trials in the registry should be linked 
to publications that report the data in scientifi c 
journals. 

There are may be some fl aws with these proposals 
as well, but they are an improvement on the status 
quo.

National and International Security. The third 
and fi nal case involves questions about national 
and international security in the wake of the 
threat of terrorism. Terrorist groups, such as Al-
Qaeda, have publicly declared their interests 
in acquiring biological, chemical, and nuclear 
weapons, and using them against military and 
civilian targets. Terrorists have also sought to 
disrupt or destroy bridges, nuclear reactors, 
power grids, oil pipe-lines, and other important 
parts of society’s infrastructure. In response to the 
threat of terrorism, the U.S. has adopted laws, 
such as the Patriot Act and the Public Health 
Security and Bioterrorism Preparedness and 
Response Act, which strengthen governmental 
power related to surveillance and espionage 
and restrict access to dangerous biological and 
chemical agents (Resnik and Shamoo 2005). 
From 2001-2002, several prominent journals 
published articles that could provide terrorists with 
information for making biological weapons. One 
of the articles described a method for overcoming 
the human immune system’s defense against 
smallpox (Rosengard et al 2002). In the U.S., 
politicians expressed grave concerns about the 
publication of these articles, and the National 
Academy of Sciences and the American Society 
for Microbiology (ASM) held a meeting in January 
2003 to discuss issues related to control of 
biological information in the age of terrorism. The 
ASM adopted a policy for adding an additional 
layer of review for articles that pose security risks, 
and other journals followed suit. In 2003, the 
National Research Council (NRC) published a 
report on security issues related to biotechnology 
(NRC 2003). In 2005, the Proceedings of the 
National Academy of Sciences (NAS) published 
an article discussing the vulnerability of the milk 
supply to botulism toxin. The authors estimated 
that a third of an ounce of botulism toxin poured 
into a milk truck on its way to a processing plant 
could result in thousands of deaths and billions of 
dollars in economic losses (Wein and Liu 2005). 
The Department of Health and Human Services 
asked the NAS not to publish the paper, because 
of its security risk, but the NAS decided that the 

Epist2_3_01_Resnik.indd   143Epist2_3_01_Resnik.indd   143 15/8/06   16:39:4915/8/06   16:39:49

https://doi.org/10.3366/epi.2005.2.3.135 Published online by Cambridge University Press

https://doi.org/10.3366/epi.2005.2.3.135


144 E P I S T E M E  2 0 0 6

David B. Resnik

good consequences of publication outweighed 
its potential bad effects (Weiss 2005). 

The controversies surrounding these 
publications boil down to a confl ict between 
openness and security. The basic choice that 
society faces is between some restrictions on 
publication or no restrictions. The arguments 
in favor of some restrictions are compelling 
and emotionally charged: scientists should not 
disclose information that can be used by terrorists 
because scientists have an obligation not to cause 
harm to society. Additionally, the government is 
justifi ed in restricting the disclosure of scientifi c 
information to protect the public from harmful uses 
of that information (Resnik and Shamoo 2005). 
However, the arguments in favor of no restrictions 
(i.e. complete openness) are also compelling. 
First, as noted elsewhere in this article, openness 
is an important part of the ethos of science. 
Second, most information in biomedicine and 
biotechnology has a dual use: knowledge of how 
to increase the virulence of a pathogen could 
be useful in making bioweapons or developing 
vaccines or preparing a defense against 
bioweapons (NRC 2003). Third, scientists, like 
other citizens, have a right to freedom of speech, 
and restrictions on publication violate this right. In 
the U.S., freedom of speech is protected by the 
Constitution. 

How should society deal with this issue? To 
bolster the case for some restrictions, one should 
note that society already accepts some restrictions 
on freedom of speech. It is illegal to incite a riot, 
give an order to kill someone, lie under oath, 
commit fraud, or yell “fi re!” in a crowded movie 
theater. Freedom of speech is not an absolute, 
unqualifi ed right. Speech can be restricted for 
important purposes, such as protecting people 
from harm. However, since freedom of speech 
is a very important right, prohibitions should be 
the least restrictive means necessary to protect 
people or society. Restrictions on speech should 
be specifi c and clear, not general and vague, 
because general and vague restrictions could deter 
speech that does not threaten people or society 
(Feinberg 1987; Austin v. Michigan Chamber 
of Commerce 1990). When the government 
restricts speech, it should take great care not to 
exert a chilling effect on free discussion, inquiry, 
and debate.

Although scientifi c journals are not branches 
of the government, the arguments concerning 
governmental restrictions on speech also apply to 
restrictions on the publication of scientifi c papers. 
One could argue that journals could impose some 
restrictions on scientifi c publication to protect 
people or society from harm, provided that those 
restrictions are the least restrictive means necessary 
to accomplish this task. If an article poses a 
signifi cant threat to people or society, there are 
a range of options from blocking publication of 
the article, to publishing the article in an obscure 
journal, to publishing parts of the article, to 
publishing the entire article. In deciding whether to 
publish a potentially dangerous article, reviewers 
and editors must evaluate each option in light of 
the relevant facts and the competing moral values 
at stake (e.g. freedom of speech and the progress 
of science vs. protecting people and society from 
harm). They should conduct a thorough assessment 
of: 1) the usefulness of the publication to terrorists 
or other parties with violent or criminal intentions; 
2) the importance of the research for science or 
society; 3) the ability to control dissemination of 
the information; 4) the chilling effect of restricting 
publication.6 In general, journals should consider 
blocking publication (the most extreme option), 
only when a) the information in the article would 
be very useful to terrorists or other parties with 
violent or criminal intents; 2) the research is not 
very important to science or society (e.g. it does 
not involve basic science or clinically valuable 
research); 3) the ability to control dissemination 
is high (e.g. if the article is not published, the 
information will not be disseminated by other 
means); and 4) there would be only a minimal 
chilling effect of stopping publication. When 
some of the preceding conditions are not met, 
journals should consider options that are not as 
extreme as blocking publication.7 

Conclusion

While openness is undoubtedly a key pillar in the 
ethics of research, there are a variety of reasons 
for not sharing scientifi c knowledge, ranging from 
the desire to safeguard priority and intellectual 
property, to the need to protect the privacy of 
human subjects, to maintaining the confi dentiality 
of trade secrets, or information with an impact 
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on national or international security. Confl icts 
between openness and secrecy may be internal to 
science or external to science. When a confl ict is 
internal to science, the optimal way to resolve it is 
to determine which policy best serves the aims of 
science in a particular situation. When a confl ict 
is external to science, one must make trade-offs 

among epistemic values, such as seeking truth or 
understanding nature, and non-epistemic ones, 
such as promoting economic development or 
protecting human welfare or human rights. To deal 
with these confl icts, one should defi ne the problem, 
gather relevant information, identify options, and 
weigh and balance competing values.
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Notes
1 I am assuming that intellectual property (patents, copyrights, trademarks, and trade secrets) is mor-

ally justifi able. Many scholars and policy analysts have questioned the justifi cation of intellectual 
property. Some have argued against any type of intellectual property, while others have argued 
for a radical reform of the current system, especially a revision of intellectual property pertain-
ing to biotechnology. Elsewhere, I have argued that intellectual property can be justifi ed on the 
grounds that it promotes the progress of science, technology, and the arts; and that it protects au-
tonomy and privacy (Resnik 2003). For further discussion of these issues, see Resnik (2004) and 
Angell (2004). 

2 Some would dispute this percentage on the grounds that private industry infl ates its estimates of 
the amount of money that it spends on R & D. See Angell 2004. 

3 I am also assuming that some type of secrecy is justifi ed with respect to research pertaining to the 
military and security issues. Pacifi sts would dispute this assumption on the grounds that military 
force should never be used. For further discussion of the justifi cation of military research, see 
Resnik (1998).

4 I say “mostly internal to science” because some private corporations that conduct research have 
also objected to data access policies on the grounds that the policies undermine their proprietary 
interests. 

5 By “competing” I mean opposing and incommensurable. Such values have very different 
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 implications for decision-making and cannot be compared by means of a common metric or 
 formula. 

6 The same reasoning considerations would also apply to other forms of public dissemination, such 
as presentations at scientifi c meetings, posting information on websites, etc. 

7 There are some practical issues that will not be discussed here, such as establishing policies and 
procedures for reviewing potentially dangerous scientifi c research. One might argue that special 
committees or panels should be established to assist journals in making publication decisions 
(Resnik and Shamoo 2005).
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