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Abstract

Strapdown inertial navigation systems are widely used in surface ships and warships. Although high-precision
optical fibre inertial navigation systems are available, they have high cost and limited practicality. Therefore, they
cannot replace the traditional platform inertial navigation systems in all ships. Hence, microelectromechanical sys-
tem (MEMS)-based inertial sensors are widely used for robust navigation. Accurate and timely identification of
sensor faults while ensuring stable navigation is a challenging task. This paper proposes a robust fault detection
(FD) approach for a low-cost system that loosely integrates a strapdown inertial navigation system and the global
navigation satellite system, where the integrated navigation state estimation provides high-accuracy output. A cuba-
ture H;/H-optimised FD filter was designed for a nonlinear discrete time-varying system considering sensitivity
to faults and robustness to disturbances. Furthermore, a threshold for FD was derived considering a compromise
between the false alarm rate and fault diagnosis accuracy. Finally, the proposed method was validated through
simulations using multiple noise distribution sensor data generated by a ship-manoeuvring simulator.

1. Introduction

Autonomous marine underwater or unmanned surface vessels have been widely used in various fields,
such as marine administration and resource exploration (Qin et al., 2019; Wang et al., 2019; Liu
et al., 2020; Wang et al., 2020). The type of engineering involved therein relies on the stable transmis-
sion of sensor signals and real-time feedback. To regulate the equipment of ships, particular regulations
and operation specifications are designed for different fields. In addition, the standards of the navigation
sensors are based on conventions adopted by the International Maritime Organization or regulations for-
mulated by organisations such as the Institute of Electrical and Electronics Engineers (IEEE), Institution
of Engineering and Technology (IET), and Det Norske Veritas (IEEE, 2008; IMO, 2009).

In practical applications, however, navigation sensors have their own limitations. Moreover, addi-
tional standby signals are often required to ensure navigation safety. An inertial navigation system
can determine the attitude, position, and velocity information of a vessel independently (without
depending on the outside world) using the integration principle. Because of being independent, a
strapdown inertial navigation system (SINS) can be used as redundant equipment to ensure the safety
of navigation. However, the motion state provided by the SINS alone, which is widely adopted in
ships, degrades with time owing to its working principle. High-precision navigation sensors, such as
laser/fibre-optic gyroscopes, can be used in all types of surface vessels. However, their cost and practi-
cality cannot compete with those of the traditional platform navigation systems in all ships, especially
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in ships that are already equipped with a platform gyrocompass. The global navigation satellite sys-
tem (GNSS) can provide long-term and accurate position and velocity of the ship (Liu et al., 2021).
However, GNSS data suffer from signal interruption and outliers. To overcome these shortcomings, a
SINS/GNSS integrated navigation system has been explored (Majidi et al., 2020; Xiong et al., 2020).
Previous works on algorithms for integrated navigation considered the use of the statistical Kalman
filter (KF), extended Kalman filter (EKF), unscented Kalman filter (UKF), cubature Kalman
filter (CKF) and other methods (Liu et al, 2019b; Chiang et al., 2020; Li et al.,, 2020;
Song et al., 2020). Among these methods, the performance of CKF is similar to that of UKF
with less computational cost than UKF and particle filter. With regard to navigation sensors, high-
precision navigation sensors, such as laser/fibre-optic gyroscopes, are commonly used in large warships,
whereas microelectromechanical system (MEMS) sensors are used more widely despite their compar-
atively poor accuracy and reliability. In a MEMS SINS/GNSS system, factors such as temperature
and electromagnetic interference often seriously affect the sensor characteristics. Designing a fault
detection (FD) method with robustness to modelling error, sensitivity to faults and high-precision
estimation outputs of the motion state is a difficult task in integrated navigation systems. FDs for the
SINS/GNSS integrated navigation system have received increased research attention as a solution to this
problem.

There are two main types of FD algorithms for the SINS/GNSS system: (1) FD and isolation based
on a neural network (NN) (Guo et al., 2018, 2020; Xu and Lian, 2018; Zhu and Zhou, 2020) and
(2) a statistical algorithm based on the chi-square test, time and frequency domain features (Jiang et
al., 2019; Zhao et al., 2019; Gao et al., 2020; Xiong et al., 2020; Zhang et al., 2020). For FD based
on NN (Guo et al., 2020) an approach for fault-tolerant integrated navigation post fault diagnosis has
been proposed. Further, a multichannel one-dimensional fully convolutional NN (CNN) FD method
was proposed to extract the fault features with various scales (Guo et al., 2018; Xu and Lian, 2018).
Machine learning was used to estimate state variance to construct the test statistic, which was used for
the chi-square test FD (Zhu and Zhou, 2020). However, the high computational burden of the CNN
and the need for sufficient learning samples directly affect the performance of real-time detection. The
most commonly used residual chi-square test is considerably simpler. An FD method that simultaneously
detects measurement outliers and the statistical characteristics of measurement noise was proposed (Zhu
and Zhou, 2020). Further, two appropriate thresholds were set to reduce the influence of the undetected
measurement in FD (Xiong et al., 2020). However, none of these methods sufficiently consider the
condition where statistical properties are unavailable without substantial empirical data. Thus, noise
and faults are difficult to define. Among the many significant results in this regard, an H;/H,, observer-
based FD filter (FDF) (Zhong et al., 2010, 2015, 2016) was proposed considering not only the sensitivity
to faults but also robustness to disturbances. In the framework of the so-called H_/H,, optimisation FDF,
the H,, norm is defined as the robustness index to an unknown input, and H_ is defined as the sensitivity
index of faults towards the residual (Wang et al., 2007). The H;/H., optimisation based on this framework
has been widely studied for linear discrete time-varying (LDTV) systems (Li and Zhou, 2009; Khan
et al., 2014). More recently, for nonlinear systems, an extended H;/H., FDF was proposed by Zhong
et al. (2015) with a corresponding postfilter; this system has been used in various fields (Zhong et al.,
2019; Liu et al., 2018) to analyse the fault diagnosis performance of satellite attitude control systems
with process disturbances and measurement noise.

However, the observer-based extended H;/H., FDF highly relies on the linear Jacobian transformation
matrix of systems. When dealing with a strong nonlinear system, the FD results are degraded by the
interference error. In such an event, the system cannot provide a stable output, thereby rendering the fault
diagnosis results meaningless. In this work, the surface vessel MEMS SINS/GNSS integrated system
is considered to explore a solution for the problem of unstable output of the FDF. For this purpose,
a cubature H;/H., FD method with /;-norm bounded unknown inputs and energy-bounded process
disturbance and measurement noise is proposed here.

The rest of this paper is organised as follows. Section 2 provides a brief introduction of the ship
SINS/GNSS system and the FDF for an LDTV system. In Section 3, a cubature H;/H., FDF considering
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a false alarm rate (FAR) is proposed. Section 4 describes a simulation based on a ship-manoeuvring
simulator that is performed to verify the effectiveness of the proposed FD method and compares the
performances of the proposed FD method with that of a previously developed extended H;/H., FDF.
Finally, the conclusions are given in Section 5.

2. Preliminaries and problem statement

This section first introduces the principle of the GNSS/SINS system in a ship. Then, considering the
complex natural environment and frequent disturbances encountered by ships sailing at sea, a widely
used singular value decomposition (SVD) CKF with high numerical stability under multiple iterations
is introduced. Moreover, the H;/H, FDF in an LDTV system is reviewed.

2.1. Dynamic model of the ship SINS/GNSS system

Following the report by Liang and Jia (2015), the frame origin at the centroid of the ship, navigation
frame, and Earth-centred frame are denoted as b, n and e, respectively. The i frame denotes the Earth-
fixed frame, and the n” frame denotes the frame computed by SINS relative to the true navigation frame.
C g denotes the rotation matrix between A and B. a)gB denotes the rotational rate along C with respect
to A or B. Thus, we obtain the nonlinear error model states:

§Q=(- C,’l")w?n +0w?, + CZ/e
oV = [I - (CH]CrfP — 26wl +6w!,) x (V = 6V) +6g +C)'V (1)
SP =6V +[-L,AcosL,—Asin L]SP,

where §Q, 6V, and 6 P denote the component error vectors of attitude, velocity and position, respectively,
in the navigation frame, and g represents the gravitational acceleration. £ and V denote the constant
gyroscope bias vector and accelerometer bias vector L and A denote the latitude and longitude of the
vehicle, respectively. Moreover, f? and wfb denote the output of the accelerometer and the gyro in the
b frame, respectively. In addition, considering that the speed of the ship is much smaller than the speed
of rotation of the Earth, the following equation is obtained (Wen et al., 2019):

ow?, = [0, —wje sin LSL, wie cos LSL]
Sw!, = [-6Vn/(R.(1 = 2¢ +3e sin L*) + h), 54 cos L — A cos LSL, )
84 sin L + A cos LoL].

where R, is the length if the semimajor axis of the ellipsoid.
The SINS/GNSS integrated system of the surface vessel can then be described as follows:

X = O (xk-1) + Brwg—1 + By fii 3)
2k = Crxpo1 + Divi + Dy fy,
where x; and z; denote the state and measurement vectors in the kth epoch, respectively. The noise
of SINS w; and that of GNSS v, are uncertain and stochastic. When sensor faults exist, the progress
and measurement faults are denoted as fi; and fy, respectively. In addition, fi = [f «, fz,k]T. Cr 18

the state transition function.By, C; and Cj represent known matrices comprising module matrices.
By = [B,0]1".Dy =D =[0,1]".
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2.2. Hi/H,, FDF for LDTYV system

An LDTV system can be described using the same notations as those in Equation (3):

Xi = Figxg-1 + Brrwi-1 + Biy 1 fr—1 @

2k = CruXp-1+ Dy v + Dip ok fx

Here, Equation (4) differs from (3) in that the known Fx, By, Bis x and Cpx, Dix, Dif i are
the linearised matrices of input, noise and fault with appropriate dimensions. To detect faults in
Equation (4), one can use a residual observer-based FD system, also known as an FDF (Liu et al., 2018,
2019a), for residual generation, which is an important task of FD. When (Cj x, Fj &) is detectable and
(F1.x, Bix) is uniformly stabilisable, the following general residual 4 observer-based FDF is proposed:

X = Frpfp-1+ L1 5r
Vi =z — Craky @)
ri = Wiy

Let e = x; — Xx. From Equations (4) and (5),

er = (Frx — LiCri)ex—1 + (Brawr — LDy xvi)
+ (Bif .k = LiDiy 1) fr

Vi = Crrer + Dixvi + Dig i fu

re = Widk

(6)

where L is the observer gain matrix of the observation and W) denotes the postfilter matrix.

The transition matrix is defined as ¢y, = ]_[_';;-1 (Frrj — LiCrkjj). Let ga k)i = Crx@kjin (Bri —
LiDy;) and g¢ r)i = Crx@rjiv1 (Bri — Ly Diy i), where g« = [Ckdr|o, 8d.k(05 - - - » 8d,k k-1, D1,x] and
8sf.k = [8F k0s---»8F.kik-1-Diy k]. The residual generator then takes the form ry = rgx + 7y i,
Fax =Wik8ekdi, Tr i = Wi8er i fi-

The following indices are defined considering the robustness of the indices to the unknown noise or
inputs and sensitiveness to the faults:

N 2

G rall2 = sup 20 lra.kll
r JoN] = — ~ .
i =0 xgK5" %0 + Xy (Ildil”)

N 2

Zk:o ||rf.k||

SUp — N 2
X0, w,v=0 Zk:()”fk“

N 2

2o 177kl

mn
— N 2
X0, @,v=0 Zk:o ||fk||

NG s 112 jon = (7)

||Grf ||%,[O,N] =

where kg = xoxg = Py. ||Grd||§o,[o, ] Tepresents the index indicating the robustness of the residual to

unknown inputs or acceptable noise. Further, for FD, ||G, ¢ ”io,[o, N and ||G, f||3’[

sensitivities of r; toward faults in the best- and worst-case scenarios, respectively.
Thus, the goal of r; is to reduce the unknown input and simultaneously enhance the sensitivity to

the faults. Thus, the following maximisation should be satisfied:

o.n] Tepresent the

max ||Grf||§°’[0!1\/] X ”Grf“%,[o’[\/]
LeWe 11G rall? LoWe [1Gral 2
rdll rdlly

; ®)

,[0,N] ,[0,N]

which is the so-called H;/H-FDF (Zhong et al., 2020).
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Letrgx = col{rdi}{?:(), Pk = col{rf,-}{‘:o. We have rqx = Hyqdy and riy = Hy ¢ fi. Hrq and H, ¢ are
as follows:

[Ge.00 Dio 0 e 0
8e00 &a,i0 D11 0 0
Hyqx = . . _
: : : 0
18e.kl0 &ekl0 8kl ** &eklk—-1 Dik ©)
'le,o 0 e 0
gr.10 Dig1 O -+ 0
Hrf,k =1. . . s
: ) 0
8710 8kt - &f klk—1 Dig i

where 2.0 = Wige.ilos e.ilj = Wige.ilj» Dii = WiDy;, and g7 ;1; = Wigs.iij» Digyi = WiDif i
i<k, j<i-1

Then, we have ||Grd||(2x,’[0’N] = ||Hrd,k||29 ||Gl’f||(2>o
[[Hyp |l

Based on the above definitions, Equation (8) can be rewritten as

] = ”Hrf,k”Z’ and ||Grf||3,[ =

,[0,N 0,N]

[1Hrrll, [|Hrpll_

: (10)
LW [|Hyally oW ||Hrally

At this juncture, note that E{||rax|l} < |[Hraxll - E{IIdill}, E{|lreill} < ||Hyr g ill2 - E{|1fill} and
E{|lreell} = |Hr s kll- - E{IIfx||}. Thus, using Equation (4), H;/H.. can be applied to an FD subject.
With regard to residual evaluation, considering the choice of the threshold, the following assumption
is made:
N
x0TK51x0+Z (w{@’lwk +VEE’lvk) < 63 (11
k=0

According to this inequality, the error introduced by the estimated initial value xo, process noise wy and
measurement noise vy is less than or equal to the set threshold 6,. ®, E and «, are weighting matrices
determined in the normal case of the above covariance matrix. However, choosing an analytical value
of 8,4 in real applications is very difficult. Generally, the value is selected based on historical data or
experience.

When Jn > Jip0 with an FAR of zero, the /5[0, N] norm-type evaluation Jy and threshold J;j o
with a moderately set sliding window N can be selected as follows:

| X
JN = rzrk
N+1 — (12)
1
Jino = mHGrd”i,[o,N]‘SZ

3. Integrated disturbance compensation and cubature H;/H,, FDF design
3.1. Derivation of the Krein space CKF

To address the nonlinearity in the FD problem using the H;/H, optimised method from Equation (3), a
statistical linearisation approach was adopted.

Consider the nonlinear function of ¢; in Equation (3), evaluated for i = 1, ... 2n sampling mapping
()(,i(_l |k_l,)e;;|k_l), where Xlic|k—1 = fk()(k—l|k—1)’ £k|k_1 = (1/27’1) 212:1 X;dk—l (Julier et al., 2000)
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Assuming that the £ can be statistically linearised as £ x—1 = A( /\(271 | 1) + b+, the object can

2y \k 1
be transformed to obtain A and b such that the pointwise linearisation error ¢ is minimised:

{A,b} = argminggT 13)

where ¢ = (1/2n) Z L (& kl wg — (A ,\(;;_1 et b)). Consider the derivatives of objective function with
respect to A and b. Takmg them to be zero gives the following:

b=x- )(
A XX - (14)
A= (P k|k I)T(Pk—l\k—l) g
where the parameters are obtained as ¢ = (1/2n) 32, )(;'{_”k_l, %= (1/2n) 3 xilk—l’ P o =
(1/21’1) Zan (Xk 1]k-1 X)(Xk 1]k-1 X) and Pk|k 1= (1/21’1) 212:1 (X;‘(,l‘k,l _X)(ﬁk\k—l _x)T-

Then, the estimation error covariance can be calculated as
_ AAT
Peg =¢¢

2n
ai - Ao = ai - A \\T
=(1/2n) Z (xk|k—1 —X - A(Xk—1|k—1 - X)) (xk\k—l —X = A(/\/k,”kfl -X) (15)
i=1

= Pl Apixuk (AT = P (Pklk D P o)™ (Pk\k D>

klk—1
Now, considering the exception and the outer product of the statistical linearised model, we obtain

the posterior statistics given by

where P} . denotes the covariance of ()?f(l ey — %)

Xpsl = (Pk|k ) (sz”k_l)_l(xk = Xp—1k=1) + X k=1 + e + wi. (16)

The linearisation error ey, obtained as E (e e{) =P  —(PY has a normal

klk-1
Gaussian distribution with zero mean (Zhao and Mili, 2019).

The same linearisation procedure can be used for the measurement function:

(Pex

T
k|k— V) k—1]k—- 1) k|k N

T 1
E(tety) —Pﬁk 1 (Pk\k 1) (Pk\k 1) szk iy 17
where 7, obtained as E(TkT;f) = P,Z(Zk . (lezk I)T(Pk 1 Pizk ;» has the same properties as ej.

Thus, according to Equations (15) and (16), Equat10n (3) can be transformed as follows:

Xk = Fpp(xp-1 = Ri—ijk-1) + ije-1 + ex + Brgwi + By i fx (18)
2k = Crx(xp = Xipi=1) + Zkjk=1 + T + Dy xvie + Dy i fues

where F . = (Pk k- 1)T(P;<Cf1\k—1)_l’ Crix = (szk 1)T(P;<Cfck D

Remark 1: If we move Fy g Xr—_1jk-1 and £x k-1 to the left-hand side of Equation (18), which is more
reasonable in the physical sense, CjxXxx-1 and Zyx—; are also moved to the left-hand side of the
equation. However, this will suppress outlier detection because of data redundancy. For example, if the
left side of the observation function is zx + Cy g £x|k-1 — Zk k-1, the measurement error will be influenced
by redundant process noise from the state estimation function and measurement noise as well as by
outliers from the observation function, which leads to the equation being affected by noise and faults

several times.
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3.1.1. Design of a nonlinear H;/H-FDF
As described in the previous sections, the CKF-integrated navigation system is linearised. Then, to
solve the problem of Equation (8), an optimal L; and Wy in the observer-based FDF are determined by
applying the solution of the linearised H;/H..-FDF in Zhong et al. (2010).

Thus, the following observer-based FDF of the system presented in Equation (18) was considered.

Xk = Frpfp—1 + Le—1Zk—1 — FaRe—1jk-1 + k-1 + €k
Zr = 2k — Crpky (19)
ri = Wik,

where the residual function Jy and the FD logic are as given in Equation (12).

Next, the following terms are defined: wi = (Qx)~"?wy, ¥x = (Rx)™"?vi, and s = x — £. By
subtracting Equation (19) from Equation (18), we obtain the following linearised residual observer
function at kth time:

Ske1 = (Fxe = LiCrp) sk + Brawi — Li Dy v
+ (Bif .k — LiDiy 1) fr : (20
Zk = Cresk + Diivie + Dy i fi-
(Cr.x» Fi k) and (F i, By ) are uniformly detectable and stabilisable, respectively, in Equation (18).
Assuming that the residual covariance in Equation (18) is convergent, the linearisation compensations
in wy and v are also convergent. Therefore, E (sk+1s£ +1) satisfies the mean square stability.

Considering that Equation (20) is an LDTV system, the solutions of L; and Wy presented in Julier
et al. (2000) can be used to solve Equation (8) approximately as follows:

Ly = Fl,kPk|k—1(Cl,k)TR§,]k
XX -1
= FlskPklk—l(PiTk—l)
Ry.x = CrxPrix-1(Cri)" + Dy xRy (21)
Wi = (Ry )™
Piwi = (I = LiCri) Pi(I = LiCri)" + Dy R D
The proof of optimality for the linear case is presented next.

First, we define ®(i, j) = Hi;ll (Fi.x — Ly Cr i), @(i, i) = I. Further, Equation (20) can be rewritten
as

5. =Qso+ Dy + Doy + 05 7
k 0~ wWN vVN ffN (22)
ry =WnZn

where vector vy denotes [v],v] ... v} 1" for an arbitrary vector matrix sequence.

Cio
Ci19(1,0)

Ci.nD(N,0)

ForT,,,
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~_ |0 fork <j
Lok, j) = {Cl,kq)(k -1, /)[Bix,0] fork > j’

Ly, = [Culk, I(N+Dx(N+1)-

ForT',,
ry, = [Fw(k, j)](N+1)><(N+1)’
Iy (k,k) =Dy,
~_|O fork < j
Lk j) = {Cl,kq)(k - L) [-LiDix,Dii] fork > j
ForI'yf,

Ly = [Ty (k, DIv+yx(N+1)»
Ty (j,k) =Dif x-1,

T,k j) = 0 fork < j
@S T =N @k =1, j) [Big aet = LiciDig o1, Dig ;] fork > j

Then, one can show that
1/2
G all?, jo.n = IWn[2P)2. T, T, 1113
When no fault exists, Equation (20) is expressed as follows:

Ske1 = (Fixe = LiCrp) sk + Brawi — Dy i Liv
Zk = Crpse + Dy v
where sg, wy and v are assumed to be zero-mean Gaussian white noise. Lg, as defined in Equation

(21), is the product solution of the well-known gain of KF, i.e., K and F; ; (Zhong et al., 2020).
Moreover, the orthogonality of the innovation sequence yields

E(Zy, %) = diag(Ry,0. Ry 1, ..., Ry N)
=[Qr,. I, 7er,.r" (23)
=0Q"+1,, ()T +1,(T,)T.

Let Ay = (Fix — LkCl,k)PkC;[:k + Wy — Li ¥y, considering Ly and Wy. We have A, = 0. When k # j,

all the nondiagonal terms of H, 4 in (9) are equal to AlPkd){’j " CZTJ =0.

Then, when W, defined in Equation (21) is applied, we obtain

Wk(QQT +I, (Fw )T +I, (FV)T)WIE
= Wi(diag(Ry.0, Ry.1, - ... Ry n )W} 24)
=1

Next, for Wy and Ly, as defined in Equation (21), ||G, ¢ ||§0’ (ON] = 1.

Further, according to Zhong et al. (2016), L, and W) can be replaced by arbitrary L, and W,
for which the FDF remains stable. Thus, there exists a mapping such that the new residual 7,5 can be
recovered from the optimal residual ry with r,ny = M nFn, Where M,y is the mapping matrix.
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There exists a mapping (Zhong et al., 2019) Z,x — zqxsuch that

N1 = (Fr e = LeCri)ne + (Lak — Li)Zak 25)
Zk = Crunk + Zak-
The postfilter is set as Wy = Wy, and we obtain

- - -1
Tan = WanZan = WanManin = WanManWy T,

where matrix M,y is obtained by replacing B;s x, D;r ;,and Ly inI'y with Ly, I and L, respectively.
Let My n = WnMon W;,l. Then, Equation (8) can be rewritten as follows:

||Grf||(2x,,[0’N] ||MWNGrf|| L[O,N]

”Grd“go’[o,N] IMw N GrallZ, .5
~ IMw NG rlIZ, 1081 B Mw N2, 081G s 112 v
IMwn 2 on ||MWN|| . (0N ]
= 1Gr£ 1P on

Alternatively,

||Grf||2 [O,N] _ ||MWNGl’f||2 L[0,N]
[1Grall? IMwnGrall2

00,[0,N] ,[0,N]
NG I oy MW NI, o G I,
Mwn o MwalP o
= ||Grf||_![0,N]

Thus, Wiand L proposed in Equation (21) provide an optimal solution to Equation (8).

Remark 2: Py in Equation (21) is the solution obtained by directly substituting L into KF covariance
based on the framework of the least-squares estimation. When parameters are designed in this manner,
the accuracy of state estimation is compromised and the FD performance is improved by ensuring the
stability of the filter framework.

Remark 3: Note that a large ||G, ||§o’[0’ N does not lead to residual sensitivity to faults. However,

we still adopt a large ||G, ||, [0.n] because it has been widely reported in the literature and because it
has the same optimal solution to the H;/H, problem.

3.2. Randomised analysis of FAR

The choice of J;;, ¢ in Equation (12) determines the performance of FD. However, a tradeoff between
the FAR and fault diagnosis accuracy is required. The smaller the J,, o, the better is the fault diagnosis
accuracy but the poorer is the FAR.

Let us consider the irregular influence of environmental temperature, variation and electromagnetic
interference on the inertial measurement unit and the instability of the GNSS signal when ships sail at
sea. 04 in Equation (12) and the probability density function are usually unknown. Thus, a randomised
algorithm for probabilistic analysis (Zhong et al., 2016, 2019) is necessary to estimate the worst-case
threshold for generating an acceptable FAR.

As it is difficult to set the value of the threshold d, in Equation (12), it can be solved to obtain the
sample bounds for estimating the extremum of a random variable as proposed in Chapter 8.4 of Tempo
et al. (2012). First, the number M of the samples in the fault-free case (fr = 0) are set and a probabilistic
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estimate of the worst-case performance is obtained as follows:
Jy =maxJ{. (26)
L

In a system without faults, M depends on the number of sampling points. Then, @, 8 €(0, 1) if the
following sample bound is satisfied under the worst-case performance condition:

|
> 18 27)
Ig(1 - a)
Jn returns a probabilistic estimation of the threshold generating a given FAR with confidence level
1 — B. The probability Pgar of the FD rate is obtained as

Pear = Pr{Jn > Jinlfk =0} < @ (28)

The entire cubature H,;/H.,-FDF with a given FAR can be obtained as follows:

Step 1. Set sampling time N, k = 0, and set the initial state xo = 0.
Step 2. Calculate Ly and Wy using Equation (21).

Step 3. Calculate zx.; using Equation (4).

Step 4. Update %4, and ry,; using Equation (19).

Step 5. Reset £x+1 = 0.

Step 6. Calculate Jy using Equation (12).

Step 7. Choose a threshold using Equation (26), and detect the fault.
Step 8. k = k + 1, return to step 2.

4. Experimental results and discussion
4.1. Description of the simulation scheme

First, to demonstrate the effectiveness of the proposed method, a manoeuvring model group (MMG)
model was used whose physical meaning can be clearly interpreted, as proposed by Ogawa and Kasai
(1978). Using this model, sensor data during motion in multiple experiments were generated. The main
feature of MMG modelling is that the hydrodynamic forces and moments are clearly decomposed into
those acting on the hull, propeller and rudder and those of the interaction among them. Although ship
dynamic models have been developed by many scholars (Fossen, 2011; Liang and Jia, 2015), the state
estimation accuracy of integrated navigation algorithm is thought to be mainly affected by the initial-state
estimation error in the sensor, the system process noise and the measurement noise. This paper proposes
an original MMG model that reflects the law of ship motions, which can be refined into a more complex
ship dynamic model in future. Based on this classification, the differential equations for velocity, attitude,
angular rate and displacement for a vessel’s linear and rotation movements around the X-, Y- and Z-axis
in the body frame can be solved using Newton’s laws. Then, the obtained states are inversed according
to the principle of mechanical arrangement and the noise characteristics of the sensors (Table 1). Thus,
the simulated sensor data can be obtained, as shown in Figure 1. The interfaces of the simulation system
are shown in Figure 2. Because pitching and heaving are not the key considerations for surface merchant
vessels, these states were excluded. To avoid accidental conclusions, each experiment was repeated 20
times and the values of simulated sensor noise and the results of integrated navigation were averaged.

The process and measurement noises are modelled as first-order Markov process according to the
IEEE standards of 2003 and 2016. Second, many factors may cause the failure of the loosely coupled
SINS/GNSS integrated navigation system. To summarise, the faults can be divided into hard and soft
faults. Hard faults are caused by the sudden faults of measurement output, while soft faults are caused
by slow changes due to faults over time.
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Figure 1. Process of simulation of surface ship sensor data generation.

Figure 2. Interfaces for setting the ship parameters and ship manoeuvring.

Table 1. Detailed parameters of the SINS (MTi-G-710 produced by XSENS)/GNSS generated by the

simulator.
Values
Sensors Bias Noise density Run bias density
SINS (200 Hz) Gyrocompass 0-20 °/s 0-01 °/s/YHz 10-0 °/h
Accelerometer 5mg 60 wg/VHz 15ng
GNSS (1 Hz) Position error 6m

Velocity error 0-6 m/s
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Figure 3. Trajectory and motion states of the simulation experiment.
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Figure 4. GNSS velocity measurement values after adding hard faults. (a) GNSS velocity faults of case
L (b) GNSS velocity faults of case I1.

Hard faults (Zhang et al., 2020) can be expressed as follows:

_ | count (1; <t <1t)
y_{O(tZtQOIISz‘])‘ (29)
Soft faults can be expressed as follows:
y=k(t—t1)"+b, (30)

where ¢ is the time, y is the fault value, k is the fault coefficient, #; and ¢, are the start and end times of
the fault, respectively, and count is the fault information when faults occur.

In the SINS/GNSS system, the main GNSS fault is a short-term outage caused by factors such as
interference and signal masking. Thus, for GNSS intermittent faults, we should impose strict require-
ments for detecting hard faults under different motions. Meanwhile, the SINS on a surface vessel is
easily affected by environmental temperature, violent motion variation and electromagnetic interfer-
ence, which will lead to state divergence as errors accumulate over time. Thus, soft faults mainly affect
the performance of SINS.
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Figure 5. Simulated soft drift faults in the gyro Z-axis of the SINS system. (a) SINS faults of case 1. (b)
SINS faults of case I1.

Table 2. Simulated hard and soft faults added into the SINS/GNSS system.

No. Time Simulated faults case I Simulated faults case II

1 110s <t<120s,1110s < 6PGNSS = 1-5*6PGNSS or 6PGNSS =2*6PGNSS
t<1120s,2110s <t<2120s

2 210s < t<220 S, 1210s < 6VGNSS =1.5% 6VGNSS or 6VGNSS =2x% 6VGNSS
t<1220s,2210s <t<2220s

3 310s <t<320s, 1310s < 0Vinss = 1.5 * 0Vgnss or 0 Pgnss = 1.5 % 0 Pgnss
t<1320s,2310s < t<2320s

4 410s <t<420 S, 1410s < 6VGNSS = 6VGNSS +1 (m/s) or 6VGNSS = 6VGNSS + 2(11]/8)
t<1420s,2410s < t<2420s

5 510s <t<520s,1510s < 0Pgnss = 0Pgnss + 3(m) or § Pgnss = 0 Pgnss + 6 (m)

t<1520s, 25105 < t<25205s

6 610s <t<620s, 1610s <
t<1620s, 2610s <t<2620s

0PgNss = 0Pgnss + 3(m) 6Vianss = 6Vgnss + 1(m/s) or
0PGnss = 0Pgnss + 6(m) 6Vgnss = 0Venss + 2(m/s)

7 700s < t<800s, 1700s < wi = wg + (0.036° /h) =t Wi = wi + (0.36°/h) =t
t < 1800s, 2700s < t <2800
8 800s < t<900s, 1800s < wi = wy + (0.18°/h)=t wi = wy + (1.8°/h)«t

t < 1900s, 2800s < t<2900s

4.2. Simulation study and discussion

To verify the effectiveness of the proposed FD algorithm, the simulated data in Table 1 and a set of
5[0, N]-norm-bounded wy and v, were used. Further, C,Awy and Av; were added to the simulated
SINS and GNSS noise with a non-Gaussian distribution in a complex environment. Then, the simulated
faults were added for various cases.

Awy = [0.018°/h,0.018°/h,0.018°/h, 1 g, 1 ug, 1 ug]T sin2xt,
Avi =[0.1,0.1,0.1, 178, 178, 1] sin 27t.

Next, various faults were added when the ship followed different trajectories with different motions
(e.g., linear motion and alteration of course and turning) under wind and wave disturbances. Data from a
normal navigation simulation were employed. The trajectory and motion state measured using different
integrated navigation methods with faults in sensors are shown in Figure 3. The GPS outlier (hard
faults) and unexpected inertial sensor drift (soft faults) are considered faults (Table 2). For comparison,
the same faults in all three motion modes were added. In addition, the velocity faults of GNSS and the
simulated soft drift faults in the Gyro Z-axis of SINS system are shown in Figures 4 and 5.
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Figure 6. Simulated H;/H., FDF results of case I faults listed in Table 2. (a) simulated faults with small
GNSS error in case I of Table 2. (b) simulated faults with large GNSS error in case I of Table 2

The trajectory and the motion states are shown in Figure 3. Regardless of whether the system noise
and measurement noise are zero-mean Gaussian white noise, the velocity estimation performance of
EKF is worse than that of CKF when there are faults in the sensors. With regard to attitude estimation,
the difference between the estimation accuracies of EKF and CKF is not obvious when the ship is
steady. However, for EKF, with an increasing alteration of the course, the faults cause attitude estimation
divergence, especially when the ship turns sharply. (The performance of the case with non-zero-mean
Gaussian white noise is worse than that of the case with zero-mean Gaussian white noise.) In other
words, although the velocity and position of the GNSS are observable, the EKF can be used to estimate
the attitude error in theory to correct the attitude divergence of SINS. However, this correction cannot
compensate for the degradation in navigation accuracy caused by sensor faults. An accurate estimation
of the velocity and position of the integrated navigation system based on only EKF shows that such
a system is considerably dependent on the measurement accuracy of the GNSS. The measurement
accuracy of a system based on EKF is worse than that of a system based on CKF when sensor faults are
present and when the vessels sailing on the seas perform sharp course alteration or turning manoeuvres.

Next, the threshold is analysed. Jy > Threshold implies that the FDF detects the faults. FAR is equal

to zero in the fault-free case, and according to Equation (26), we have J N = mlax JI(\;) (Cubature) =7.3173

and ‘IN - max ‘IN (Extended)

generally, both the threshold of d, in Equation (18) and the probabilistic density function are unknown

= 8.5421 with a sliding window set with N = 5 in Equation (18). However,
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Figure 7. Simulated H;/H., FDF results of case II faults in Table 2. (a) Simulated faults with small
GNSS error in case 11 of Table 2. (b) Simulated faults with large GNSS in case II of Table 2.

in practice; hence, the theory in Section 3.2 can be used. Setting the sampling time M = 3000 in
Equation (27), we obtain an acceptable FAR = 1 — a = 0.999, from which § is obtained by solving
3000 > 1g B/(1g(1 — @)). We thus obtain 8 = 0.0023. The FAR probability with Thresholdggr = 7.7941
and Thresholdckg = 6.8226 are less than 0-999 with a confidence level of 0-9977. The FD results based
on extended H;/H., FDF (Zhong et al., 2016) and cubature H;/H., FDF are shown in Figures 6 and 7.
The circles, boxes and crosses in the figures represent successful detections, false positives and false
negatives respectively, excluding SINS soft faults.

Figure 6 plots the FD results of Case I using the extended H,;/H, FDF and cubature H;/H., FDF. When
the SINS faults were small, neither the extended H;/H., FDF nor the cubature H;/H., FDF effectively
detected the soft SINS faults of the system [Figure 6(a)] and small GNSS faults are added on the system.
The extended H;/H., FDF and cubature H;/H., FDF both gave six false negatives, which were mainly
position faults with small difference when converted into longitude and latitude. Moreover, the extended
H,/H,, FDF was more sensitive to fault responses than the cubature H;/H,, FDF, as reflected in the larger
evaluation function threshold value. When larger GNSS faults were added to the GNSS, the evaluation
function thresholds of both the extended and cubature H;/H., FDFs become larger than those in Case 1.
The extended H;/H., FDF yielded four false positives and three false negatives, whereas the cubature
H;/H,, FDF obtained six false positives and one false negative. Besides being more sensitive to faults,
the extended H;/H., FDF had increased false positive rate. The abovementioned simulation shows that
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Figure 8. Simulated state estimation covariance with small GNSS faults in case I. (a) Simulated velocity
estimation covariance with small GNSS faults in case 1. (b) Simulated attitude estimation covariance
with small GNSS faults in case 1.

both the methods can effectively detect hard faults of GNSS, but are not sufficiently sensitive to soft,
low-magnitude faults of SINS.

Figure 7 shows the simulation results in the case of larger SINS faults. The detection results of hard
faults were similar to those in case 1. Soft faults occurred between 700 and 900 s, 1,700 and 1,900,s,
and 2,700 and 2,900s. After the soft faults disappear, the detection results of the extended H;/H, FDF
included many false alarms, especially in the linear motion stage during 700s~900 s. In the turning
phase, however, the number of FD false negatives based on extended H;/H., FDF has decreased. The
cubature H;/H., FDF converged at faster speed and gave fewer false alarms after the end of soft faults
than the extended H;/H., FDF and completed the detection of hard faults. These results confirm the
effectiveness of the proposed algorithm.

When the soft drift faults of SINS are too small, they cannot be detected by the H;/H,, FDF algorithm
in every motion stage. The integrated navigation algorithm based on CKF achieves high state estimation
accuracy. However, when a soft fault occurs, the amplitude of the Jy change is not obvious. However,
the error covariance of the state changes significantly (Figure 8). This behaviour will be studied in the
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authors’ future work. The FD relies not only on the observations but also on the attitude covariance in
P, of Equation (21) to determine the presence of soft drift faults.

5. Conclusions

The H;/H., optimised FD of commonly hard intermittent faults and continuous soft drift faults for a low-
cost loosely coupled SINS/GNSS integrated navigation system for a surface vessel were investigated
in a CKF frame. To compensate for the modelling error, energy-bounded disturbances and noise while
simultaneously considering both the robustness to disturbance and the sensitivity to fault, a cubature
H;/H, FDF with a threshold considering a randomised FAR is proposed. Finally, a simulator based
on ship manoeuvring with faults in different motion states is used to examine the performance of the
cubature H;/H,, FDF and that of an extended H;/H., FDF for comparison. For the extended H;/H
FDF, in the presence of interference by an unknown noise, the characteristics of the unknown noise and
soft drift faults affect the system for a certain period of time, resulting in errors in state estimation and
rendering the advantages of the integrated navigation system and FD insignificant. The measurement
fault detection performance of cubature H;/H., FDF is similar to that of the extended H;/H. FDF.
When the system noise is large, the cubature H;/H., FDF outperforms the extended H;/H., FDF for
fault detection and provides a more stable state estimation. Moreover, to detect soft drift faults more
accurately, the state-error covariance matrix will be considered in future work.
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