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1. Introduction. This paper is concerned with the problem of obtaining theoretical
estimates for the number of arithmetical operations required to factorize a large
integer » or test it for primality. One way of making these problems precise uses
a multi-tape Turing machine (e.g. (1), although we require a version with an input
tape). At the start of the calculation % is written in radix notation on one of the tapes,
and the machine is to stop after writing out the factors in radix notation or after
writing one of two symbols denoting ‘prime’ or ‘composite’. There are, of course,
other definitions which could be used; but the differences between these are unim-
portant for our purpose.

The exercise of proving theoretical estimates of this kind differs considerably
from that of devising practical algorithms for immediate use. On the one hand, an
algorithm devised in order to prove a theoretical result may well be very badly suited
to practical use, and indeed there is no shortage of difficulties associated with those
described here. On the other hand, in one respect one could claim that the theoretical
exercise is the more difficult. Contrary to some inventors of practical algorithms we
insist that the algorithm shall always terminate in the stated number of operations,
and that a proof shall be given that it does so.

To see the force of this, consider the problem of calculating the least positive
quadratic non-residue of a large prime. This is easily done in practice by finding the
quadratic character (mod p) of 2, 3, ... by means of the Law of Quadratic Reciprocity
and stopping at the first non-residue. From the practical point of view (2) the number of
operations may be said to be O(p¢) or even O({log p)°) for some c; but apparently the best
theoretical estimate we can giveis O(p®+¢) withb = 1/(4,/e), quoting Burgess’s estimate (3)
for the least positive non-residue. This particular difficulty concerning the distribution
of the quadratic residues has occurred in other algorithms, e.g. Berlekamp(4).

For these reasons it is not easy to know what are, in fact, the best known theoretical
estimates for factorization and primality testing. A candidate for both is the estimate
O(ni+¢) given by Shanks(s) by means of the theory of quadratic forms. I am not
competent to say whether this does constitute, or can be made to constitute, a strict
proof of this estimate. On the other hand, I understand that the method can be im-
proved, at least in the practical sense, to be of order O(nt+).

A recent method of Lehman () clearly does achieve the estimate O(n}+¢) for factoriza-
tion. Both (5) and (6) are usable practical methods.

My own previous method (7) gives the estimate O(ni+¢) for primality testing only,
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and does not have any theoretical difficulties; it does, however, have considerable
practical difficulties.

The algorithms given here make use of the ‘fast Fourier transform’ (9); we use also
a device from Shanks’ method (5) although without mentioning quadratic forms.

THEOREM 1. Let 0 < & < 1 and & > 0. Then there exists a multi-tape Turing machine
which can determine whether or not a large integer n has a prime factor not exceeding n* and,
if so, find such a factor in a total of O(nt*+8) operations.

COROLLARY. For any 8 > 0there exists a machine which can completely factorize a large
integer n in O(nt+%) operations.

This follows at once by taking & = 4 and repeating the process of the theorem as often
as necessary to obtain a complete factorization —not more than O(log ») times.

THEOREM 2. For any & > O there exists a multi-tape Turing machine which can test
a large integer n for primality in O(n¥*?) operations.

After proving these theorems we will point out a simple practical device for factoriza-
tion somewhat related to the proof of Theorem 1.

2. Proof of Theorem 1. We require the following preliminary results.

LeEMMA 1. There exists a multi-tape Turing machine which, when given any positive
integers M and N, and sequences of inlegers ag, a,, ..., ay_; and by, by, ..., by_, of absolute
value less than M, can compute all the numbers

o= 20:b; (0<k<2N-1)),
i+i=k
in @ number of operations which is O(N** < Me¢) for all € > 0.

Proof. 1t is well-known that this calculation can be performed efficiently by means

of the ‘fast Fourier transform’ algorithm. We can choose between

(i) the original form of the transform in the complex field (8, 9) working to sufficient
accuracy to ensure that the integers ¢, are found exactly (as in (10)), or

(ii) the transform in the ring of integers (mod m) ((10, 11)).
Taking the second possibility let us put

N-1 . N-1 ]
A= 3 aD' and B= 3 bD?
i=0 i=0

where D = M2N. Then we can regard the problem of the lemma as simply that of
performing a single multiplication of 4 and B, the required numbers ¢, being easily
read off from this product. With €' = max (4, B) the multiplication may be performed
in O((logC)'*¢) operations according to (10) (this method is also reproduced by
Knuth (12)); indeed since this estimate is relatively weak we can use a simplified
version of (10). Since log C = O(N(log N +log M)) we have the required result.

Lemma 2. There exists a multi-tape Turing machine which, when given positive integers

a, n and M where a < n and (a,n) = 1, can determine whether or not there is an integer m
with1 < m < M and

(a™—1,n) > 1 (1)

and, if so, find the least such integer, in a total of O(ME+en) operations for any e > 0.
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We remark that, more generally, we could test for the existence of such anm in M
consecutive terms of an arithmetical progression in the same number of operations.

Proof. We may assume that M = L? and L = 2%, The integers 1,2,..., M can be
writtenin the formm = —u+vL (0 < w < L—1,1 < » € L). Then (1) is equivalent to

(a*L —a*,n) > 1. (2)

To test this we first find the least positive residues (mod ») of the coefficients of

L-1
f@) =11 (w—av). (3)

We compute the least positive residues (modn), b, say, of the numbers ¢*in (3).
Then we multiply pairs of linear factors (x —b,), then pairs of the quadratic factors
obtained, and so on, reducing the coefficients (mod n) at each stage. At the ith stage
we multiply L/2¢ pairs of polynomials of degree 2¢-1 requiring, by Lemma 1,
O((L/2%). 21049 n¢) = O(L'*ene)
operations, so that the coefficients of f(x) are obtained in O(L*¢n¢) operations.
Now we wish to find the solutions, if any, of

(fla*™),n) > 1 (1 <v <L) (4)
Put r = a}L (mod n) and
L
flx) = X s;z(modn).
i=0
Then

L
fo) It = 3 5irl=? 449 (modn) (1< v <L) (5)

=0

To evaluate this we define sequences a; and b; of nonnegative integers less than

n by
a;, = s;rt®  (modn) (0<i< L),
a; =0, (L+1<4<2L),
b; = r?L="  (modn) (0<j<2L).

Calculation of these sequences takes O(Ln¢) operations. Now we apply the method of
Lemma 1, requiring O(L*t¢n¢) operations, and obtaining a sequence of numbers ¢,
of which ¢,7_3, €57, ..., ¢z, are congruent (mod z) to the values of (5).

The terms 2+%* in (5) being coprime to n we can calculate at once the required values

(f(r*),m) (1<wv<L)

by Buclid’s algorithm, requiring only O(Ln¢) operations more.

Thus we find the solutions of (4). If solutions exist we take the least such solution »
and find, in a straightforward way, the greatest u for which (2) holds, thus obtaining
the least solution of (1).

From the practical point of view our algorithm is now virtually complete. For
suppose that there is a prime factor p of n with p < »*. Then for any « prime to »
there is certainly a solution m of (1) with 1 < m < M = [»*]; indeed m = p— 1 will
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do since then a™ = 1 (mod p). If then the integer y = (@™ — 1, n) is less than n we have
achieved a factorization of n. The purpose of the rest of the proof is to deal with the
(very unlikely) possibility that ¥ = » should hold for many values of a.

We first make the following definition. For k£ > 2 and p prime, let s,(p) be the
maximum over the integers ¢ > k with g|p — 1 of the least positive gth power non-
residue of p, or have value 0 if no such ¢ exist.

Lenmma 3. For any & > 0 there is an integer k > 2 such that s,(p) = O(p®).

Proof. Thelemma follows easily from the fact that the number of positive integers
less than X all of whose prime factors are less than X? is asymptotic to X for some
£ > 0(13).

Now we can complete the proof of Theorem 1. Put M = [n*] + 1. Test, by straight-
forward division, whether there is a factor p of # less than /M ; if so, we are finished,
so agsume the contrary which implies that the total number of prime factors on =,
counted according to their multiplicity, is less than 2/x. Given & > 0 choose k > 2
and C > 0 such that s,(p) < Cp# for all primes p and put 4 = [Cn#?]. Since 7 is large
we may assume that 4 <,/M. .

For each a = 2,3, ..., 4 in turn, find whether there is a solution of (1) with

1<sm< M.

If for some a there is no solution then the required prime factor of n certainly does
not exist (as remarked above). Otherwise let m,, m,, ..., m , be the least solutions of (1)
and let H be their least common multiple; put

¥; = (@™-1,n) (1<i<A4).

Suppose first that all the y, are equal to n. Then we prove that any prime factor p
of » with p < M satisfies
p—1=zH (6)

for some z with 1 < z < k—1. Since
a=1 (modp), (1<i<A4),

and m, is minimal with this property, we have m,|p — 1 for each ¢ and so H|p— 1. Put
z = (p—1)/H and suppose that z > k. Then the least zth power non-residue, r say,
of p does not exceed 4, so that for some m with 1 < m < M and m|H,

m=1 (modp). (7)
There is a prime factor ¢ of z such that 7 is a ¢g2th power non-residue of p where ¢2|z.
Then if ¢|p -1, (7) implies ¢**1~2|m|H whereas in fact ¢~¢|H. This contradiction
proves that z < k—1 in (6). We test whether any of the numbers p defined by (6)
with z < k— 1 are factors of n.

Now suppose either that the numbers (6) do give a factor, or that contrary to our
earlier assumption at least one of the y, is less than #, and is therefore a non-trivial
factor of n. Then perhaps we have achieved our object, which was to find a prime
factor not exceeding M. But if not then we restart the algorithm using one of our
factors of n in place of n itself, but keeping the same values for M and 4, and continue
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in this manner until there are no more factors left to investigate. The number of times
that we restart is O(1) and so our total number of operations is O(M3+enc4) = O(n=+?)
as required.

3. Proof of Theorem 2. The following is a more complicated version of Theorem 1
of (7) suggested by Theorem 2 of (14).

Lemma 4. Let k > 2 and let f(x) be an increasing function of x such that for all primes
p we have s,(p) < f(p). Put C = {3(k—1)31. Then an integer n > 9C? is composite if
and only if at least one of the following is true:

(i) there is an integer m for which 2 < m < min(n — 1,Cni) and m|n,
(i) there is an integer I for which 2 < I < min (n— 1,f(C-1n)) and
1% 1 (modn),
(iii) there are positive integers m, z and l withm < z < k—1, m|z(l— 1) and
n=l(1+7—2(l—1)),
(iv) there are positive integers r,, r,, 75 and d such that
r; < Cnt and r|(n—1), (1=1,2,3),
and (dri+ 1) (dry+ 1) (dry+ 1) = n,
(v) there are positive integers ry, d and z, with z, < k— 1 such that
r,<COnt+C4, d<C3nd, driz(n—1) and (dry+1)|n.
Proof. A prime n cannot satisfy (i), (ii), (iii) or (iv), and if it satisfied (v) then
n=dr+1<(Ont+0%.0-3nt+1 < 30nd

contradicting n > 9C% We suppose that a composite » does not satisfy (i) or (ii)
and show that one of the other conditions must hold. We have either

% = P1Pss Ont < p, < py < Ok, (8)
or n=p; PP Cnt < p, < py < ps < C 0, (9)

where p,, p, and p, are primes.
In the first case, when (8) holds, we shall prove that

Dy~ 1|2(n—1), (10)

where 1 < z < k—1. Define z as the least positive integer for which (10) holds and
suppose that z > k. Then the least zth power non-residue, 7 say, of p, satisfies

r< sk(Pz) < f(Pe) < f(O—-L”’%)
m1=1 (modp,p,). (11)

8o that by (ii)

There is some prime factor g of z such that r is a ¢g2th power non-residue of p, where
g%||z. Then if ¢®||p,— 1 (so b > @), (11) implies ¢*~%+1|n — 1 whereas by definition of z,
g*~%||n — 1. This contradiction proves that z < k—1.

34 Psp 76
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Now (10) implies that p,—1|z(p,—1). Putting z(p,—1) = m(p,—1) we have
1 <m < z<k~1since p; < p,, and also

2
n=P1P:=P (Hﬁ(pl— 1))
so that (iii) holds.
In the second case, when (9) holds, we obtain similarly

P —1|z(pypeps— 1)
where 1 < z; < k—1, (4 = 1,2, 3). Putting g, = p,— 1 this becomes
2:|2:(01 993+ 0293+ G+ Q1o+ @1+ +¢5) (2= 1,2,3), (12)

whence
(91’Q2)|(Z1:22)Q3’ (92,93”(22’23)%’ (%:%)l(zayzl)Qw (13)

Now put d= (QD 92, qs)’ €= (21’ 22,23), 9 = dri’ 2 =€Y; (7‘ = 1,2, 3); then by (13)

(71, 72) |e(y1, Ya)s (7273) Ie(yz’ Ys), (73:71) le(ya: Y1)s
and hence i
717973 fryr, 73

> . (14)
T1sT9) X (79, 73) X (75,71) ~ (Y1, Y2) X (Yo, ¥3) X (Y3, Y1)

[7'1, 72’ 7'3] = (
But from (12)
(71,72, 73] | (21, 20, 2] {d(7rorg + a7y +7175) + (1 + 75+ 7'3)}

_ eY1YzYs
(Y1, Y2) X (Y25 Y3) X (Y3, Y1)

and from this and (14),

Ad(rarg +rary+1y79) + (ry+ 7o +75)}

717973 S €% Yo Ya{d(rgrg + 157y +7170) 4 (11 + 75 +75)} < (k= 1)3.3(d + 1) 7y,

so that

ry < 3(k—1P.(d+1) = C{d+1).
Now dry < p; < C—2»t and so either 7, < Ont giving condition (iv) or d < C—3nt
giving condition (v).

Now we complete the proof of Theorem 2. By Lemma 3 we choose & > 2 so that
5,(p) = O(p}), say s,(p) < Bp? for all p. Choosing f(x) = Bzt in Lemma 4, we can test
condition (ii) of the lemma in O(n¥+¢) operations since each value of I requires only
O(n¢) operations (just as in (7)). Fix § > 0 and define C asin Lemma 4. By Theorem 1
we can find all the prime factors of » and (k— 1)! x (n — 1) which do not exceed Cnt + C*
in O(n#+¢) operations. Then, assuming that we did not find a factor of n, we test the
remaining conditions (iii), (iv) and (v) of Lemma 4 in O(n¢) operations as in (7).

4. A remark on practical factorization. We will describe a simple device having some
relation to the method of Theorem 1 and which is immediately usable.

We are attempting to factorize an integer » known to be composite. Choose integers
Land M with 1 < L < M < n? and M < L2 Our method will find only those prime
factors g of n (if any) for which ¢ — 1 has one of the forms

g—1=4 or g—1=Ap (15)
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where 4 is a product of primes not exceeding L and pis a single prime with L < p < M.
Further, as will become clear, it will not in exceptional cases split 2 factors ¢, and g,
both of this form. The method is best suited to numbers of such forms asn = 2™ + k
(¥ small) for which reduction modulo # is particularly simple.

Choose some small integer @ > 1. Our algorithm has two stages. But if we know in
advance that the prime factors satisfy ¢ = 1 (mod k), with some k > 2, then it is
worthwhile to begin by replacing a by a* (mod =).

Step 1. Compute the integer b defined by

b=a? (modn), (0<b<mn), (16)

where P is the product of all the primes p; < L each to some power ¢; > 1. There is
some freedom in the choice of the ¢; but the smallest primes should certainly occur to
some power higher than the first. In (16) we employ the familiar power algorithm
using the binary representation of the exponent (2) and can choose between using the
primes p; in succession or computing P in advance and performing a single power
operation. Next we compute the g.c.d. d = (b—1,n). If 1 <d < n we have found
a factor of », namely d. If d = n we repeat Step 1 with a smaller value of L. If d = 1
we proceed to Step 2.

Step 2. Now we wish to compute the sequence of numbers
F,=btm—1 (modn), (17)
for m prime in the range L < m < M, and hope to find an m with
Im = (Fpym) > 1. (18)

The simplest way is to compute (17) for all odd integers m by successive multiplications
of b™ by b2 (mod ). To avoid the work of computing the g.c.d. in (18) for each m, we
accumulate the product (mod ») of the F,, and at regular intervals compute the g.c.d.
of this product and », obtaining some sequence G; (j = 1,2, ...). If 1 < G; < n then we
have found a factor. If G; = nand G;_; = 1 then we go back and compute the numbers
¢, in the relevant range individually.

Torestrictm in (17) to the prime values we compute in advance a table of the residues

b2,b4,...,0%°0  (modn)

up to the largest occurring difference of two consecutive primes p,.,—p, = 2D
Pry1 < M. By consulting this table we can compute the F,,, m prime, in succession;
we accumulate their product (mod =) as before.

We give a few numerical examples. A difficult factorization from (14) is

2107 4 954 4 1 = 843589-8174912477117-23528569104401 (= p,.D,. g, S2Y).

Since p;—1 = 24.52.67.107.199.41231 this is accessible by our method if L > 199
and M > 41231. Particularly favourable to our method is (also from (14)) 2150+ 275 1.1
for which we need only Step 1 with L > 61. For an extreme example let p, = 27! +1,
which is prime (15) and has 29 digits, and let p, be another prime of similar magnitude.
Then the product p, p, is easily factorized. Equally, one could give numbers of, say,
15 digits which would cause great trouble.

34-2
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This device seems most likely to be useful for searching for fairly small factors of .
very large composite numbers—by which we mean factors a few digits larger than
those which can be found by trial division.

Of course this algorithm is only of order O(n*¢) in the worst cases; for a more
sophisticated algorithm we would theoretically use the fast Fourier transform on
Step 2, reducing this to O(M?*n¢) operations and regaining an algorithm of order
O(n+e). I cannot say at what point this becomes a practical proposition.
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