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In secure information flow analysis, the classic Denning restrictions allow a program’s
termination to be affected by the values of its H variables, resulting in potential information
leaks. In an effort to quantify such leaks, in this paper we study a simple imperative
language with random assignments. As a thought experiment, we propose a ‘stripping’
operation on programs, which eliminates all ‘high computation’, and prove the fundamental
property that stripping cannot decrease the probability of any low outcome. To prove this
property, we first introduce a new notion of fast probabilistic simulation on Markov chains
and show that it implies a key reachability property. Viewing the stripping function as a
binary relation, we then prove that stripping is a fast simulation. As an application, we
prove that, under the Denning restrictions, well-typed probabilistic programs are guaranteed
to satisfy an approximate probabilistic non-interference property, provided that their
probability of non-termination is small.

1. Introduction

The aim of secure information flow analysis is to prevent untrusted programs from leaking
the sensitive information that they manipulate. If we classify variables as H (high) or L
(low), our goal is to prevent information in H variables from flowing into L variables
(more generally, we may want to use a richer lattice of security levels). The seminal work
in this area was Denning and Denning (1977), which proposed what we call the Denning
restrictions :

— An expression is classified as H if it contains any H variables, otherwise it is classified
as L.

— To prevent explicit flows, an H expression cannot be assigned to an L variable.

— To prevent implicit flows, an if or while command whose guard is H may not make
any assignments to L variables.

Much later, Volpano et al. (1996) showed the soundness of the Denning restrictions
by formulating them as a type system and proving that they ensure a non-interference
property. Much work has followed — see Sabelfeld and Myers (2003) for a survey up to
2003.

f This work was partially supported by the National Science Foundation under grants HRD-0317692 and
CNS-0831114. An early version of this work appeared as Smith and Alpizar (2007).
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t < {0,1};

if t = O then (
while i = 1 do done;
1:=0

)

else (
while 4 = 0 do done;
l:=1

)

Fig. 1. A random assignment program.

Non-interference says, roughly, that the final values of L variables are independent of
the initial values of H variables. It is formalised using the concept of low equivalence of
memories.

Definition 1.1. Memories u and v are low equivalent, written pu ~p v, if u and v agree on
the values of all L variables.

The idea is that if initial memories u and v are low equivalent, then running ¢ under
u should be (in some sense) equivalent to running c¢ under v as far as L variables
are concerned. But the possibility of non-termination causes complications because the
Denning restrictions allow programs whose termination behaviour depends on the values
of H variables. For example, the program while 7 = 1 do done (where h is an H variable)
might terminate under p and loop under v.

One reaction to the termination issue is to say that further restrictions are needed. A
number of studies have proposed forbidding H variables in the guards of while loops
(see, for example, Volpano and Smith (1997)) or forbidding assignments to L variables
that sequentially follow commands whose termination depends on H variables (see,
for example, Smith (2006)). But such additional restrictions may be overly stringent in
practice, making it difficult to write useful programs. For this reason, practical secure
information-flow languages like Jif (Myers et al. 2006) have chosen not to impose extra
restrictions to control termination leaks.

In this paper, therefore, we study the behaviour of potentially non-terminating programs
typed under the Denning restrictions alone. In order that we can make quantitative
statements about the effects of non-termination, we consider a probabilistic language. In
such a language, we would like to achieve probabilistic non-interference (Volpano and
Smith 1999), which asserts that the probability distribution on the final values of L
variables is independent of the initial values of H variables.

For example, consider the program in Figure 1 (in the code, r {0,1} is a random
assignment, assigning either 0 or 1 to t, each with probability 1/2, and done is like skip).
Assuming that his H and t and [ are L, this program satisfies the Denning restrictions and
is well typed under the typing rules we will present in Section 2. However, if h = 0, this
program terminates with /| = 0 with probability 1/2 and fails to terminate with probability
1/2. And if h = 1, it terminates with | = 1 with probability 1/2 and fails to terminate
with probability 1/2. Thus this program does not satisfy probabilistic non-interference.
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t < {0,1};
if t = 0 then
[:=0

else
=1

Fig. 2. Stripped version of the program.

What goes wrong? Intuitively, the program is ‘trying’ to set [ to either 0 or 1, each
with probability 1/2, regardless of the value of h. But the while loops, whose termination
depends on the value of h, sometimes prevent assignments to [ from being reached. As
a result, the probabilities of certain final values of [ are lowered because the paths that
would have led to them become infinite loops. This suggests, perhaps, that if a well-typed
program’s probability of non-termination is small, it will ‘almost’ satisfy probabilistic
non-interference.

To make these intuitions precise, we consider a thought experiment. For any well-typed
program ¢, we define a ‘stripped’ version of ¢, which we denote by |c]. In |c], all purely
‘high computation’ is removed; more precisely, we eliminate any subcommands that make
no assignments to L variables. For example, the stripped version of the program in
Figure 1 is shown in Figure 2

Note that stripping is for us purely a thought experiment to help us understand a pro-
gram’s behaviour, and is not something that we would actually use in an implementation.

The major technical effort of the current paper is to prove a precise relationship between
the behaviour of a well-typed program c¢ and that of its stripped version [c¢]|. We will
show that the only effect of the stripping operation is to boost the probabilities of certain
L outcomes by lowering the probability of non-termination. For example, consider the
program in Figure 1 when h = 0. Stripping boosts the probability of terminating with
I =1 from 0 up to 1/2 by lowering the probability of non-termination from 1/2 down to
0; it leaves the probability of terminating with [ = 0 unchanged at 1/2.

More precisely, we will prove in Theorem 4.3 that the probability that ¢ terminates
with certain values for its L variables is always less than or equal to the corresponding
probability for [c|.

To visualise this theorem, imagine that the result of running ¢ is shown as a sequence
of buckets, one for each possible final value of ¢’s L variables. Also, we have a bucket to
represent non-termination. The probability of each outcome is indicated by the amount
of water in each bucket; there is a total of one gallon of water distributed between all the
buckets.

Suppose ¢’s buckets have the following contents:

Uy U g

non-termination = = =
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Theorem 4.3 then tells us that |c¢|’s buckets are simply derived by pouring some of the
water from ¢’s non-termination bucket into some of the other buckets:

non-termination [ =0 =1 =2

Our Theorem 4.3 was claimed, without proof, as Theorem 3.6 of our earlier paper
Smith and Alpizar (2006). Furthermore, we claimed there that the theorem could be
proved using strong probabilistic simulation as defined in Jonsson and Larsen (1991).
However, that claim is not correct since strong simulation turns out to be too restrictive
for this purpose. For this reason, we introduce a new probabilistic simulation, which we
call fast simulation, and show that it implies a key reachability property. Viewing the
stripping function as a binary relation, we then prove in Theorem 4.2 the crucial fact that
stripping is a fast simulation, which implies Theorem 4.3.

Theorem 4.3 gives us a way of bounding the effect of non-termination. For example, if
¢’s non-termination bucket is empty, then |c]’s buckets are identical to ¢’s because there is
no water to pour. More generally, we prove in Theorem 5.2 that if a well-typed program
¢ fails to terminate with probability at most p, then ¢’s deviation from probabilistic
non-interference is at most 2p.

We see this paper as making two main contributions. First, it gives a quantitative
account of information flows caused by non-termination in programs that satisfy the
Denning restrictions alone; this is important for understanding more precisely what is
guaranteed in languages that allow termination channels. Second, this paper makes a
technical contribution by introducing a new notion of simulation, called fast simulation,
and applying it to the area of secure information flow; as far as we are aware, probabilistic
simulation (unlike probabilistic bisimulation) has not previously been used in the study of
secure information flow.

The rest of this paper is organised as follows. In Section 2, we review the simple
imperative language with random assignment that we will study. In Section 3, we explore
the theory of probabilistic simulation in the abstract setting of Markov chains, developing
a variant that we call fast simulation. In Section 4, we define the stripping operation
|-] formally and use the theory of fast simulation to prove Theorem 4.3, which gives
a fundamental relationship between the behaviour of a well-typed command and its
stripped version. In Section 5, we develop several applications of these results. Finally,
Section 6 presents related work and our conclusions.

2. A random assignment language

In this section, we review the syntax, semantics and type system for our simple imperative
language with random assignment. The language syntax is defined in Figure 3. In the
syntax, metavariables X, y,z range over identifiers and n over integer literals. Integers are
the only values; we use O for false and non-zero for true.
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(phrases) p = e|ec

(expressions) e x| n|e+e | ...

(commands) ¢ == done | x:=¢ | x o ‘
if e then c; else co | whileedoc | ci;c2

Fig. 3. Language syntax.

A novelty of our language is that we have replaced the usual skip command with a
done command; done can be used in much the same way as skip and (as will be seen

below) it is also used to represent a terminated command in a configuration.
? . .
The command x <« 2 is a random assignment; here & ranges over some set of

probability distributions on the integers. In examples, we use notation like x < {0,1,2}
to denote a random assignment command that assigns 0, 1 or 2 to x, each with
equal probability. Note that our language allows random assignments but not random
expressions, which lets us use a simpler semantics.

A program c is executed under a memory u, which maps identifiers to integers. We
assume that expressions are total and evaluated atomically, and we write u(e) to denote
the value of expression e in memory u. In our semantics, a configuration is a pair (c, u)
where ¢ is a command and u is a memory. Note that terminal configurations are written
as (done, 1) in our semantics. Note also that the more common semantic approach is
to have both non-terminal configurations (¢, ) and terminal configurations u, but this
tends to lead to a proliferation of cases in proofs, so it is more pleasant to have only
configurations of the form (c, u).

Because of the random assignment command, the standard transition relation on
configurations needs to be extended with probabilities, and we write (c, u)—p>(c’, W) to
indicate that the probability of going from configuration (c, u) to configuration (¢, /) is
p. The semantic rules are given in Figure 4. They define a Markov chain (Feller 1968) on
the set of configurations. Notice that terminal configurations (done, i) are absorbing states
in the Markov chain.

Next we describe our type system, which simply enforces the Denning restrictions. The
types it uses are

(data types) v == L | H
(phrase types) p == 1 | tvar | Tcmd.

As usual, T var is the type of variables that store information of level z, while 7 ¢md is the
type of commands that assign only to variables of level t or higher, which implies that
command types obey a contravariant subtyping rule. Typing judgments have the form
I' - p : p, where I is an identifier typing that maps each variable to a type of the form
T var. (We generally assume a single fixed I" throughout, so in our discussions we will
seldom mention I'.) The typing and subtyping rules are given in Figure 5. The rules are
the same as those in Volpano et al. (1996), except for the new rules done,, which types
done as a high command, and random, for random assignment. Rule random, says that a
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(dones) (done, 1) L>(d0ne7 )

(update ) x € dom(p)

(@ := e, p)—(done, [z := p(e)])

(random) x € dom(u) D(v) >0

(@ < D, 1) 2 (done, [z := v])

W) p(e) #0

(if e then c; else c2, ,u)i>(<:17 i)

n(e) =0

(if e then ¢, else c2, u);(cfz, i)

(whiley) u(e) =0

(while e do c, p)#(done, )

ple) #0

(while e do c, u)#(c; while e do ¢, 1)

(compose,)  (c1, 1)~ (done, )

(Cl; C2, /’L)L)(C% M/)

(c1,1)—(ch, 1) ¢} # doe

(c15 2, )= (ch; ca, ")

Fig. 4. Structural operational semantics.

random assignment can be done to any variable x, but if x has type 7 var, the assignment
gets type © cmd ; this type is used prevent improper implicit flows.

Under this type system, we have the usual Simple Security, Confinement and Subject
Reduction properties.

Lemma 2.1 (Simple security). If I' - e : 7, then e contains only variables of level t or
lower.

Proof. The proof is by induction on the structure of e. L]

Lemma 2.2 (Confinement). If I" - ¢ : 7 cmd, then ¢ assigns only to variables of level t or
higher.
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(rvaly)

(inty)

(plus,)

(donet)

(update,)

(random)

G@fy)

(whiley)

(compose,)

(base)

(emd)

(reflex)

(trans)

(subsump)

Fig. 5. Typing and subtyping rules.

I'(z) = 7 var
I'Fa:7
I'tn:L

I'kFei:7 I'kex:7

I'ke +tex:T
I'+ done : H ¢cmd

D(z)=7var T'ke:T

I'txz:=e:7cmd

I'(z) = 7 var

kel D:remd

I'Fe:mr TThei:T7emd T'E e

c T emd

' if e then ¢ else c2 : 7 emd

I'te:7m 'ke:7emd

T'+ while edo ¢ : 7 emd

PFep:temd ' co i 7 emd

I'Fecijee:memd
LCH
!

TCT

" emd C T emd

FEp:pt p1 Cp2

C'kEp:p2
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Proof. The proof is by induction on the structure of c. Ul

Lemma 2.3 (Subject reduction). If I' ¢ : 7 cmd and (c, ,u)L»(c/, W) for some p > 0, then
I'tcd :temd.

Proof. The proof is by induction on the structure of c. L]

However, as discussed in the Introduction, well-typed programs need not satisfy prob-
abilistic non-interference because changes to H variables can result in infinite loops that
block subsequent assignments to L variables, thus affecting the probabilities of different
L outcomes. Before undertaking a deeper study of the behaviour of well-typed programs,
we will need to develop some useful results in the theory of probabilistic simulation.

3. Probabilistic simulation

In this section, we discuss the theory of probabilistic bisimulation and simulation in an
abstract setting.
A (discrete-time) Markov chain (Feller 1968) is a pair (S, P) where:

— S is a countable set of states; and
— P :S xS —[0,1] is a probability matrix satisfying >, ¢ P(s,t) =1 for all s € S.

If P(s,t) > 0, we say that t is a successor of s. Also, for T = S, we write P(s, T') to denote
> et P(s,t), which is the probability of going in one step from s to a state in 7.

A classic equivalence relation on Markov chains is probabilistic bisimulation, which is
due to Kemeny and Snell (1960) and Larsen and Skou (1991).

Definition 3.1. Let R be an equivalence relation on S. R is a strong bisimulation if whenever
sRt we have P(s, T) = P(t, T) for every equivalence class T of R.

Both strong and weak versions of bisimulation have been applied fruitfully in secure
information flow analysis: for example, in Gray (1990), Sabelfeld and Sands (2000)
and Smith (2006). The basic idea is that a secure program should behave (in some
sense) ‘indistinguishably’ when run under two low-equivalent initial memories. This
indistinguishability can be formalised as a bisimulation.

In this paper, we instead apply non-symmetric probabilistic simulation relations, which
were explored earlier in Jonsson and Larsen (1991) and Baier et al. (2005). Roughly
speaking, a binary relation R is a strong simulation if whenever sRt and s has a successor
s, then t has a ‘matching’ successor ¢’ that simulates s’ (that is, s'Rt’). But in the probabilistic
setting, we must also make sure that the probabilities are preserved. Suppose, for example,
that P(s,s’) = p. Then t must be able to match the same probability. However, ¢ need not
have a single successor t' such that P(z,t') = p. Instead, t may have several successors,
each simulating §', and it is enough that the total probability is p. However, in doing this
simulation we must not ‘double count’ t’s probabilities — for example, if s goes to s’ with
probability 1/3 and ¢ goes to ¢’ with probability 1/2, then if we use ¢ to match the move
to s’ we must remember that 1/3 of ¢’s probability is ‘used up’, leaving just 1/6 to be
used in matching other moves of s. These considerations lead to what is called a weight
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function A to specify how the probabilities are matched up, as in the following definition
(which is adapted from Baier et al. (2005, Definition 16)).

Definition 3.2. Let R be a binary relation on S. R is a strong simulation if, whenever sRt,
there exists a function A : S x § — [0, 1] such that:

(1) A(s',t') > 0 implies that 'Rt

(2)P(s,8") =D ,cs A(s',u) for all s € S.

B)P(t, 1) =, cs Au,t') for all ¢’ € S.

However, for our exploration of the stripping operation | -] in Section 4, it turns out that
strong simulation is not quite what we want because it does not allow the simulating state
t to run ‘faster’ than the simulated state s. The issue is that s could make ‘insignificant’
moves to states that are already simulated by ¢, and in this case ¢ should not need to make
a matching move. Such ‘insignificant’ moves are allowed by the more flexible notion of
weak simulation in Baier et al. (2005, Definition 34). However, their definition also allows
t to make ‘insignificant’ moves, which are not appropriate for us here since we want t to
run at least as fast as s. So here we develop a restricted kind of weak simulation, which
we call a fast simulation.

Suppose sRt. We partition the successors of s into two sets U and V. The states in V'
represent ‘insignificant’” moves, and we require that ¢ itself simulates each of them. The
states in U represent ‘significant’ moves, and we require that ¢t be able to match such
moves with some weight function. Intuitively, then, t matches s’s moves either by doing
nothing or by moving. Formally, we have the following definition.

Definition 3.3. Let R be a binary relation on S. R is a fast simulation if, whenever sRt,
the successors of s can be partitioned into two sets U and V such that:

(1) vRt for every v € V; and

(2) letting K = >, ., P(s,u), if K > 0, there exists a function A : S xS — [0, 1] such that:
(a) A(u,w) > 0 implies that uRw.
(b) P(s,u)/K =3 ,cs Alu,w) for all u € U.
(c) P(t,w) = >, cp Alu,w) for all w € S.

Notice that in condition 2(b), P(s,u)/K is the conditional probability of going from s to u,
given that s goes to U. (The reason for using a conditional probability here may not be
intuitively clear; in fact, the best justification for this definition is its utility in the proof
of the key Theorem 3.2 below.)

Example 3.1. Consider the Markov chain in Figure 6, where S = {s,t,5',¢,w}. Define R
by sRt, s'Rt’, together with uRu for every u € S. (In other words, R is the reflexive closure
of {(s,1),(s,¢')}.) Then we can show that R is a fast simulation:

— For pairs of the form xRx, we can always satisfy the requirements of Definition 3.3
by choosing U to be the set of successors of x and V' to be J. Then K = 1, and for
each u € U, we can choose A(u,u) = P(x,u). It is straightforward to verify that these
choices satisfy conditions 1, 2(a), 2(b) and 2(c).
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Fig. 6. An example Markov chain.

— For sRt, we can choose U = {s,¢'} and V = {s}, which makes K = 1/2, and we can
choose A(s',t') = 2/3 and A(t,t') = 1/3.

— Finally, for s’Rt’ we can choose U = {s,w} and V = ¥, which makes K = 1, and we
can choose A(s,t) = 1/2 and A(w,w) = 1/2.

Note that every strong simulation is also a fast simulation, since a strong simulation is
just a fast simulation in which all the V' sets are empty. Furthermore, every fast simulation
is also a weak simulation as defined in Baier et al. (2005, Definition 34).

We will now develop the key properties of fast simulation.

Definition 3.4. Let R be a binary relation on S. A set T of states is upwards closed with
respect to R if, whenever s € T and sRs', we also have s’ € T.

With s € S, n a natural number and T < S, we write Pr(s,n, T') to denote the probability
of reaching a state in T from s in at most n steps. Following Baier et al. (2005), we can
calculate Pr(s,n, T) using a recurrence:

1 ifseT
Pr(s,n, T) = Yoves P(s,s)Pr(s',n—1,T) ifn>0ands¢T
0 ifn=0ands¢T.

Note that Pr(s,n, T') increases monotonically with n.
Lemma 3.1. Pr(s,n, T) < Pr(s,n+1,T), for all n, s and T.
Proof. The proof is by induction on n. For the basis, if s ¢ T, then
Pr(s,0,T) = 0 < Pr(s, 1, T),

and if s € T, then
Pr(s,0,T)=1=Pr(s,1, T).
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For the inductive step, we assume that for some k > 0 we have
Pr(s,k, T) < Pr(s,k + 1, T)
for all s and T. We must show that
Pr(s,k +1,T) < Pr(s,k +2,T).
First note that if s € T, we have
Pr(s,k+1,T)=1=Pr(s,k +2,T).
We still need to consider the case when s ¢ T. In this case we have

Pr(s;k+2.T) = ) P(s.5)Pr(s' .k +1,T)

s'esS

> P(s.s)Pr(s.k, T) (by induction)
s'es

= Pr(s,k + 1, T).
O

We now proceed to the key theorem about fast simulation: the proof is similar to the
proof of Baier et al. (2005, Theorem 54), though that theorem refers to strong simulation.

Theorem 3.2. If R is a fast simulation, T is upwards closed with respect to R, and s;Rs»,
then Pr(sy,n, T') < Pr(sy,n, T') for every n.

Proof. The proof is by induction on n. For the basis, note that if s; ¢ T, then
Pr(s1,0,T) = 0 < Pr(s,,0,T), and if s; € T, then s, € T, since s;Rs; and T is upwards
closed. So we have Pr(s;,0, T) = 1 = Pr(s,,0, T).

For the inductive step, first note that if s; € T, then, as above, we have

Pr(si,k+1,T)=1=Pr(sp,k +1,T),
and if s, € T, we have
Pr(si,k +1,T) <1 =Pr(sy,k+ 1, T).
We still need to consider the case when s; ¢ T and s, ¢ T. In this case we have

Pr(s;,k +1,T) = > P(s1,s)Pr(s,k, T)

seS
= P(s1,0)Pr(v,k, T) + > P(si, u)Pr(u, k, T)
veV uelU

where U and V are as specified in Definition 3.3 (note that the rearrangement is valid
because the series are absolutely convergent).

Now, for every v € V, since vRs;, we get by induction that Pr(v,k, T') < Pr(sy, k, T).
Also, letting K = ) ., P(s1,u), we note that ) _, P(s;,v) = (1 — K). Hence we have

velV
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> P(s1,0)Pr(v,k, T) <> P(sy,v)Pr(sp,k, T)

velV veV

= (Z P(s1, v)) Pr(sy,k, T)

velV
= (1 — K)Pr(sp, k, T)
< (1 —K)Pr(sp,k +1,T).

Note that if K =0, then U = ¢, which implies that

Pr(si,k +1,T) =Y P(s,0)Pr(v,k, T) + > _ P(s,u)Pr(u,k, T)

veV uelU
<(1—0)Pr(ss,k+1,T)+0
= Pr(ss,k + 1, T).

We are left with the case when K > 0. Now, by Definition 3.3, there exists a function A
satisfying conditions 2(a), 2(b) and 2(c). Hence we have

Z P(sy, u)Pr(u,k, T) = Z (K Z Au, w)> Pr(u,k, T)

ueU uelU wes

=K»_ (Z A(u, w)Pr(u, k, T))

ueU \weS

<KY <Z A(u, w)Pr(w, k, T)>

ucU \weS

(by induction, since A(u, w) > 0 implies uRw)

=K)_ (Z A(u, w)Pr(w, k, T))

weS \ueU

=KY <Z A(u, w)> Pr(w,k, T)

weS \ueU

=K ) " P(sp,w)Pr(w.k, T)
weS

= KPr(sy,k+ 1, T).

Finally, we have

Pr(s;.k+1,T) = P(s;,v)Pr(v,k, T) + Y P(s,u)Pr(u,k, T)

veV uelU
< (1 —=K)Pr(sy,k+1,T) + KPr(sy,k+1,T)
= Pr(sp,k+1,T). ]
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Fig. 7. Another example Markov chain.

We can illustrate Theorem 3.2 by considering the Markov chain in Example 3.1 above
and its fast simulation R. Because s'Rt’ and {w} is upwards closed with respect to
R, Theorem 3.2 tells us that Pr(s',n, {w}) < Pr(t,n,{w}) for every n. Direct calculation
confirms these inequalities for n < 5:

n Pr(s,n, {w}) Pr(t,n,{w})

0 0 0
Lo 5
2 %
s ;
¢ %
s F ;

Note that the universal relation Ry = S x S is trivially a fast simulation. But under
Ry the only upwards-closed sets are ¢ and S itself, which means that Theorem 3.2 is
uninteresting in that case.

Note that Theorem 3.2 also holds if R is a strong simulation, since every strong
simulation is also a fast simulation. Interestingly, Theorem 3.2 fails if R is a weak
simulation as defined in Baier et al. (2005, Definition 34). Example 3.2 provides a
counterexample.

Example 3.2. Consider the Markov chain in Figure 7, which is taken from Baier et
al. (2005, page 197). If R is the reflexive closure of {(s,s'), (u,u2)}, then R is a weak
simulation and {w} is upwards closed with respect to R, but Pr(s,3,{w}) = 7/16 and
Pr(s',3,{w}) = 6/16. Notice that in this case R is not a fast simulation.

Now that we have developed fast simulations on abstract Markov chains, we are almost
ready to apply them to our study of the stripping operation |-|. However, it turns out
that when we study the behaviour of || we will not need the great flexibility allowed by
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fast simulation as defined in Definition 3.3. We therefore introduce a restricted kind of
fast simulation as follows.

Definition 3.5. A binary relation R on S is a simple fast simulation if, whenever sRt, either

(1) for every successor s" of s, we have s'Rt; or
(2) there is a bijection ¢ from the successors of s to the successors of ¢ such that for every
successor s’ of s, we have P(s,s') = P(t,d(s")) and s'RI(s).

Compared with the fast simulation of Definition 3.3, case 1 here corresponds to the
situation where all of the moves from s are ‘inessential’, allowing us to take U = ¢J. And
case 2 corresponds to the situation where all of the moves from s are ‘essential’, allowing
us to take V = ¢F, and, moreover, we can use a very simple weight function that pairs up
the successors of s and the successors of ¢ in a one-to-one manner.

We will now show that every simple fast simulation is indeed a fast simulation.

Theorem 3.3. Every simple fast simulation R is a fast simulation.

Proof. Suppose R is a simple fast simulation and sRt.

If case 1 holds, then we satisfy Definition 3.3 by letting V' be the set of successors of
s and letting U be (J. Note in this case that K = 0, so condition 2 of Definition 3.3 is
satisfied vacuously.

If case 2 holds, then we let U be the set of successors of s and let V be . Now
condition 1 of Definition 3.3 is satisfied vacuously. To satisfy condition 2, note that
K =1 and define A(s',0(s")) = P(s,s") = P(t,6(s')). (All other values of A are 0.) It is
straightforward to verify that A satisfies conditions 2(a), 2(b) and 2(c). ]

4. Stripping and its properties

In this section, we formally define the stripping operation on well-typed commands in
our random assignment language and use our results about fast simulation to prove a
fundamental result about the relationship between the behaviours of ¢ and |c|. Intuitively,
lc|] eliminates all subcommands of ¢ that contain no assignments to L variables; it is
easy to see that this is the same as eliminating subcommands of type H cmd. More
precisely, we have the following definition, an early version of which appeared in Smith
and Alpizar (2006).

Definition 4.1. Let ¢ be a well-typed command. We define |¢| = done if ¢ has type H c¢md,
and otherwise define |¢] by:
— |x=e|=x:=c¢
— |x < 2| =x g
— |if e then ¢; else ¢;| = if e then [c{] else |c;]
— |while ¢ do ¢| = while ¢ do |c|
lea] if ¢; : H cmd
— lersea]l =< e if ¢; : H cmd
lci];lca] otherwise.
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Also, we define |u] to be the result of deleting all H variables from u and extend || to
well-typed configurations through [(c, u)] = (lc], |u]).

Note that stripping as defined in Smith and Alpizar (2007) replaced subcommands of
type H ¢cmd with skip; but in our new definition here, stripping aggressively eliminates
such subcommands in sequential compositions and replaces them with done in the other
cases. Note that |u| ~; u. We now have a simple lemma.

Lemma 4.1. For any command ¢, we have |c| contains only L variables.

Proof. The proof is by induction on the structure of c¢. If ¢ has type H cmd, then
|¢] = done, which (vacuously) contains only L variables. If ¢ does not have type H cmd,
we consider each form of ¢ in turn:

— cisx:=e¢,50 |c] =x :=e.
Since ¢ does not have type H c¢md, then by rule update, we must have that x is an L
variable and e : L, which implies by Simple Security that e contains only L variables.
— cisXx % 9.
This case is similar to the previous one.
— c isif e then ¢ else ¢;, so [¢| =if e then |c¢{] else |c2].
By rule if,, we have e : L, which implies by Simple Security that e contains only L
variables. Also, by induction, |¢;| and |c,] contain only L variables.
— ¢ is while e do ¢1, so |¢] = while ¢ do |cq].
By rule while,, e : L, which implies by Simple Security that e contains only L variables.
Also, by induction, |¢{| contains only L variables.

— cisc;eo.
If ¢; : H emd, then |c¢| = |¢y], which by induction contains only L variables.
The other subcases are similar. ]

We now specialise fast simulation from arbitrary Markov chains to the particular
Markov chain of well-typed configurations (c, #) of our random assignment language. In
addition, we impose the requirement that the simulating configuration’s memory must be
low equivalent to the simulated configuration’s memory.

Definition 4.2. A binary relation R on well-typed configurations is a fast low simulation if
R is a fast simulation such that whenever (cy, u1)R(ca, t2), we have py ~p .

Recall that in set theory any function is also a relation. Hence, our stripping function
can also be viewed as a relation. When we view it that way, we use the notation |-] to
denote the stripping relation, and write (cq, t1)]*](c2, 42) to denote |(c1, u1)| = (2, i2).

We are now ready for our main theorem, which is that the relation |-] is a fast low
simulation. But first we give an example that illustrates how the behaviours of (¢, u) and
| (¢, )] can differ. Consider the program

while 7 do h < {0,1};
l:=1
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and its stripped version
=1

Notice that under memory {h = 1,/ = 0} the original program can run for an arbitrary
number of steps; it has infinitely many terminating traces, whose probabilities sum to 1.
In contrast, the stripped program always terminates in exactly one step.

Theorem 4.2. |-] is a fast low simulation.

Proof. First note that if (c,u)|-|(d,v), we have v = |u|, which implies p ~; v. More
substantially, we must show that || is a fast simulation. By Theorem 3.3, it suffices to
show the stronger result that |-| is a simple fast simulation. Note that the stronger result
is easier to prove because it gives us a stronger induction hypothesis to use in the case of
¢1;¢. (This is an example of what George Polya called the ‘Inventor’s Paradox’.)

Now suppose that (¢, p)|-](d, v), which means that d = |¢| and v = |u]. We must show
that either condition 1 or 2 of Definition 3.5 holds, which we will do by induction on the
structure of c.

First, if ¢ has type H c¢md, then d = done. Now consider the (possibly infinite) set of
successors of (¢, u):

(c, 1) I, (c1, 1)
(e, 1) = (c2p12)
(e 1) = (c3113)

For every i, by Subject Reduction, we have ¢; : H cmd, and by Confinement, we have
u;i ~r u. Hence we have (c¢;, u;)| | (d,v). Thus we can see that condition 1 of Definition 3.5
is satisfied.

Next, if ¢ does not have type H c¢md, we consider each of the possible forms of ¢ in
turn:

e =x:=e
So we have d = c¢. By update,, we have x : L var and e : L. So by Simple Security
and the fact that v = |u], we have u(e) = v(e), which implies that v[x := v(e)] =

| u[x := p(e)]]. Hence the move (c, ,u)—1>(d0ne,u[x := u(e)]) is matched by the move
(d,v)—1>(d0ne,v[x := v(e)]). Formally, condition 2 of Definition 3.5 is satisfied by

choosing
O((done, u[x = u(e)])) = (done, v[x := v(e)]).
Q)¢ = x< a.
This case is similar to case (1). Again d = ¢ and each move (c, y)g—(v)»(done, ulx :==v])
is matched by (d,v)g—(v)»(done,v[x :=v]). Formally, for each v such that 2(v) > 0, we
choose

o((done, u[x :=v])) = (done, v[x = v]).

(3) ¢ = if e then c; else c».
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So we have d = if e then |c¢{] else |¢,2]. By if,, we have e : L and by Simple Security,
le) = v(e). So if u(e) # 0, then (c, W)——(c1, ) is matched by (d,v)——(lc1],v)
Formally, we choose
o(er, ) = (Lerl,v)

The case when pu(e) = 0 is similar.

(4) ¢ = while e do ¢;.
So we have d = while e do |c¢(]. By while,, we have e : L and ¢; does not have type
H c¢md. By Simple Security, u(e) = v(e). So if u(e) # 0, the move

(c, u)—1>(cl;while e do cy, )
is matched by
(d,v)—>(|c1];while e do |c1],v)
— notice that because ¢; does not have type H cmd, we have
|c1;while e do ¢{| = |¢1];while e do |cq].
Formally, we choose
0((cy; while e do ¢, 1)) = (|c1];while e do |c¢{],v).

The case when pu(e) = 0 is similar.
(5) ¢ = c;0
First note that under rule compose,, any move from (cy;ca, 1) results from a move

14
(Clz ,Ll)—>(c/1, ,LL/)

where ¢; may or may not be done.
If ¢| = done, the move is

p
(c1;ca, W)—>(c2, 1),

and if ¢| # done, the move is

(c1: 2, p)—(ch 32, ).
Now we consider subcases, depending on the types of ¢; and ¢;:
(a) If ¢; has type H cmd, then d = |c,]. By Subject Reduction, we have ¢ : H cmd,
and by Confinement we have ¢/ ~;, u. Hence (d, v) can match either of the possible

moves from (c;;cp, 1) by doing nothing, since we have both (cp, )| ](d,v) and
(¢};c2, ) [-1(d,v). So condition 1 of Definition 3.5 is satisfied".

(b) If neither ¢; nor ¢, has type H cmd, then d = |cq];|c2]. We define di = |cq]
and d; = |c¢2]. Now, by induction, (d;,v) can match the moves from (cy, u) so

 Note that this is the critical case that prevents us from showing that |-| is a strong simulation. For example,
if cish:=2;1 :=3and pis {h =0,l =1}, then d is | := 3 and v is {I = 1}. In this case the move

(c, u)—1>(l = 3,{h = 2,1 = 1}) cannot be matched by the move (d, v)—l>(done,{l = 3}), since the resulting
memories are not low equivalent. Instead (d,v) must match the move by doing nothing.
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that either condition 1 or 2 of Definition 3.5 is satisfied. We consider these two

possibilities in turn:

— If condition 1 is satisfied, we always have (¢}, u')||(d1,v). Now observe that
d; cannot be done, since d; = |c;| and ¢; does not have type H c¢md. This
implies that ¢} cannot have type H cmd and, in particular, that ¢} is not done.
Hence each move from ¢ must be (cy;c¢s, ,u)L(c/l;cz, ). Moreover, we have
(¢};¢2, W)"](dy; da, v). Hence condition 1 is satisfied for (c;; ¢, 1) and (dy; da, v).

— If condition 2 is satisfied, there is a bijection § from the successors of (cy, i) to
the successors of (dy,v). If we let (df,v’) denote J((c}, /'), then under condition
2 we have (dy, v)——(d|,v') and (¢}, )| -] (d;,v").

Now consider c}.

If ¢| = done, the move from (c;;ca, pt) is (152, u)—p>(c2,//). In this case we
also have d| = done, so we have the matching move (d; ;da, v)—p>(d2, V).

If ¢ + done, the move from (c;;c2, pt) is (c1;c2, u)—p>(c’1;cz, ). This move is
matched by (d; ;dz,v)i»( | ;d2,v"), but only if ¢| does not have type H cmd.
This is because if ¢} : H cmd, then |c|;c2] = |[c2] = da # di;d>, but in this
case we have d| = done, which means that we actually have the matching move

(dy da, v)—(da, ).
(c) Finally, if ¢; does not have type H cmd and ¢, : H cmd, the argument is essentially
the same as in case (b). ]

We can now prove that if (¢, u) is well typed and can terminate within at most n steps
with its L variables having certain values, then |(c, )| can do the same, with probability
at least as great (this property was claimed, without proof, as Smith and Alpizar (2006,
Theorem 3.6)).

We will say that a low memory property @ is any property that depends only on the
values of L variables. For example, if x and y are L variables, then ‘x = 5 and y is even’
is a low memory property.

Theorem 4.3. Let ¢ be well typed and ® be a low memory property. For any n, the
probability that (¢, u) terminates within n steps in a final memory satisfying ® is less than
or equal to the corresponding probability for |(c, u)].

Proof. By Theorem 4.2, |-| is a fast simulation. Let T = {(done,v) | v satisfies ®}. It
is easy to see that T is upwards closed with respect to |-| since if (done,v;) € T and
(done, v{)|-|(done, v,), then v; satisfies ® and v{ ~;, vo, which implies that v, also satisfies
®. Therefore we can apply Theorem 3.2 to deduce that Pr((c, u),n, T) < Pr(|(c,w)|,n, T)
for every n. ]

T An example illustrating this scenario is when ¢ is (if O then [ := 1 else h := 2);[ := 3. This goes in one step
to h :=2;1 := 3, which strips to [ := 3. In this case,

L] = (if O then [ := 1 else done);[ := 3,

which goes in one step to | = 3.
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Note that we can extend Theorem 4.3 to the case of eventually terminating in T, since
the probability of eventually terminating in T is just lim,_, Pr((c, u),n, T).

5. Applications

Theorem 4.3 gives us the ability to quantify how the behaviour of a well-typed program
¢ can deviate from its stripped version |¢]. But it also gives us a way to quantify how the
behaviour of ¢ under memory u can deviate from its behaviour under v, assuming that u
and v are low equivalent. The reason is that, by Lemma 4.1, |¢| contains only L variables,
which means that its behaviour under pu must be identical to its behaviour under v. Hence
we can build a ‘bridge’ between (¢, u) and (c,v):
(eop) 22 (e, ) = (Lol L)) R (),

In this section, we develop several applications of these ideas.

First, suppose ¢ is well typed and probabilistically total, which means that it halts with
probability 1 from all initial memories. Then (c, 1)’s non-termination bucket is empty,
which implies by Theorem 4.3 that (c,u)’s buckets are identical to (|c], |u])’s buckets.
Similarly, (c,v)’s buckets are identical to (|c], |v])’s buckets. Hence, (c,u)’s buckets are
identical to (c,v)’s buckets. So we have proved the following corollary.

Corollary 5.1. If ¢ is well typed and probabilistically total, then ¢ satisfies probabilistic
non-interference.

This same result was proved in a different way as Smith and Alpizar (2006, Corollary 3.5)
— the proof there used a weak probabilistic bisimulation.

More interestingly, we can now prove an approximate probabilistic non-interference result
for well-typed programs whose probability of non-termination is bounded.

Corollary 5.2. Suppose ¢ is well typed and fails to terminate from any initial memory
with probability at most p. If 4 and v are low equivalent, then the deviation between the
distributions of L outcomes under u and under v is at most 2p.

Proof. Since (c, u)’s non-termination bucket contains at most p units of water, the sum
of the absolute value of the differences between the L outcome buckets of (¢, u) and of
(lc], |p]) is at most p, and similarly for (c,v). Hence the sum of the absolute value of the
differences between the L outcome buckets of (c, 1) and of (c,v) is at most 2p. U]

Notice that the program in Figure 1 achieves the upper bound of this corollary. From
any initial memory, this program fails to terminate with probability at most 1/2, so here
p = 1/2. When h = 0, it terminates with [ = 0 with probability 1/2 and terminates
with [ = 1 with probability 0. When h = 1, it terminates with | = 0 with probability 0
and terminates with | = 1 with probability 1/2. Hence the deviation between the two
distributions of L outcomes is [1/2 — 0| 4+ |0 — 1/2| = 1, which is 2p. In general, applying
Corollary 5.2 usefully requires a good bound p on the probability of non-termination; of
course such bounds may be hard to obtain.
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As an application of the approximate non-interference result, notice that an adversary
o/, given the final values of ¢’s L variables, might try to distinguish between initial
memories u and v through statistical hypothesis testing. Assuming that the probability
p of non-termination is small, then the approximate non-interference property gives us
a way to bound .o/’s ability to do this. Similar ideas are considered (in the context of a
process algebra) in Di Pierro et al. (2002).

Finally, we stress that Theorem 4.3 is critical to all of the main results of our earlier
paper Smith and Alpizar (2006). For instance, Theorem 4.1 of that paper is a reduction
proof that shows that it is sound to give type L to the encryption of an H expression,
under a suitably chosen and protected symmetric key, provided the encryption scheme is
IND-CPA secure’. (Note that such a rule violates the Denning restrictions, which would
classify &(h) as H.) We define a leaking adversary % to be a program in the language of
Smith and Alpizar (2006) that tries to leak a randomly initialised one-bit H variable h
into an L variable [. If % succeeds with probability g, then its leaking advantage is 2q — 1.
(It is defined in this way because # can trivially succeed with probability 1/2.) Smith and
Alpizar (2006, Theorem 4.1) shows that if a leaking adversary % is well typed under the
Denning restrictions together with the above rule for typing encryptions, then there exists
an IND-CPA adversary .o/ such that:

— o/ is about as efficient as %; and
— «o/’s IND-CPA advantage is at least half of #’s leaking advantage.

The reduction works roughly as follows. First, .7 runs % with a randomly chosen value
of h. Then, whenever 4 calls its encryption primitive &(e), .o/ passes the pair (0", ¢e) to its
LR oracle and returns the result to 4. When % terminates, .o/ guesses that b = 1 if #
was successful in leaking h and guesses that b = 0 otherwise. Now, if b = 1, then £ is
run faithfully, and if b = 0, then 4 is run simply as a random assignment program (since
its encryptions &'(e) just return &k (0"), which is a random number that has nothing to
do with e). Subtly, this introduces the possibility of non-termination when b = 0. Hence,
to prove that .o/’s IND-CPA advantage is as claimed, we need a precise characterisation
of the behaviour of random assignment programs, as is given by Theorem 4.3. See Smith
and Alpizar (2006) for the details.

6. Related work and conclusions

This paper has shown that, under the Denning restrictions, well-typed probabilistic
programs are guaranteed to satisfy an approximate probabilistic non-interference property,
provided the probability of non-termination is small. The proof is based on a new notion
of fast simulation, which builds on the work in Baier et al. (2005) on strong and weak

f An IND-CPA adversary ./ (Bellare and Rogaway 2005) is given an LR oracle of the form &g (LR(:,, b)),
where K is a randomly generated key and b is an internal selection bit, which is either 0 or 1. When &/
sends a pair of equal-length messages (Mo, M) to the LR oracle, it returns &k (Mjp). Thus, when .o/ sends
a sequence of pairs of messages to the LR oracle, it either gets back encryptions of the left messages (if
b = 0) or encryptions of the right messages (if b = 1). .o/’s challenge is to guess the value of b; the encryption
scheme is IND-CPA secure if an efficient ./ cannot succeed with probability significantly better than 1/2.
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simulation on discrete and continuous Markov chains. The theorem that stripping is a
fast simulation shows that the theory of probabilistic simulation can be applied fruitfully
to the secure information flow problem, giving another proof technique in addition to
the more common bisimulation-based approach of papers like Laud and Vene (2005),
Smith and Alpizar (2006) and Fournet and Rezk (2008) on languages with cryptography,
and Abadi et al. (1998), Smith and Volpano (1998), Smith (2003), Abadi et al. (2006),
Focardi and Centenaro (2008) on multi-threaded languages. The recent work Alpizar
and Smith (2009) on secure information flow in a distributed language also makes
use of the technique of stripping and fast simulation, although in a non-probabilistic
context.

Stripping is somewhat reminiscent of the work in Agat (2000), which proposes
the elimination of external timing leaks in programs through a transformation-based
approach. But our stripping operation is not an implementation technique, but rather a
thought experiment that we use to better understand the behaviour of programs under the
Denning restrictions.

The theme of our paper is somewhat similar to Malacaria (2007), which uses Shannon’s
information theory to assign a quantitative measure to the amount of leakage caused by
while loops. However, the focus in that paper is not on leaks caused by non-termination,
but rather on while loops that violate the Denning restrictions, for example, by assigning
to an L variable in the body of a while loop with an H guard. Nevertheless, it would be
interesting to explore deeper connections between that work and this.

More closely related to our work is Askarov et al. (2008), which explores termination-
insensitive non-interference (as guaranteed by the Denning restrictions) in the context of a
deterministic programming language with an output command. The authors observe that
such programs can leak an unbounded amount of information (albeit slowly) by going
into an infinite loop at some point within a sequence of outputs.
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