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Abstract

The term data sovereignty—the principle that data is subject to the laws and governance of the country where it is
collected or stored—faces implementation challenges. The legal deadlock over how to regulate transatlantic (E.U.–U.
S.) data transfers reveal the difficulties of asserting “sovereignty” over data, a resource that flows transnationally
through digital technologies. Among global regulatory efforts, the European Union’s struggle to ensure the
supremacy of its data protection and privacy laws represents an interesting case from which to derive new theoretical
and conceptual insights. This paper advances data agency—as agency mediated by data, not over it. The intention is
to advance a term that moves beyond the limits of data sovereignty to explain how governance over data-driven
systems is distributed and contested. The manuscript suggests pragmatic pathways for more effective governance as
mere “control” over data is not enough to achieve meaningful insights derived from data technologies.

Policy Significance Statement

The concept of data sovereignty has reached a discursive impasse, often inadequately explaining some regulatory
policies given the complexities of global data flows and power asymmetries in the digital age. While the idea of
“sovereignty” provides a crucial legal foundation for data governance, its overemphasis on control and
jurisdiction often obscures more pragmatic pathways to benefit from data technologies. This paper argues for a
necessary conceptual expansion towards data agency, a framework rooted in relational and distributed understand-
ings of shared capabilities for decision-making and action. This framing can capture past E.U. policy decisions
focused not on data localization, but on strategically building functional capacity, exporting its normative ideas and
laws to other countries, and redistributing agency in the data economy through legal frameworks that promotemore
trusted data sharing, decentralized technologies, and democratic discussions.

1. Introduction

The capacity of individuals and groups to reflect on their routines and act according to their best interests
—an exercise of agency—is increasinglymediated by data-driven technologies designed by actors whose
goals do not always align with those of the users they serve. Information derived from such technologies
does not merely inform decision-making and behaviour; it reconfigures the very structures that make
these possible. For example, the spread and pervasiveness of algorithms on social media do not merely
present content; they restructure how users allocate attention, form opinions, and perceive the world,
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unprecedentedly altering the structure that organizes agency during human–machine interactions. This
paper advances a conceptual framework for the study of the interplay between data and agency. In its
broadest sense, data agency is not merely agency over data, but agency mediated by data.

This construct is intended to empower widespread political and academic discourses that call for
greater sovereignty over data at the individual, organizational, or national levels. Nonetheless, this
requires to also reflect and critiquing these discourses for failing to account for how control over
information flowing from digital technologies is distributed and contested. Only in this way can advocates
for structural change in the governance of data arrive at a compromise between control and
meaningful use.

Recognizing the growing societal effects of data technologies, the European Commission, through its
European strategy for data, sought to articulate a vision for the EuropeanUnion to “become a leading role
model for a society empowered by data”, justifying the imperative of increasing the access, sharing and
use of data among more societal actors and sectors (European Commission, 2020a, p. 1). To support this
agenda, the term “sovereignty” became aword choice in policy and academic discourses (Adler-Nissen&
Eggeling, 2024; Pohle and Thiel, 2020). Over the years, the concept of data sovereignty gained popularity
amidst political and legal scandals (e.g., the 2013 Snowden revelations, the rulings of theMax Schrems I
and II cases, or the 2018 Facebook–Cambridge Analytica affair). Nonetheless, in an interconnected world
and digital space, national policies worldwide designed to increase control and decrease external reach
have proven to be difficult to implement and, in some cases, undesirable for economic growth and global
governance (Chander and Sun, 2023). Such tension is set to continue to be a matter of discussion among
key internal members and external partners in every digitalized country.

In the E.U. context, proposed policies to increase sovereignty in the cloud have failed to reach
agreement in the past (DIGITALEUROPE, 2022; Chee, 2024). Nevertheless, in 2026, the European
Commission launched the Tech Sovereignty Package, introducing a relatively more open-ended
framework for interpreting sovereignty-oriented requirements for certain sensitive data processed in
the cloud than past proposed regulations. Notably, the communication of the strategy includes
guidelines to promote technological independence through open-source software development
(European Commission, 2026).

Amidst increasing warfare, geopolitical and geoeconomic tensions, and systemic changes in global
trading and financing due to the crisis of the liberal order marked by U.S. hegemony, there is stronger
recognition that building the necessary infrastructure to host domestic data in order to shield the most
sensitive types while promoting technological self-reliance through open-source software is strategically
vital. As such, this manuscript calls for a reflection on previous policy decisions to provide lessons for the
future and to balance the tensions between global data flows and the protection of domestic data.

By introducing data agency, this manuscript argues that certain framings provided by the idea of
sovereignty should be rethought and, in certain respects, abandoned.Making room for new terminology is
necessary so policymakers can better articulate how the growing influence of data technologies is shaping
human lives and the world’s dynamics amidst pervasive surveillance, expanding asymmetries—where
fewer entities increasingly control larger volumes of data—and the rise of machine–human interaction,
which simultaneously empowers and diminishes human agency.

Following this introduction, the paper provides a critique of “data sovereignty,” reflecting on its
deviation from its original understanding as the principle whereby the use of data is subject to the laws of
the country where it is stored or processed (Irion, 2012). While widely invoked in policy and academic
discourse, data sovereignty has become too ambiguous and overextended. It spans multiple domains—
from cross-border legislation and IT infrastructure to healthcare—and applies to diverse actors, from
states and organizations to citizens and Indigenous communities (Hummel et al., 2021). Sovereignty
covers a whole range of heterogeneous notions depicting legal control, ownership, privacy, national
security, and inclusion, making it difficult to operationalize. Nonetheless, sovereignty remains a powerful
concept for claiming one’s rights but, which, nevertheless, can also transform the term into what
philosophers and linguistics warned: an empty signifier (i.e., a concept that has become obsolete due
to its overuse) that fails to promote its intention of emancipation.
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Section 2 analyses the unresolved dispute between the European Union and the United States over
transatlantic data transfers and the commercialization of the term data sovereignty as a cloud solution as an
illustrative case that highlights Europe’s difficulties in guaranteeing the supremacy of local laws over
foreign ones. Section 3 advances the concept of data agency, exploring the philosophical foundations of
relational and distributed agency and its interplay with data, analysing how (data) structures shape (data)
agency and vice versa, as well as how increasing human–machine collaboration reconfigures exercising
agency. Building on this conceptualization, Section 4 discusses how data technologies are reshaping
global economies and outlines forward-looking recommendations for mitigating the potential downsides
and exploiting the advantages of a world where agency is ever more channelled by data technologies,
including regarding data transfers.

2. Critique of data sovereignty

Polatin-Reuben and Wright (2014, p. 1) define data sovereignty as a “catch-all term” that, nonetheless,
includes “the attempt by nation-states to subject data flows to national jurisdictions.” Yet, the use of this
concept has extended significantly across several symbolic networks, as shown in Hummel et al.’s (2021)
review of 341 publications, which finds wide disagreement about which agents (e.g., individuals,
organizations, states) sovereignty applies to, what values it denotes (such as control, privacy, and
ownership, inclusion), and in which contexts.

First, data sovereignty has been evoked in various domains concerning cross-border data flows
legislation (e.g., debates about data localization), IT infrastructure (e.g., European cloud projects),
medical research (e.g., patient data rights), and societal affairs (e.g., Indigenous peoples’ data govern-
ance). Second, data sovereignty can be attributed to diverse agents, including states asserting authority
over national data infrastructures, organizations managing access to proprietary datasets, individual
citizens seeking control over personal data, and Indigenous communities claiming governance over data
concerning their peoples. Third, data sovereignty can be understood in multiple ways: as an ability or
capacity (e.g., to determine the conditions of data access), a right (as in data-subject rights under privacy
law), the outcome of specific legislation (such as data governance frameworks), a means of enabling
beneficial data use (through controlled sharing), or a matter of confidentiality and national security (e.g.,
limiting foreign access to sensitive datasets), and even an extension of traditional sovereignty claims into
the realm of data technologies. Finally, the values that underpin data sovereignty are also heterogeneous,
including principles such as control, power, and ownership (over data use and infrastructures), the
protection of privacy and the regulation of data flows, and broader normative ideals such as inclusive
deliberation, representation, and participation in data governance (Hummel et al., 2021).

The historical resonance and global relevance of “sovereignty”make it a powerful root word, often paired
with prefixes specifying the domain or resource asserted—such as health or food. In this sense, sovereignty
functions as amaster signifier in societal discourse, its popularity stemming from its ability to symbolize and
structure a broad network of meanings within ideological discourse (Laclau andMouffe, 1985). To preserve
their appeal, signifiers like “sovereignty” (e.g., democracy, communism, and justice) should remain
ambiguous andopen to diverse interpretations, serving as nodal points aroundwhich other signifiers stabilize,
regardless of disparity. For example, energy sovereigntymight encompass various environmental, economic,
political, and social dimensions. The paradox is that this success comes at a cost—themore the signifier tries
to unify different elements, the more it risks emptying itself of determinate meaning.

Different actors—governments, corporations, activists, and citizens—continue to struggle to define
what sovereignty over data means. Thus, its meaning is highly contingent, shifting over time depending
on the balance of power, technological advancements, and ideological movements. This flexibility may
render signifiers like sovereignty “empty signifiers”which “name the positive reverse of an experience of
historical limitation” (Butler et al., 2000, p. 185). Indeed, data sovereignty is evoked in a particular
historical setting by communities who precisely lack control over data. Because fulfilling the goal of
having absolute control over data flows is seemingly unfeasible (Polatin-Reuben and Wright, 2014),
empty signifiers like data sovereignty emerge to represent the absence of such completeness.
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There is broad consensus that data, as a strategic resource, is increasingly the object of competition
between sovereign states striving to control its flow while balancing national interests. Yet globalization
and the Internet have eroded “the ability of states to control movement across their borders,” including
information (Krasner, 2001, p. 19). The multidimensional architecture of digital information functions as
a “rhizomatic” system of non-hierarchical, interconnected nodes that blur lines between virtual and real,
transcend boundaries, elude state control, bypass consent, and challenge cybersecurity protocols
(Mueller, 2020). Substantial gaps in controlling data flows may always exist. Still, laws to manage digital
information across borders will continue to emerge.

Although sovereignty is often invoked to pursue specific ends, such as autonomy, wealth or security, it
tautologically refers to itself only—it can be demanded for its own sake, as its self-referential semantics
show (Přibáň, 2015). Sovereignty retains significance simply because it asserts its own importance, which
perpetuates its relevance in the discourse. Ultimately, the reliance on the term “sovereignty” to claim
control over data has allowed for the construction of a more coherent and persuasive narrative.
Inadvertently, nowadays, its success as a discursive frame is limiting a more holistic view that focuses
on other aspects of the data value chain such as how data generates value for different actors, how
infrastructures are designed and organized, how power and benefits are distributed across the ecosystem,
or how dependencies constrain effective participation.

Seeking a binary legal understanding of data sovereignty (i.e., whether a country’s data laws prevail
over others) may be counterproductive. Concepts like the supremacy of law and its extraterritoriality are
neither absolute nor guaranteed but shaped by real-world factors such as states’ and organizations’
capabilities and actions to control data. Data sovereignty is thus better linked to an evolved understanding
of sovereignty as the pursuit of governmental action, rather than the Westphalian idea of absolute state
authority over territory. This renders sovereignty an empirical issue, characterized by nuance (March and
Scieferdecker, 2023). Therefore, a more productive analysis of data sovereignty would shift the question
from if a state is sovereign to how it is sovereign, asking: Towhat extent, and throughwhat specific actions
and capacities, can a polity like the E.U. govern data flows within and across its borders? Consequently,
the broad, forward-looking interpretation of “sovereignty” in the digital realm—as “a community’s
empowerment and its ability to control its destiny” (Rikap et al., 2024)—aligns not with a static claim
of control over data, but with the dynamic, capacity-oriented concept of data agency.

The remainder of this section explores the challenges faced by the European Union in the context of
transatlantic data transfers as a case study to understand how some E.U. policy decisions did not just
pursue data sovereignty but also cultivated data agency. The issues surrounding the regulation of global
data transfers offer an illustrative case of the conceptual limitations of data sovereignty and the need to
develop new terms.

2.1. Transatlantic data transfers

The E.U.–U.S. cross-border data relationship is the largest one and underpins $7.1 trillion in trade and
investment (The White House, 2022). However, this relationship is highly asymmetrical. Despite
Europe’s larger population size and economic output, the European Commission (2021, p. 3) estimated
that 90% of the European Union’s data is managed by U.S. firms. Such an imbalance has created
difficulties for enforcing the European Union’s relatively stronger privacy and data protection standards
(while also influencing the evolution of these standards over the years) (Farrell and Newman, 2016).

Before the 2013 Snowden leaks, Irion (2012) warned that cloud computing posed legal risks by
exposing public data to foreign laws and third-party access. This issue gained prominence after the
exposure of the U.S. National Security Agency’s (NSA) upstream and downstream surveillance practices
(Lyon, 2014). The former involved collecting communications as they traversed the Internet backbone,
and the latter, exemplified by the PRISMprogram, facilitated intercepting electronic communications and
data from major tech companies like Google, Microsoft, Facebook, and Apple. For example, upstream
surveillance allowed agencies to tap into phone communications, while downstream surveillance enabled
the collection and analysis of electronic signals gathered by devices, also known as signals intelligence
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(SIGINT). Following the global outcry triggered by the leaks, the challenge of exerting authority over data
was highlighted (De Hert and Boulet, 2013).

During the post-Snowden decade, the European Union has proposed, negotiated, and implemented
several regulations governing the flow of data to the U.S. The General Data Protection Regulation
(GDPR) is the most consequential, as it regulates transfers of personal data outside the European Union
(European Commission, 2016). Meanwhile, provisions in the Data Governance Act (European Com-
mission, 2022) and the Data Act (European Commission, 2023a) were designed to prevent unlawful
transfers as well as governmental third-party access. However, while E.U. regulators have aimed to shield
local data from third-party access, the U.S. government has approved laws that allow its agencies to tap
into data produced abroad, whether stored locally or overseas.

Among others, Section 702 of the 1978 U.S. Foreign Intelligence Surveillance Act (FISA) allows
surveillance of foreign entities and individuals. Targets extend beyond terrorists and criminals to include
foreign officials, diplomats, journalists, and others whose communications are deemed to hold intelli-
gence significance (United States, 1978). Similarly, the 1981 Executive Order (EO) 12,333 on SIGINT
gives the authority to gather, retain, analyse and share foreign SIGINT (Department of Defense, 1981).
The 2001 USA Patriot Act grants broad surveillance powers for counterterrorism (United States, 2001).
Finally, the 2018 CLOUD Act gives authorities the right to request from service providers data stored
abroad (Department of Justice, 2018).

Despite the fact that government access to data for national security purposes falls underMember State
competence pursuant to Article 4(2) of the Treaty on the European Union (European Union, 1992/2007),
which reserves national security as “the sole responsibility of each Member State,” the tension remains:
the European Union’s data protection framework is in contradiction with U.S. law. Furthermore, around
two-thirds of the cloud market is controlled by a handful of U.S. firms (Synergy Group, 2020). Hence,
making it complex for native cloud providers to scale within the E.U. territory.

Due to the extraterritorial components of the European Union’s privacy and data protection laws, the
region faces difficulties enforcing these rules in the context of transatlantic cross-border data transfers.
Under Article 45 of the GDPR, the European Commission can issue “adequacy decisions”—determin-
ations that a non-E.U. country provides a level of personal data protection essentially equivalent to that
guaranteed within the European Union (European Commission, 2016). Such decisions enable the free
flow of personal data to that foreign country without requiring additional safeguards. However, the Court
of Justice of the European Union (CJEU) has twice invalidated the Commission’s adequacy decisions in
the context of E.U.–U.S. data transfer frameworks—Safe Harbor in 2015 (Schrems I) and Privacy Shield
in 2020 (Schrems II)—ruling that the United States. failed to provide adequate protection of personal data
(Tracol, 2020).

The 2016 Privacy Shield, which over 5300 businesses depended on, was ruled invalid by the CJEU in
the Schrems II decision. The Court ruled that U.S. law permitted excessive bulk data collection without
adequate safeguards and failed to provide E.U. citizens with an effective judicial redress mechanism,
falling short of the “essentially equivalent” protection required by the GDPR (Tracol, 2020). In response,
the 2023 Data Privacy Framework sought to address these deficiencies. It introduced the principles of
“necessity” and “proportionality” to limit bulk data collection and established a two-tier redress mech-
anism: a Civil Liberties Protection Officer (CLPO) for initial complaints, with a second-tier review by a
newly created Data Protection Review Court (DPRC) composed of members independent from
U.S. intelligence agencies (European Commission, 2023b).

However, between the invalidation of the Privacy Shield in 2020 following the Schrems II decision and
the implementation of the 2023 Data Privacy Framework, E.U.–U.S. personal data transfers remained
legally uncertain. While transfers could continue using alternative mechanisms such as standard con-
tractual clauses (SCCs), these contractual safeguards do not bind third parties, including government
authorities, and thus cannot address the fundamental concern of U.S. intelligence access to E.U. data.

Following a binding decision by the EuropeanData Protection Board (EDPB), the Irish data protection
authority issued a landmark €1.2 billion fine to Meta Ireland in May 2023, coinciding with the GDPR’s
5th anniversary (European Data Protection Board, 2023). More specifically, Meta failed to protect
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E.U. data subjects against U.S. Section 702 of FISA. The core of the finding was that Meta’s chosen legal
mechanism for transfer (SCCs) was invalidated because it could not protect the data in practice from
access by U.S. public authorities under laws like Section 702 of FISA.

In its first periodic review of the Data Privacy Framework, the European Commission offered a
positive assessment of the framework (European Commission, 2024a). Soon after, the EDPB applauded
the progress but criticized the lack of proactive compliance checks by the U.S. Department of Commerce
(DoC) and the Federal Trade Commission (FTC), arguing that the low number of complaints does not
necessarily indicate compliance (European Data Protection Board, 2024). Furthermore, the controversial
Section 702 of the 1978 U.S. FISA, set to expire in late 2023, received a temporary extension until April
2024, followed by a 2-year extension, making it a topic of debate until the next decision in 2026 (Marquis,
2024). Legally, there is an uphill struggle ahead in defining the future of the largest and possibly most
asymmetrical (in absolute terms) data relationship in the world. Given that a resolution to this legal
struggle appears unlikely in the foreseeable future, an analysis focused solely on the pursuit of the idea of
data sovereignty in the strictest sense may fail to capture the less ambitious but more pragmatic tactics
currently being discussed in the E.U. regarding the exploitation of data technologies and use.

2.2. The commercialization of data sovereignty

AsE.U. data producers, fromorganizations to individual, lack strict sovereignty over their data in the context
of transatlantic data transfers, and despite legal efforts to address this issue, the idea of “data sovereignty”
gradually took on a new meaning: as a commercialized solution based on data localization. This can be
exemplified by the European Union Agency for Cybersecurity’s (ENISA) Cybersecurity Certification
Scheme for Cloud Services (EUCS) draft, which proposed “sovereignty requirements” mandating that for
certain categories of data held by critical entities such as government bodies, healthcare services, and critical
infrastructure providers. Under the EUCS, cloud service providers (CSPs) must ensure that data processing
and storage occur exclusively within the European Union to safeguard sensitive data from non-E.U.
jurisdictions (European Union Agency for Cybersecurity, 2020). The draft also specified that CSPs seeking
to achieve the highest security assurance levels would need to maintain their global headquarters and key
operational offices within the European Union, which would potentially exclude foreign CSPs.

The hyperscalers—Amazon (AWS) (Amazon Web Services 2022, Microsoft (Azure) (Microsoft,
2022), and Google (Google Cloud, 2022)—announced data sovereignty solutions to ensure “cloud on
Europe’s terms.”These offerings promised to keep data within European borders and employ local staff to
oversee operations but did not address the fundamental issue of foreign government access. This is due to
the scope of U.S. laws, such as FISA or the CLOUD Act, which allow U.S. public authorities to access
data stored abroad. Meanwhile, some European CSPs, immune to foreign law, positioned themselves as
aligned with the European Union’s data sovereignty agenda (OVH, 2022). Yet, as latecomers into the
industry, they face limitations in developing the competitive products offered by the American scaling
giants, particularly for training cutting-edge AI systems that require extensive computational power
(Bauer and Lamprecht, 2023; Blancato, 2024). As a result, the term “data sovereignty”was appropriated
by both local and foreign CSPs.

Industry groups warned that Europe should not exclude foreign CSPs offering the latest technologies,
as this could harm the local ecosystem (Chee, 2024). Although the sovereignty requirements targeted data
controlled by critical entities, lobbyists argued this could lead to broader restrictions. Restricting access to
foreign CSPs was viewed as counterproductive, as local companies could not match the advanced
technologies and prices of established providers (DIGITALEUROPE, 2022; Bauer, 2023). Additionally,
claimsweremade that the sovereignty requirements violatedWorld TradeOrganization principles (Center
for Strategic and International Studies, 2023). The recurring argument against sovereignty calls is that
Europe risks excluding itself from economic growth and technological progress. Ultimately, the sover-
eignty requirements in the draft of the EUCS were discarded.

European cloud companies might not narrow the transatlantic data asymmetry in the short term
(Blancato, 2024). Despite rising revenues, they are losingmarket share to their U.S. counterparts (Synergy
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Research Group, 2022). Because U.S. cloud giants continue to offer their latest services to European
customers, the purely market-driven incentive to develop a robust native infrastructure is less apparent.
However, this commercial reality exists in tension with strategic goals for competitiveness, sovereignty,
and reduced external dependency. Simultaneously, the European Union cannot block foreign CSPs to
increase the urgency to grow its own infrastructure, as U.S.-based CSPs offer scalable, cutting-edge
solutions upon which ancillary critical technologies depend.

The transatlantic data relationship can be understood through the lens of the North–South dependency
theory of economic development. Between the United States and the European Union, one observes key
“features of the periphery and semi-periphery relations” such as “a high penetration by foreign capital”
and “a heavy technological dependence” (Tausch, 2010, p. 469). Nonetheless, as the new interdependence
approach highlights, overlaps also create power asymmetries that offer new opportunities to non-state
actors (Farrell and Newman, 2016). In this regard, one can observe how new players, from transnational
businesses to privacy activists (e.g., Max Schrems), are playing a crucial role in defining the future of
transnational data transfers.

2.3. Beyond sovereignty

The previous subsections have highlighted three limitations of data sovereignty as an analytical concept.
First, the term is highly contested and unstable, encompassing diverse actors, objectives, and governance
arrangements. Second, because exercising control over data flows is challenging due to the technical
architecture of the Internet and the realities of global interdependence, makes data sovereignty an effort
that either demands: (1) greater cooperation with countries that export data originating in the European
Union to reconcile legal frameworks between worldwide jurisdictions, or (2) the development of E.U.-
based autonomous technological, legal, and infrastructural capacities capable of reducing external
dependencies. Both efforts should be pursued. Third, the discourse of data sovereignty has increasingly
been translated into commercial and infrastructural solutions—particularly cloud localization strategies
that do not necessarily resolve the underlying challenges of foreign laws, technological dependence, or
asymmetric market power.

To explainwhyE.U. policy is struggling to resolve themismatch between its strong data protection and
privacy laws and the United States’s comparatively weaker laws regarding access to foreign data, one
could focus on the institutional, political, and economic constraints that shape policymaking in an
interdependent digital economy. Such an analysis would not only pay attention to the struggle to
coordinate and implement a successful strategy among E.U. internal stakeholders or to the expensive
lobby efforts from domestic and foreign firms that have strongly shaped policy decisions during the first
quarter of the 21st century, but also to a long-lasting mutual interest in maintaining high cooperation
between the European Union and the United States over security and diplomatic issues (Farrell and
Newman, 2019). Indeed, taking a drastic legal shift to force the supremacy of local laws over U.S. law
might not have been in the best strategic interests for most of the E.U. Member States, at least, for now.

Contributing factors to this deadlock include an incapacity to defuse keyU.S. chokepoints in the digital
economy (i.e., structural leverage the U.S. wields through dominant tech platforms and critical financial
and technical infrastructure) (Farrell and Newman, 2023), potential cybersecurity risks regarding data
localization mandates (Swire et al., 2024), and fears of retaliation and missing out on the latest cloud
offerings (Bauer and Lamprecht, 2023). This complex web of constraints illustrates some of the practical
limits of data sovereignty as a concept in the face of geopolitical and economic realities. It shows that the
ultimate policy goal is not just to create a sense of sovereignty and independence in the Union.
Sovereignty, to yield benefits to the European Union and beyond, needs to be complemented by
innovative governance to avoid the catastrophic consequences of deglobalization and the weakening
of multilateralism (despite all its flaws).

The E.U.–U.S. data transfer negotiations have been presented by American think tanks as an
impossible “trilemma” for E.U. lawmakers, who were said to need to prioritize only two out of three
conflicting realities: (i) the protection of citizens’ right to privacy, (ii) unrestricted data flows, and
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(iii) personal data collection by U.S. intelligence agencies (Barker, 2020). Whether this trilemma will
continue to restrain the EuropeanUnion’s policy decisions will depend on its efforts to build the necessary
infrastructure to match the capabilities of United States and find new partners overseas.

Conversely, an alternative, pragmatic analysis would focus on what the European Union has achieved
by delaying full alignment with either approach: unrestricted data flows or strict data localization. Rather
than interpreting regulatory fragmentation as policy failure, it can be understood as a form of strategic
positioning to preserve regulatory power across more domains. Regarding data technologies, the
European Union has succeeded in exporting its standards worldwide, influencing other jurisdictions. It
has, arguably, benefited financially from investment inflows and knowledge-sharing (e.g., the concen-
tration of data centres in the Netherlands and Ireland), and from access to frontier AI and cloud
technologies, while also shaping the terms under which these technologies are deployed in the world’s
markets. In addition, the European Union has increased bargaining power in transatlantic negotiations by
repeatedly forcing the renegotiation of adequacy frameworks. These dynamics illustrate that the struggle
to pursue sovereignty has generated other forms of indirect influence that extend beyond territorial control
of data infrastructures.

Furthermore, the European Union has also envisioned how policy can stimulate the data economy, as
reflected in the following policies. First, building federated cloud infrastructure by funding projects like
the Gaia-X initiative to create an interoperable cloud ecosystem. Unlike a single “EU cloud,” Gaia-X is
designed as a standards-based network that allows different cloud providers to connect, enabling data and
service portability, and reducing dependency on any single vendor (Gaia-X, 2024). Second, establishing a
legal framework and funding data intermediaries through Chapter III of the Data Governance Act, the
European Union is fostering new business models for secure data sharing (European Commission, 2022).
Third, empowering users with rights: The right to data portability in the GDPR allows users to obtain and
reuse their personal data across different services, making it easier to switch providers and thus reducing
barriers to competition (European Commission, 2016). Opinions on the GDPR’s effects vary; some argue
that the regulation concentratesmarket power and limits data-driven innovation by restricting data sharing
(Gal and Aviv, 2020), while others claim that user rights can encourage compliance-driven and incre-
mental innovation (Blind et al., 2022). Fourth, preventing vendor lock-in: Chapter IV of the Data Act
mandates that cloud providers allow customers to switch to rival services without prohibitive costs or
technical obstacles (European Commission, 2023a).

Key to understanding this vision is the fact that the abovementioned efforts in the EuropeanUnion have
been complemented by discussions around implementing privacy-enhancing techniques (PETs) (Farrell
et al., 2023; Hurtado Ramírez et al., 2023) and advancing open-source software infrastructure (European
Commission, 2020b). PETs comprise technologies that allow data to be analysed for insights without
being centrally gathered or directly exposed. The European Commission’s strategy positions open-source
development as central to technological sovereignty, minimizing lock-ins and reducing dependency on
non-E.U. tech giants.

From this perspective, what emerges is not a lack of sovereignty, but rather a partial and evolving form
of influence exercised through regulatory, legal, and market-based instruments. This is where the concept
of data agency becomes useful. Data agency shifts attention away from whether actors possess absolute
control over data and, instead, focuses on the capacities through which they can shape data flows,
structure incentives, and impose norms within interdependent systems. In the E.U.–U.S. context, this
includes the ability to set extraterritorial compliance standards, to leverage Europe’s large market size to
export regulatory norms, and to mobilize institutions to recalibrate transatlantic data governance. This is
more than sovereignty.

3. Data agency

The concept of data agency should not be reduced to agency over data. This interpretation overlaps with
existing notions related to sovereignty and power, while overlooking key dimensions of data-mediated
agency unrelated to control and/or jurisdiction over data (sovereignty) (Hummel et al., 2021; Hellmeier

e44-8 Jaime Bernal

Downloaded from https://www.cambridge.org/core. 13 Nov 2026 at 10:54:19, subject to the Cambridge Core terms of use.

https://www.cambridge.org/core


and von Scherenberg, 2023) or influence and dominance of others through it (power) (Beer, 2009;
Couldry and Powell, 2014).

Baconian agency is marked by a recursive relationship between knowledge and power, where the
discovery of causes (through knowledge) that produce certain effects enables the ability to direct them
(through power) (Enfield and Kockelman, 2017). In this sense, data agency shares similarities with data
power (both could interpret data technologies as tools to exercise control), but they differ in important
ways. Data power is understood as power over others through information derived from data or
algorithmic decisions (Lynskey, 2019). Even though data agency can pre-empt data power, it does
not necessarily involve dominating others or processing their data without individuals’ consent
(Andrejevic, 2014).

Indeed, agency is interwoven among structures of power and knowledge and, despite being con-
strained by these external forces, resistance as agency is possible (Foucault, 1978). Crucially, this means
data agency can be exercised without subordinating others. Consider, for instance, individuals using
personal informatics tools that enable selective disclosure. Through these tools, users can cultivate data
agency by generating, interpreting, and acting on information to guide decisions about sleep, medication,
or exercise, for example (Li et al., 2010). This type of agency could becomemore andmore decentralized,
arising from oscillating interactions between users and the data they produce. It strengthens evidence-
based self-understanding and adaptive decision-making without subordinating others or relying on
anyone else’s data without their consent.

Having agency means the capacity to identify and engage with what is intelligible (Negarestani, 2018)
—in other words, “making sense of the world so as to act within it” (Couldry, 2014, p. 891). The
instrumental agency available in the age of data technologies is both a means and an end: a means to
achieve societal goals (e.g., better health outcomes or economic efficiency) and an end in itself as a form of
cultivated potential (e.g., data literacy, analytical infrastructure, and actionability). In other words, it is a
tool that individuals, organizations, and states use to enhance their agency (Enfield and Kockelman,
2017). Building this capacity becomes a primary strategic objective for empowerment in a data-driven
world. Thus, works on digital agency focus on education (Siddiq et al., 2024; Vartiainen et al., 2024), and
the sociological idea of agency as “the capacity of human beings to shape circumstances in which they
live” (Emirbayer and Mische, 1998, p. 965).

Hence, data agency could be conceived as a form of meta-agency—the capacity to reflect on and
influence one’s own agency to act in the world. It goes beyond the reactive, ex-post reflexivity of data-
driven decision-making, which might involve following predefined metrics or algorithmic outputs. Data
agency is a second-order capacity: it is an exercise in questioning metrics, understanding, shaping, and
constructing algorithms for decision-making, and reconfiguring the very systems through which data
informs action.

Moreover, agency exists across networks of human and non-human actors and is increasingly shaped
by the new ontologies constructed by data technologies. This process deepens the levels of intelligibility
by introducing qualitative (e.g., indices, classifications, and sentiment models) and quantitative (e.g.,
scores, metrics, and probabilities) dimensions to symbolize theworld andmanage global challenges, from
climate adaptation to public health crises, and the protection of animals. As such, data agency encom-
passes the data-mediated, oscillating distribution of agency across human and non-human networks.

Once interpreted and operationalized within a technical or social system, data functions as a pivotal
mediator of distributed agency (Enfield and Kockelman, 2017). In a relational sense, data acquires an
agentive capacity by shaping the possibilities, interpretations, and actions of agents within a network
(Latour, 1999). Thus, it is not the raw, uninterpreted data itself, but the socio-technical systems of
interpretation and action that operationalize data in channelling agency.

The next sections explore how structures shape agency and how agency emerges from structures
(Kennedy et al., 2015). “Structures” refer to the networks of human and non-human agents, including the
technical specifications, components, and broader economic and socio-political frameworks that influ-
ence the data value chain. Agency is deeply embedded and distributed across such structures. Thus, data
agency is not simply constrained by structures but actively reconfigures them. Crucially, data agency is
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neither external to nor simply constrained by these systems; it is deeply embeddedwithin them. This leads
to a recursive relationship: the structures of a system shape the agency possible within it, and that agency,
in turn, can reconfigure the structures themselves.

3.1. Structures in agency

Agency can be understood as a distributed capacity that emerges from interactions (Enfield and Kockel-
man, 2017). For example, consider the data agency involved in a near-miss encounter between an
autonomous vehicle and a pedestrian guided by an online map. Agency in this situation is not located
solely in the car’s algorithm or the pedestrian’s journey, but emerges from the dynamic, data-mediated
interaction between them. This perspective shifts the focus from who has agency to how agency is
constituted and exercised within a network.

Although agency mediated by data technologies differs from human agency, understanding the latter
helps conceptualize the former. In the body, sensory stimuli (light, sound, touch, etc.) are transformed into
neural signals (data that turns into information) and are subsequently interpreted by the brain to generate
(un)meaningful perceptions of the external world. This enables individuals to understand and interact
with their environment, forming the basis for human agency (Kant, 1785/2011). In this Kantian view,
agency is tied to rational autonomy, a capacity to act based on principles that transcend external forces. For
instance, an individual’s capacity to demand transparency about their personal data is contingent on legal
frameworks like the GDPR’s “right to explanation” (European Commission, 2016).

While machines’ apparent agency can be reduced to a set of processes (machines may emulate human
agency by assembling computations to simulate thought and action (Wooldridge and Jennings, 1995), true
agency is highly relational, shaped by the interplay of internal capabilities and external influences
(Negarestani, 2018). This relational perspective provides the crucial link for understanding agency in a
world where a lot of data could be relevant to tackle societal challenges but often remains untapped and
not curated (Susha et al., 2022).

In socio-technical systems, internal capabilities to cultivate data agency include human cognition (e.g.,
domain expertise, interpretive flexibility, data literacy, and critical judgement), but also computational
power, algorithmic design, and adaptability of non-human systems—exemplified bymultimodal systems
that synthesize data from diverse sources (text, images, and sensors) into coherent, potentially interpret-
able data (Devlin et al., 2018). Key external influences for organizations and academics to focus on
encompass social and legal norms, the technical architectures of data flows, the market dominance of
platforms with large scaling power, and the geopolitical realities of digital infrastructures. Data agency,
therefore, is the capacity that emerges from the continuous interplay between these human and non-human
agency-mediating agents. If collaboration is pursued across the data value chain, nations, regions, and the
world can better serve citizens and achieve adaptive resilience to crises.

Thus, data agency is a dynamic and relational process channelled by internal and external human and
non-human structures. Agency, rather than being independent, is distributed and oscillating. It is not
solely under the sovereignty of the rational subject as understood by classical philosophers. Neither
should it be under the control of governments, or other organizations, such as institutions or businesses.

3.2. Agency in structures

Collected data can be a tool of self-relation to render the world intelligible and guide actions. In the
Hegelian sense, self-relation refers to the process by which Geist (spirit) understands itself through
reflecting on its own development. AsNegarestani (2018, p. 26) puts it, “Geist utilizes the intelligibility of
its structural transformations (its history) as a model for conceiving itself.” In the realm of data agency,
self-relation involves how individuals, organizations, nations, and the international community use data
to understand causes and effects, inform their decisions and actions, and evaluate the resulting outcomes.
Information obtained from data is a necessary tool for self-reflecting and discerning patterns in one’s
history and, accordingly, guiding the evolution of Geist.
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Latour’s (1999) actor–network theory emphasizes that agency extends to non-human entities. Actor–
networks are made of human and non-human actants, including inanimate, immaterial, and abstract
entities, such as technologies, organizations, and ideas. As actants interact, they produce actions and
reactions in one another. Data channels agency across networks of actants. Thus, agency is distributed
within and across these networks, rather than contained within individual actants. Data agency is a
collective endeavour; it exists in the relations between actants that process, interpret, and act based on
data. Thus, the concept of data agency is a relational process with internal human and non-human
characteristics and is influenced by internal individual bodily processes, ideology, technological param-
eters, social structures, and the ever-changing nature of the world.

Agency, in this context, is the ability to act based on this understanding, and the concept of data agency
may articulate how this capacity is increasingly mediated by data technologies. Thus, data agency can be
seen as an iterative process where data are used to understand the past and shape the future. The cyclical
nature of self-relation is crucial for continuous improvement and adaptation. Therefore, data-driven self-
relation requires awareness of transformative eventualities that redefine paradigms. In confronting global
crises, for instance, cultivating agency requires a commitment to disruptive truths that expose systemic
risks over comforting models. This aligns with Badiou’s (2006) philosophy of the “event”—a radical
rupture that reconfigures the state of affairs and his idea of “fidelity,” which refers to the courage to
acknowledge the truth of events that reshape the world, no matter how uncomforting.

3.3. The agency paradox of human–machine collaboration

Data technologies are reshaping individuals, organizations, institutions, and economic, political, and
social relations, and so forth to create a newmode of production based on an “organising inorganic” digital
regime that is reshaping agency in unprecedented ways (Hui, 2019). The “organising” encompasses,
among others, the effects of data technologies in the world, while the inorganic refers to the fact that these
objects are not organic like animals, plants, or fungi. This regime is shaping the myriads of forms of how
humanity could develop. In the context of human–machine collaboration, questions about intentionality,
motivation, self-efficacy, and self-regulation ought to be thoroughly examined to cultivate agency
(Sharma et al., 2024).

This challenge is fuelled by the libidinal systematic transformation of individuals’ sense of privacy,
cognitive abilities, addictive behaviour, dependencies on technology for everyday life, social behaviour, and
creativity. Users’ interactions with data technologies create the raw material to train algorithms and,
sometimes, arguably, not in their best interest or the common good. While the constant processing of data
does not always align with the aforementioned elements, it has the potential to train systems’ capacity to
digest complexification by anticipating and increasing actionable control over future eventualities. Para-
doxically, the very effects of data technologies in the world increase this complexification, nonetheless.

When high data quality is pursued, and biases are minimized, and when the currently controversial
high centralization of data’s capacity to function as an effective “means of prediction” is increasingly
decentralized and democratized (i.e., not under the control of a few platforms, organizations, or
governments), data agency can be better cultivated. Therefore, shifting to governance modes where
individuals have greater sovereignty and agency over data, a more sustainable and fairer world can be
pursued (Kasy, 2025).

For Kant, agency includes the capacity to reflect on one’s actions through reason and shared principles.
Yet intricate computational mechanisms in data technologies can resist human understanding (black-box
reasoning). Here, accountability is rendered opaque, such as in self-driving car accidents, unclear
healthcare diagnostics, or mistaken predictive policing. Nevertheless, such opacity is also present in
the human brain and its theoretical Freudian unconscious, as information processing in both biological
and algorithmic systems is distributed across multiple layers of processing, weakening the traceability
between intention and action.

Yet, arguably, the most powerful and accurate AI models might operate beyond human understand-
ing, whereas those designed to be transparent and accountable are often perceived as less capable
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(Samek et al., 2021). The challenge is to balance machines’ efficiency and complexity with human
ethics (Saeed and Omlin, 2023). Critically, however, for example, large language models (LLMs)
fundamentally lack the capacity for genuine critical thinking and creative problem-solving, as they
operate through inductive probability over trained data arbitrarily chosen for a variety of goals (Johnson
et al., 2022). Hence, AI systems should be designed to augment human capabilities by handling routine
computational tasks while allowing individuals to retain authority over creative direction, strategic
thinking, and normative judgement (Heer, 2019).

Still, a fundamental constraint is emerging: the stock of publicly available web data for training is finite
and may be exhausted soon (Villalobos et al., 2024). This scarcity validates the industry axiom that for
advanced AI, data quality often matters more than complex algorithms. Consequently, the strategic focus
of European Union is shifting from pursuing “bigger” models to enabling access to “better” data
(International Data Spaces Association, 2025). Unlocking this value requires solving a core challenge
related to trust, as private actors are deeply reluctant to share sensitive operational data (Bernal, 2024).

The European Union has a dual strategy in this regard, which entails, first, fostering business-to-
business and business-to-government data sharing through trusted, sovereign frameworks like data
spaces; and second, pioneering technical architectures such as generator-verifier systems to allow
businesses to confidentially train a model or verify outputs against their private data, enabling the model
to provide answers without revealing the underlying proprietary information (International Data Spaces
Association, 2025). This approach exemplifies the cultivation of data agency vis-à-vis data sovereignty:
building the infrastructural and governance capacity to act on data (training powerful AI) without
requiring entities to cede sovereign control over it.

AI tools can enhance user agency in some areas, but they may also diminish it by creating “cognitive
lock-ins” that reshape mental processes for everyday tasks like recalling information, generating content,
or solving the everyday challenges that organizations and individuals face (Hansen, 2024). The key
question remains: In a world of pervasive data flows and rapid technological change, how can regulators
cultivate meaningful agency through laws that govern the processing of data?

To make the most out of data technologies, the European Union must recognize and operationalize the
relational and semiotic dimensions of humans aswell. Neithermachines nor humans alone can fully harness
the complexity of societal systems.Yet, unlikemachines, humans possess semiotic agency, or the capacity to
engage in semiotic processes using signs to represent objects and generate responses that share understand-
ings, thereby engaging at an intersubjective level to form identities and social roles (Enfield andKockelman,
2017). Conversely, machines’ limited ontological capacities to perceive the material (or social) world
prevent them from acting as semiotic agents. Nevertheless, machines are rapidly advancing in these
domains, and societal coordination to respond to this reality is urgent (Hui, 2019). To preserve autonomy
and interpretive authority while progressing technologically, regulators should design policies that support
co-agency with machines without impeding their development (Negarestani, 2018).

3.4. Trade-offs to consider

Trade-offs can be inevitable in this domain. One of them is data minimization versus collection and data
sharing. Data sovereignty, as the paper notes, reads the GDPR through its restrictive provisions, such as
data minimization and purpose limitation. Data agency reframes the same regulation around portability
and data flow.Neither reading is wrong, but they cannot both govern by default, so the prioritization needs
a criterion. One such criterion can be the reversibility of harm: where re-identification or downstream
misuse would be difficult to undo (health records, biometric data, and anything reachable under
transnational data flows). Minimization should govern by default, with sharing requiring an affirmative
justification. Where the data are non-personal, aggregated, or protected at the point of use by PETs or
generator-verifier architectures, the default should invert: data sharing is acceptable, and restriction
requires justification.

This is closer to a sector-based rule than a single criterion, since it tracks the same logic the paper
already applies to critical-entity data under the EUCS draft (the sectors carrying the highest
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re-identification or national-security stakes get the most conservative default, and everything else does
not inherit those restrictions by association). The paper’s own example of the generator-verifier
approach for AI training is the clearest illustration that this need not be zero-sum: the model can be
trained “without requiring entities to cede sovereign control,” which simplifies the minimization-
versus-sharing trade-off rather than choosing a side of it, though that architecture is currently available
only for a narrow set of training use cases, not data sharing generally. Nevertheless, coordinating
global legal frameworks should continue to be a major priority as well as enforcing them.

A second trade-off raised but not resolved relates to the storage and governance phase: localization
versus interoperability. Interoperability should be prioritized for the data spaces andAI-training use cases,
particularly due to the finite stock of public training data and the reluctance of firms to share data even
though it might have been generated by the public. This suggests that the binding constraint is access to
high-quality data, not its location. Yet, data localization should be reserved for critical-entity categories
where there is a sovereign risk. For example, Gaia-X-style federation could be combined with the goal of
international data spaces and data ecosystems to tackle local, regional, and transnational societal
challenges (Bartolomucci et al., 2026).

A final trade-off also highlighted in the subsection above concerns centralization versus decentral-
ization. Large, centralized datasets often improve computational efficiency and model performance but
simultaneously concentrate predictive capabilities and market power. Decentralized infrastructures,
including federated data spaces, interoperable cloud ecosystems, and distributed identity systems, may
sacrifice some efficiency while increasing resilience, competition, and user agency (Mittelstand et al.,
2019). Data agency favours decentralization where it redistributes opportunities to participate in data-
driven decision-making; however, this requires a degree of sovereignty and control over data as a
precondition for meaningful coordination, governance, and enforceability of the law.

Across all three mentioned trade-offs, the underlying prioritization principle the paper supports is:
pursue data sovereignty where reversibility is low, and data agency where reversibility is high. Drawing
the line is context-dependent; hence, it is yet to be researched which cases warrant one approach or the
other and how these approaches should be institutionalized.

4. Discussion

TheWestphalian ideal of a state controlling events within borders is fundamentally challenged by a digital
economy where predictive power is derived from global, rhizomatic data flows. The European Union’s
pragmatic pivot towards decentralized technologies that empower data subjects acknowledges this reality.
Hence, further work could focus on how to cultivate functional data agency across different contexts.
Such an effort requires intensive adaptation and state-led innovation with the input of private actors as
well as citizens.

4.1. Data technologies’ role in economic global relations and governance

The European Union’s regulatory trajectory, analysed through the lens of data agency, reveals a deeper
struggle over the politics of time and the architecture of the future. Lyotard (1991, p. 66) explained that
economic relations follow the principle that “money is nothing other than time placed in reserve,” a stored
potential used to “organize the future and neutralize the event” through future guarantees like insurance.
This logic of controlling potential events that ought to be paid for by other actors finds its ultimate
expression in modern data processing. Today, the world is witnessing the creation of a new layer on top of
the economy based on money; one based on abstracted time to fund action to another based on the data
models (abstracted interpretations to create, predict, and pre-empt the future, whether arbitrary or not). In
this context, the highest value lies not in datasets themselves, which cannot easily be priced to be sold, but
in the continuous processing of data that can generate actionable intelligence and predictive control over
future eventualities.
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Amore decentralized, democratic model of data processing increases both humanity and data subjects’
agency by seizing the capacity to reassemble time, and not renouncing this opportunity, which is now
overly centralized in the hands of a few actors. Instead of a single entity (e.g., a government agency or a
large data-driven corporation) which attempts to program the future and foresee eventualities through top-
down decision-making and action, decentralized technologies distribute the capacity to set conditions and
execute actions across more networks of agents. This pivot moves the discussion beyond the static
territoriality of data sovereignty into the dynamic realm of time as the new domain that can better organize
capitalism (idealistically speaking). It signifies a recognition that in the digital age, power might no longer
be exercised primarily through the control of the distribution of resources through market mechanisms,
but also through the governance of time as the predictive capabilities of data technologies, or social
coordination as Marx predicted. Data, in this case, might be a resource to tap into.

The governance of two key resources: money and information, and their fusion augments the capacity
tomodel, anticipate and program future events, andwhen eventualities arrive, to better coordinate and pay
for actions to navigate them (Hayek, 1945). Ultimately, this seeks to neutralize uncertainty and system-
atically organize the future in an increasingly complex world.

In centralized, prominent marketplaces, data trading concentrates this predictive power in the hands of
a few dominant platforms. In contrast, the decentralized vision of open-source or the privacy benefits of
PETs (when implemented fairly) allows for the creation of data economies that decentralize the “means of
prediction” and the capacity to tap into data’s capacity to derive meaningful information and monetize
it. Beyond the European Union, this vision has also gained popularity in other countries, such as
Singapore (Infocomm Media Development (Personal Data Protection Commission, 2020; Authority,
2022; Woods et al., 2023) and across international fora (King, 2022; World Economic Forum, 2022;
Jacobson, 2023).

4.2. The future of transatlantic data transfers

The future of data flows, as exemplified by SIGINT, which involves the combination of electronic signals
generated from numerous devices, shows that full control over data is complex because data processing is
inherently borderless. Nonetheless, E.U. law illustrates that Member States can exercise conditional and
legally structured authority over certain data practices. Courts have consistently distinguished between
indiscriminate bulk retention—which is prohibited—and targeted, limited retention for national security
purposes (Lissens, 2023). This demonstrates that even in a globalized digital environment, the European
Union can retain forms of constrained data agency, balancing privacy, surveillance, and security
considerations.

Although susceptible to secretive exploitation, mechanisms for participatory oversight and govern-
ance frameworks such as the ones introduced by the 2023Data Privacy Framework can promote dialogue.
Multilateral initiatives, like the OECD’s Declaration on Government Access to Personal Data Held by
Private Sector Entities (Organization for Economic Co-operation and Development, 2022), exert
normative and diplomatic pressure on governments to adhere to shared standards, increasing transparency
and reducing arbitrary access to personal data. Furthermore, the use of PETs across borders is also an
option to protect sensitive data (Office of Science and Technology Policy, 2023). Yet, these measures are
not neutral: theymay inadvertently reinforce existing power imbalances, as resource-rich actors are better
positioned to implement and benefit from certain oversight mechanisms and PETs (Veale et al., 2018).

The literature on regulatory interdependence explains that as globalization advances, regulation
(or lack thereof) in one jurisdiction affects another (Lazer, 2001). Depending on the policy, distinct types
of interdependence emerge. Considering legal clashes between the EuropeanUnion and theUnited States,
this interdependence should be viewed through how each competes by adopting regulatory approaches
that exploit their competitive advantage. The United States has prominent organizations with advanced,
diverse data capabilities, enabling superior intelligence and better coordination among stakeholders—key
to enhancing agency and global influence. It maintains lower legal standards to safeguard personal data
crossing borders, unless it concerns citizens or national security (The White House, 2024).
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In comparison, the European Union focuses on fundamental rights and attempts to put limits on
U.S. companies’ data collection activities in the region. At the same time, it actively builds its own
technical (Wold, 2024), financial (Carnegie Endowment for International Peace, 2020), and organiza-
tional infrastructure to match the capabilities of United States (European Commission, 2024b). None-
theless, the European Union has also sought to enhance its data agency by strategically benefitting from
U.S. intelligence collection efforts, leveraging pragmatic frameworks to access data for its own security.
Indeed, as data agency prescribes, the strategic alignment with existing power structures can be leveraged
to turn those systems to one’s advantage. For example, the e-evidence regulation streamlines cross-border
access to electronic data for criminal investigations by enabling law enforcement authorities in the
European Union to directly request data from service providers based in the United States (European
Union, 2023). This agreement to facilitate electronic evidence access builds upon the U.S. CLOUD Act,
which allows Washington to enter into bilateral agreements for direct data access in criminal matters
(Department of Justice, 2018). In practice, this demonstrates the E.U. exercising data agency by legally
accessing targeted data abroad and leveraging U.S. systems to enhance its security capabilities. By
aligningwith existing infrastructures, the EuropeanUnion turns external systems into tools that expand its
capacity to act and make informed decisions.

More global cooperation is needed to cultivate collective data agency and handle the world’s increasing
complexity and interdependence. Information derived from data is essential for increasing humanity’s
agency, whose full potential can be realized when the insights derived from data-driven analyses are
effectively shared, along with the expertise and infrastructure needed to operate the necessary technologies.
This would distribute agency and generate what Lévy (1997) termed “collective intelligence.”

Nonetheless, regarding SIGINT—a key issue surrounding the E.U.–U.S. data transfer negotiations—
the fusion of trillions of signals combined with the analytical capabilities of AI creates a panoramic level
of information awareness that can be readily abused. Those who wield this power can intervene across a
wide range of tempting policy domains to gain an advantage. This raises questions about the distinction
between data agency and data power. Data analysis can be used to achieve common goals such as the
anticipation of threats, but it can also be exploited for less benign objectives. In this regard, the proposed
but withdrawn 2017 ePrivacy Regulation to complement the GDPR intended to play a major legal role in
the protection of electronic communications (European Union, 2017). After years of stalled negotiations
and mounting criticism, the ePrivacy Regulation proposal was abandoned in 2025 after critics argued it
was unrealistic in its ambitions, attempting to address a broad spectrum of complex issues, ranging from
cookie consent to metadata protection, in a single legislative act (Andrews, 2025).

4.3. Policy implications

A regulatory framework that genuinely empowers data agencymust, therefore, focus on architectures and
rights that protect and enhance data subjects’ agency and sovereignty for greater self-determination and
interpretive authority and capabilities over the data that they generate. The European Union has already
established this framework with the GDPR (European Commission, 2026). Step one is to make existing
rights enforceable in practice, not just on paper. Enforcement requires three concrete actions: common
technical formats so a portability request produces usable data, binding timelines with penalties for non-
compliance comparable to other GDPR enforcement, and cohesion among data protection authorities.
This allows individuals to stop being passive data sources (NOYB, 2025).

In the storage and governance phases, data sovereignty stresses cybersecurity and local compliance,
possibly including localization (Blancato, 2024). Data agency favours scalable, interoperable storage for
collaborative access. A balanced approach includes hybrid, multi-cloud, federated (e.g., Gaia-X), and
local storage for sensitive data, alongside global solutions for computational power. The two approaches
together are needed as they directly contest the centralization of data processing activities and the capacity
to draw information. Nevertheless, the growth of local CSPs is extremely important to fulfil the
Commission’s goal of increasing resilience in the face of unforeseen circumstances and for adopting a
diversified multi-cloud strategy (European Commission, 2019a).
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In the analysis and use phases, designing systems that augment human intelligence rather than
replace it, fostering shared representations for clearer communication (Heer, 2019), and cultivating
high digital literacy can empower users to interrogate models and engineer them. Here, testing
innovative processing methods in controlled environments (sandboxes) can support compliance
learning (Allen, 2019).

5. Conclusion

As data technologies increasingly shape human life, societies face a choice: to engage with the results of
data processing activities to enhance their agency or to relinquish it. This article has sought to contribute to
the development of the concept of data agency to advance alternative but pragmatic and forward-looking
frameworks for understanding the growing influence of data-driven technologies and the regulatory
efforts that respond to them. To cover these conceptual blind spots, data agency explains how, not through
hermetic control but through cultivating collective cooperation via fairer data relations and decentralized
technologies that empower individuals, may allow them to make more informed decisions and take
effective action in informing policymaking for tackling societal challenges. The European strategy for
data embraces innovation through regulation while remaining flexible enough to take advantage of the
latest technological advancements produced elsewhere, especially those associated with AI and cloud
computing. Nevertheless, it is undeniable that a lack of control over data can hinder an agent’s ability to
cultivate data agency. Thus, the EuropeanUnion is expected to continue struggling to balance the strategic
integration of data-driven technologies with the development of robust infrastructure to support their
scaling.
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